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1 Document Conventions

Throughout this document the following conventions and symbols are used to emphasize important points that you
should read carefully, or menus, items or buttons you need to click or select.

Caution: This format means that you should be careful to avoid unwanted results, such as
potential damage to operating system functionality or loss of data

Hint: Useful additional information that might help you save time.

Italics represent fields, menu commands, and cross-references. Bold type represents a button that you need to click.

Afixed-width typeface represents messages or commands typed ata command prompt.

A plus sign between two keyboard keys means that you must press those keys at the same time. For example, ALT+R
means that you must hold down the ALT key while you press R. Acomma between two or more keys means that you

must press them consecutively. For example ‘ALT, R, U’ means that you must first press the Alt key, then the R key, and
finally the U key.
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2 DriveLock Management Console

Use the DriveLock Management Console (MMC) to perform day-to-day management tasks and to configure Drivelock.
This chapter covers how to use and configure the Management Console and how to restrict access to management
functions so that only authorized administrators can use them.

2.1 Management Console Structure

The DriveLock Management Console (DMC) is a Microsoft Management Console (MMC) snap-in that can be used on
its own or in conjunction with other MMC snap-ins.

After you have installed the DriveLlock Management Console you can startit from the Windows Start menu under All
Programs / DriveLock / DriveLock Management Console.

Trvelock - [Drvelock] = a *®
File Action View Help Menu Bar

= B
| DriveLock

7 Devi ., -
LR o ) Srivelock

_ [ Product packages and files ‘
£ Broegs ‘ Management Console

[T Policies

{7 Policy assignments ‘Welcame 1o Drivelock.
B Drivelock Enterprise Services [diserver]y

# DriveLock Cloud
& DriveLock File Protection
1 Operating

DriveLock gives you total contral over who can attach what to your computers, Diata encryption ensures that data remains confidential even when a mobile starage device is lost, Drivelock fits into your existing [T
management infrastructure for easy and effective administration.

Console Tree

(Navigation Area) The Drivelock Management Cansole is the central point far creating 8 device control company policy, testing and fine tuning this policy, as well as operating all DriveLock Agents deployed throughout the network.

=

Device Scanner Policies

Taskpad View

g

Policy assignments a DriveLock DriveLock Cloud Drivelock File Operating
3l S Enterprise Services Protection
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¥ Drivelock - [DriveLock]
File Action View Help

== H

g Drivelock
7 Device Scanner "‘jﬂve ~
w [@ Product updates and support I m
71 Product packages and files ‘ ‘
B ' Management Console

T Centrally stored policies Welcome to Drivelock.
[T Computer-specific policy customiz

[T Active Directory / Local computer |
7= Configuration files

[} Policy assignments
~ [ Drivelock Enterprise Senvces [dkerver| o)y gives you total control overwho can attach what to your computers. Data encryption ensures that data remains confidential even when a mobile storage device is lost. DriveLock fits into your evisting IT
B Server management infrastructure for easy and effective sdministration.
[l Tenants
v 3 Product packages and files
Software packages
B Security swareness packsges
w & Agent push installation
] Per-server global settings

= [/
&> Automatic push groups / OUs -| El’
~ [ Drivelock Cloud

o -
nr Ev:s synchranization P —
~ @ Drivelock File Protection
[ Centralty managed folders
2 Users and groups
@ Cetificates
w H Operating

B Agent remote control f}
& Network preboot computers | I

The Drivel ock Management Console is the central point for creating a device control company pelicy, testing and fine tuning this policy, as well as operating all DriveLock Agents deployed throughout the netwark.

Policies

<2, Shadowed files

Policy assignments. DriveLock Drivelock Cloud DriveLock File
Enterprise Services Protection

The menu bar at the top of the console contains the standard MMC menus and buttons that provide quick access to
common functions. For example, clicking the question mark opens a Help window.

The console tree on the left is used to navigate through the various functional areas of the Management Console.
Many nodes in the console tree contain subnodes that you can expand or collapse by double-clicking the node.

The right section of the Management Console displays taskpad views. Depending on the node you selectin the

console tree, taskpads contain links subnodes or configuration elements. You can navigate taskpad views by
clicking the links in it.

You can right-click most nodes in the console tree and configuration areas in the classic MMC to display a context
menu from where you can configure various settings.

If you prefer the classic MMC view without taskpads you can optionally switch to that view (Classic MMC view) in
several areas of the Management Console. Use Context menu / View / Taskpad view to switch back.

With DrivelLock 7.5 the taskpad view has been optically structured more clearly using an Windows 8 like design
(see the screen shots above). The functions are shown as tiles now. As far as there are no functional changes and
no principal differences caused by the new design, this manual still uses the old screen shots.

2.2 Changing the User Interface Language

Right-click DriveLock then click All tasks -> User interface language.

Depending on which operating system language you use, some default buttons and menu items will be
displayed in that language, not in the user interface language you select in DrivelLock.
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#¥ Drivelock - [DriveLock]
File Action View Help

== H
¥ Drivelock I
F_gi Devi Update application inventory ' ‘
v Prod Check for updates... ‘ ere oc
3
B Choose Drivel ock Enterprise Service...
@ Grou M C l
[ Polic Show "Local computer policy” in root console anagement onsole
&7 Polic All Tasks > Update application inventery
Dri
E Dr!v: T 3 Show "Local camputer policy” in root console
- Drive
& Drive Select device scanner database..,
EA Oper oL Choose DriveLock Enterprise Service...
DriveLock gives you tc User interface language...
management infrastr. Ip of the day...
The DriveLock Manag bt

In the following dialog box, select the language.

A few Management Console elements, such as the menu bar and context menus are always displayed in the

language for which you installed the Management Console or the operating system language and don’t change
when you select a different language.

Click OK to proceed. The Management Console switches to the selected language.

2.3 Checking for Updates

Right-click DriveLock, then click Check for updates.

W Drivelock - [DriveLock]
File Action View Help

= H
W# Drivel--" Il
7% De Update application inventory
Ea Prc Check for updates...
L oose DriveLock Enterprise Service...
[F: P Choose DriveLock Enterprise Servi
&y Po Show "Local computer policy” in root console
~ [B Dri
B All Tasks b4
th .
v & =D ?
Help

The program connects to the DriveLock Web site to check for available updates. If a newer version is available, a
notification is displayed.

You can also view the current version of all DriveLock components under Product updates and support -> Product
packages and files.
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f Drivelock - [Drivelock\Product updates and support\Product packages and files]

File Action View Help

o= HEC=H|ITP

# Drivelock Package type . Version Platform Published at Size

7% Device Scanner Enter text here 7| Entert.. 7| Entert.. \7| Enter text here ?I Entert... EJ

v E’i:'::id::i:;:::::zgs [ Antivirus engine (realtime p... 5.422.0 32-bit 23032017 144242 487 MB

PG Security awareness packages r:f Antivirus engine (realtime p... 54.22.0 64-bit 23.03.2017 14:42:43 753 MB

P Policies FE Avira Antivirus 15.0.34.21 20.02.2018 16:04:55 97,5 MB

El' Palicy assignments [ DriveLock Agent 7.6.20.18675 32-bit 18.12.2017 08:40:17 116 MB

[ DriveLock Enterprise Services [diserver]i [3 DriveLock Agent 7.7.14.19938  32-bit 15.06.2018 09:36:13 150 MB

B DriveLock Cloud [i5 DriveLock Agent 7.6.20.18675  64-bit 18.12.2017 08:40:18 139 MB

B DriveLock File Protection FB DriveLock Agent 771419938 64-bit 15.06.2018 09:36:13 210 MB

EA Operating rB DriveLock Avira Manageme... 7.6.20.18675 32-bit 18.12.2017 08:40:18 36,6 MB

FB DriveLock Avira Manageme... 7.6.20.18675 64-bit 18.12.2017 08:40:19 49,3 MB

[ DriveLock Control Center 7.6.20.18676  32-bit 18.12.2017 08:40:19 37,0 MB

[ DriveLock Control Center 771419717 32-bit 14.06.2018 19:06:33 47,2 MB

[ DriveLock Control Center 7.6.20.18676  64-bit 18.12.2017 08:40:19 37,0 MB

[ DriveLock Control Center 771419717 64-bit 14.06.2018 19:06:43 47,3 MB

FB DriveLock Enterprise Service  7.6.20.18676  32-bit 18.12.2017 08:40:19 384 MB

FB DriveLock Enterprise Service  7.7.14.19717  32-bit 14,06.2018 19:06:11 48,2 MB

TB DriveLock Enterprise Service  7.6.20.18676  64-bit 18.12.2017 08:40:20 4,2 MB

FB DriveLock Enterprise Service  7.7.14.19717  64-bit 14.06.2018 19:06:22 50,5 MB

FB DriveLock Management Co... 7.6.20.18675 32-bit 18.12.2017 08:40:21 59,8 MB

i'a DriveLock Management Co... 7.7.14.19938  32-bit 15.06.2018 09:36:16 60,4 MB

rd Drivelock Management Co... 7.6.20.18675 64-bit 18.12.2017 08:40:21 61,3 MB

FB DriveLock Management Co... 7.7.14.19938  64-bit 15.06.2018 09:36:17 62,0 MB

i:]‘Manuals and documentation 7.6.20.18675 German 18.12.2017 08:40:20 27 AMB

F_;]‘Manualsand documentation  7.7.14.19938  German 15.06.2018 09:36:14 272 MB

mManuals and documentation 7.6.20.18675  English 18.12.2017 08:40:20 241 M

F_?]‘Manuals and documentation 7.7.14.19938  English 15.06.2018 09:36:15 23,9 MB

The Management Console displays the newest version of all components. To download a component, right-click it
and then click Download.

Click Security awareness modules to view the available modules which can be downloaded with the DrivelLock
Enterprise Service (DriveLock Enterprise Services -> Security awareness modules). If you have licensed the Security
Awareness Content AddOn, all modules are listed; if not, you can see the modules that are available for demo
purposes.

2.4 Configuring Server Connections

The DriveLock Management Console connects to the central DriveLock Enterprise Service to store information, such
as license data or centrally stored policies, and to retrieve data. To ensure that the DriveLock Management Console
can connect to the Drivelock Enterprise Service (DES) you need to configure a server connection.
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¥ Drivelock - [DriveLock]
File Action View Help

LN’
# DriveLock |
¥ Doy Update application inventary ' L 2] ;
';5 Pro Check for updates... .“Dnve ]
. ?' v Choose DiiveLock Enterprise Senvice.. ‘
< 22 Show Local computer policy” i root console Management Console
- Welcoms to Drivelock
L Al Tasks ¥
o View >
% Pol Help

Drin !
) Dri i Cl
e i ekock Conait DriveLock gives you total control over wha can attach what to your computers. Data encryption ensures that data remains confidential even when a mobile storage device is lost. DriveLock
fits ko your existing IT management infrastructure for easy and eHective administration.

FY Event synchronization

T Users
@ Drivelock File Protection The Drivelock Management Console is the central point for creating a device control company policy, testing and fine tuning this policy, as well as operating all DriveLock Agents deployed
v [ Operating throughout the network,

B Agent remote control
) Network preboot computers
+2, Shadowed files

pEEe g
pEEH ¢

DiriveLock Drivelock Cloud

Policy assignments
Enterprise Services

Specifies the name of the Drivelock Enterprice Service.

o m € &
To create a new server connection, right-click DriveLock, then click Choose DriveLock Enterprise Service.

Select Drivelock Enterprise Service d
0 Server name / port (HTTPS)
| - [6067 |
Login using supplied credentials
zer |dlse\administmtor |
Password |ootoooo.. |
Tenant ;roott v-:
 Cancel

Note: When the DriveLock Management Console connects with the DES the first time, DriveLock checks the DES

certificate. Please refer to chapter Certificates for more information.

If the DriveLock Management Console was able to locate the DES using DNS-SD at startup, the server name appears in
the dialog box. If the server does not appear, type the server name. If you configured the DrivelLock Enterprise Service

to use a non-standard port you must also type the port number.
To connect to the Drivelock Enterprise Service using a different user account that the one you are currently logged on

with, provide the credentials of that account to use and then click OK.

The account you use to connect to the DriveLock Enterprise Service must have been assigned access permissions
in the DES. For more information about assigning permissions when installing the DriveLock Enterprise Service,
refer to the DrivelLock Installation Manual. For more information about configuring permissions after

installation, refer to the chapter Configuring the DriveLock Enterprise Service.
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24.1 Connection Settings for Proxy Servers

The DriveLock Management Console and DOC.exe use the system proxy settings. For some actions, you can specify an
explicit proxy.

2.5 Selecting the DriveLock Configuration Mode

The Drivelock configuration mode determines which taskpads are displayed when you create and edit Drivelock
policies. You can select Basic Configuration or Extended Configuration. Basic Configuration mode is the
recommended mode for administrators who are getting started with DrivelLock. In this mode, rarely used

configuration settings are not displayed and wizards are available that guide you through the all the steps thatare
required to perform most tasks.

4 CenterTools Drvelock E=n =)

8

Global configuration

To get started with DriveLock some global settings need to be configured.
These settings include the license to use as well as some other important
global settings.

Change..

e | 123435 PM)

@ Agent self-protection

4 CenterTaols Drvelock E=RECR =)

jon View Help
7| H =8

ock Standard CSP - Centrally storec

o\ Global configuration
Configure global settings that determine how the DriveLock Agent operates in
J C: 1O} et
by Agents
fed o = centrlocaion for logging.

U, settings

@} import ; settings, and how event messages are
 forard

il

User interface settings
= program lable to users and beimproved.

For eample, you

Done

The left picture shows a configuration page in Basic Configuration. The picture on the right shows the same pagein
Extended Configuration mode.

In Basic Configuration mode, taskpad sections also display a colored header that indicates the state of the current
configuration:

e Red header: Important settings have not been configured yet

e Yellow header: Some configuration settings may not be complete or as secure as they can be and should be
reviewed

= Green header: All settings are configured for secure operations

To disable or re-enable the Basic Configuration mode, in the policy window, in the console tree, click the top node
and then click the Basic Configuration link in the taskbar.
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The first time you open a newly created policy, the Getting started window appears. Unless you are familiar with
Drivelock, select Assisted configuration to create the initial policy settings.

File  Action

==l

% Drivelock Standard CSP - Centrally storec
I» @ Global configuration
1 &= Drives
b V Devices
B ? Metwork profiles
|- [{] Applications
b g Encryption
b m Antivirus
& o Management console

ntrally stored policy contains all DriveLack settings and is stored in the
ock Enterprise Service infrastructure. A DriveLock Agent that has been

5

b save
Saves the policy to the server as a working copy. Agents will not use a saved policy until it is published.

Publish
Publishes the policy so that it will be used by Agents. Rollback to an older version is possible using the
Drivel ock Management Console.

3 Global configuration
@ Includes global Agent configuration settings, connection rules for Drivelock Enterprize Service servers, files stored

with this policy, and multilingual user notification messages.

m Policy properties - Change policy name and comment
EH| I ol b

Done

To open this window at a later time, select the top node of the policy, and then in the right pane click Getting started.

2.6 Configuring User Permissions to Console Nodes

You can configure the DriveLock Management Console to control which users and groups can access console
functions. To control access, configure the permissions for nodes in the console tree. The permissions you configure
in a policy are enforced by Drivelock Agents and can prevent users from installing and using the Drivelock
Management Console on client computer without being authorized to do so. For more information about DriveLock
policies, refer to the chapter Deploying Drivelock Configuration Settings.
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DriveLock Management Console

= CenterTools DriveLock
File Action View Help

8|7 |Hi= H H B

44 Drivelock Standard CSP - Centrally storec
Is @3 Global configuration
> = Drives
b ip Devices
- % Network profiles
|+ [&] Applications
b m Encryption
; w Antivirus
4 % Management console

t@ Settings
[ Node permissions

4 1 | k

Description

l:,IJAnti\rirus

%Antivirus definitions

g8 Apple iTunes-synchronized devices

[&] Applications

i’f‘jﬁApplications | Application rules

'@Applicatians | Application rules | File owner rules
@Applications | Application rules | Hash databases
@]Applications | Application rules | Hash rules
@Applications | Application rules | Other rules

'ﬁApplications | Application rules | Other rules | Application te...
@Applications | Application rules | Other rules | File name or p...

'@Applications | Application rules | Publisher certificate rules
@Applications | Application rules | Special rules
@Applicatiunﬂ Settings

Centrallystored policies

ﬂ(onfiguration files

Device class: 1394 (Firewire) controllers
Device class: Biometric devices

Device class: BlackBerry devices

Device class: Bluetooth transmitters / radios
Device class: External display adapters

Device class: Human Interface Devices
Device class: IEC 61883 (AVC) bus devices
Device class: Infrared interfaces

Device class: Media Center Extender devices
Device class: Media player / Portable devices
Device class: Mobile phones

U e s

Status

Mot configured
MNat configured
Not configured
Mot configured
Mot configured
Net configured
Mot configured
Nt configured
Mot configured
MNat configured
Not configured
Mot configured
Mot configured
Net configured
Mot configured
Mot configured
Mot configured
Mot configured
Not configured
Mot configured
Mot configured
Net configured
Mot configured
Nt configured
Mot configured
MNat configured
Not configured

1T e |

m

Click Management console -> Node permissions to view a list of all node permissions. The default setting for all

nodes is Not configured. Until you change the permissions, the group “Everyone” has Change permissions to all

nodes.

To view the detailed settings of an object, double-click it.
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Py

Device Scanner Properties .

Pemissions
Pemigsions for this console node

User or group Irvisble Read Change

ﬂEver}fane ® & O

B DriveLockAdmins O O @

Add.... I [ Remove ]
[ ok J[ cancel |[ oot |

To assign node permissions to a user or a group, click Add, and then select a group or user. Click Remove to remove
the selected account from the list.

You can assign the following access permissions:
e Invisible: The node is not displayed, and not accessible to the user.
e Read:The user can view the node and any configuration settings, but cannot change any settings.
e Change: The user can change all settings under the node.

If you assign permissions to more than one group and a user is a member of several of these groups, the permission
setting with the highest priority that applies to the user or any of the groups is enforced. For example, when both the
Invisible and the Change permissions apply to a user, the Change permission is enforced.

Each node must be configured with at least one user or group that has Change permissions. If you attempt to
remove all Change permissions settings, DriveLock displays a warning message.
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3 Deploying DriveLock Configuration Settings

This section explains several methods for deploying configuration settings to client computers.

The following table provides an overview of the available deployment methods. You can use this information to help
you determine which deployment method is most appropriate for your environment:

Central Requires |Uses Existing History / Scalability Quick Configuration
Configuration DES Infrastructure |Versioning

Centrally Stored RS Yes Good Yes

Group Policy Yes No Yes (AD) No Very good No

Configuration File B%=S No Yes (UNC, http, No Acceptable No
ftp)

Local Policy No No No No - No

Before distributing settings to multiple clients on the network, we recommend that you first test them on one
or more test clients.

Drivelock policies are managed here:

-

il Drivelock Pelicy name Palicy type
@ Groups Enter text here “F| Entertext...
> E{ Pol .
BT Pol Mew > Centrally stored policy... cation Control Centrally sto...
s B D AllTasks > Configuration file... pher Centrally sto..
. It li Centrally sto...
> P Dri - s Add Group Policy Object... it company pelicy snirally sto
> & Driv L=L - ider Centrally sto..
3 E,J Op Geliely Lzcal computer policy Local compu..,
Export List EMone Centrally sto...
e H VulnerabiltyScan Centrally sto...
Properties
Help

Architecture

The following figure shows how Drivelock distributes the configuration settings:
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DriveLock Policy Processing

2

Edit Policy DriveLock Configuration

. Centrally Configuration Group Policy
DriveLock Stored Palicy W File W Object
Management
Cpnsole
r -
== I
—a
I - e £ =
Centra DriveLock DB @ i‘ ~5)
| DES Network Location Active Directory

Download & Apply Policy

| I | | |

=] —i =] = l 1
=| = = =
Agent VDI Aqent': Virtual g Agent i T Virtual
Paolicy Palicy Channel Policy Channel
Virtual Server Thin Client Terminal Igel Thin
Desktop Server Client

3.1 Centrally Stored Policies

Centrally Stored Policies (CSP) are stored in the DriveLock database and are distributed to the agents via the
Drivelock Enterprise Server (DES). CSPs are a good choice for most use cases because:

e CSPs supportversioning and change tracking and can be edited or published separately by the administrator.
e Several CSPs can be assigned to one agent (which is not the case with configuration files, for example).

e CSPs can beused in almost any network environment, including Active Directory, Workgroups and Novell
Directory Service.

For Managed Security Service Provider (MSSP), CSPs may also be the best choice to separate CSPs for different
tenants.

To use CSPs, the DriveLock Enterprise Service (DES) is required.

One or more CSPs can be assigned to computers, DriveLock groups, AD groups, OUs or even all computers. The CSPs
can belong to the default tenant (root) or any other tenant. The agent knows the DES servers from where it can obtain
CSPs. This way, CSPs with different settings can be combined, e.g. one CSP contains only basic settings that are then
distributed to all clients and another contains special settings thatare only assigned to clients in a specific
department. For example, you might want to create a CSP that contains the USB sticks from Marketing, meaning that
this CSP will only be used by the Marketing clients.

Example

Order, Policy
1) License policy

2) Default_All

Assigned to
All Computers

All Computers

Description
Contains license information for all computers

Default settings for all computers

3) USB sticks Marketing Unlocked USB sticks for marketing
4) Disk Protection Laptops clients Disk Protection
I Laptops I
5) Application Control Allowed applications for servers
Servers Servers
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Create and configure CSPs

To create a new CSP for root or other tenants to cover your desired scenarios (e.g. FDE only for laptops) right-click
Policies / Centrally Stored Policies and select New / Centrally Stored Policy.

f Drivelock Policy name - Policy type
E Groups Enter text here ?| Enter text ... ﬂ
Pol - -
EEI Pol Mew > Centrally stored policy... cation Control Centrally sto...
B D AllTasks > Configuration file... i _ Centrally sto...
D Dri . Add Group Policy Object... it company policy Centrally sto...
& Dri WView 4 - ider Centrally sto...
By op Refresh Lecal computer policy Local compu...
T @hone Centrally sto...
D — H VulnerabiltyScan Centrally sto...
Properties
Help

Enter a name, select a tenant and enter a short description to explain the purpose of the new policy. If appropriate,
check use existing policy as template and select a policy you want to copy. Click OK to store the new CSP. Then a new
window will open, where you can configure the new policy.

To edit an existing CSP, right click on the CSP and select Edit.

Remember to enter your license information under Global settings (as described in the chapter "Activating Your
License").

You can use the export and import functions to copy settings between different policy types, for example from a
local policy to a CSP.

When you have finished editing the policy, close the policy window. DriveLock prompts you whether you want to
save the changes you made.

e Save Only: The policy is saved but not published. Itis not available to DriveLock Agents until it gets published

e Save and publish: The policy is saved and then published. Once published, it becomes available to DriveLock

Agents.

e Cancel — Discard changes: The policy is not saved and all changes are discarded. No new policy version is
created or made available to DrivelLock Agents.

You can also save a policy atany time during editing by clicking the Save or Publish buttons on the toolbar.

3.1.1  Policy Assignments

Policy Assignment

Now assign the policies to computers, groups, DrivelLock groups, OUs or even All computers, where they should
apply. Open MMC / Policy assignments / RightClick / New / <type of assignment>. In the next dialog, enter the
appropriate computers, groups or OUs, select a tenant (or all tenants) and the policy, you want to assign. Policies
stored for the root tenant can be selected for any tenant, while policies stored for any other tenant can only be
selected for this tenant.

~
## Drivelock Order Object type Object name Tenant of th...  Pelicy name Comment Active
) P J Y
E‘ Grou!:ls ﬂ1 All computers Default MachineConfig Assi...  root < Computerspezifische Richt.. auto-generated Yes
% ED:“'ES - [ H All computers All computers root None Yes
ey assignments B3 Computer KLA-WIN10-TPM root Application Control Yes
[B2 DriveLock Enterprise Services [diserver.dise.local|root]
= L4 Computer KLA-WIN10-TPM root VulnerabiltyScan -
EP Drivelock Cloud
&8s Computer KLA-WIN10-TPM root Defender

& Drivelock File Protection
EJ Operating
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To change the order, right click an entry.

Bl Default MachineConfig Assi...
“P_ All computers All computers

[ ] = L

B4 Cor Move to top

[ Cor

All computers

Maowve up
Move to position...
Move down

Move to bottom

Activate
Deactivate
Delete

Properties
Help

You can move the entry to where you want to place it.

Open MMC / Policy assignments, right-click and select Advanced edit mode ... to open the Assignments dialog if you
want to edit or move more than one policy at a time:

B Drivelock - [DriveLock\Policy assignments]
File Action View Help

L JEIENCRENN °|

wf Drivelock

~
Order

Object type Object name Tenant of th...  Policy name Comment Active
@ E’T_”FS *1 All computers Default MachineConfig Assi...  root <Computerspezifische Richt... auto-generated Yes
E: ° !Ues nE All computers All computers root None Yes
£ Policy assignments
{8 Drivelock Ente RSOP planning... Assignments x
P Drivelock C.\ol Advanced edit mode... -
Ea g”VELD(k File ¥ Order Objecttype  Object name Tenant of the ... Policy name Active Move to top
I eratin ew
= Up 9 1 All computers  Default MachineCorfig Assign... oot <Computerspezifische Richtlinie... Yes Move up
WView 2 All computers  All computers root None Yes
3 Computer KLA-WINT0-TPM Yes Mave ta
REOE-N 4 Computer VINIO-TPM Move dow
Export List.. 5 Computer  KLAWINIO-TPM et
2 Move to bottom
Properties
Hel
" Activate
Deactivate
Delete
Close I

In this window you can select several policies and move them up or down or delete them.

3.1.2  Configuring the Agent

DES Assignment

Thelaststep is to assign a list of DriveLock Enterprise Servers (DES and/or LDES) to the agents. There are several
methods to assign CSPs / DES servers to agents depending on how you deploy the agents on the PCs.

e Software Deployment - use the deployment wizard to generate an adapted MSI package or MSI command line
toinstall an agent with a server list already assigned. Open MMC / Policies / RightClick / All Tasks / Deploy
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centrally stored policy... . For more information about using the Deployment Wizard, refer to the Drivelock
Installation Manual.

e Drivelock Push Installation - configure the Per-Server Global Settings - select Configuration type: Centrally
stored policy (assignment) and enter the server list

e Change an existing assignment

- Using Agent Remote Control. Connect to the agent and select Agent configuration / Centrally stored policy and
enter the server list

- =
& %VELUCK Remote computer Logged-on user  Last contact Agent configuration Properties ? s
Groups
[.:: Pol?cies Disconnect General | Options
I Policy assignments Unlock... DriveLock Agent retieves its configuration from..

E gr?\'etﬂ(: El'l'ltEf:’iSE Services [diserver.| T G (O Group policy or local computer policy
£P DriveLock Clou (O Configuration file

& Drivelock File Protection Disk encryption properties... Type URL / File path
v EJ Operating

b Agent configuration... UNC path
[ Agent remote control . -

Displ t Use service acco
{5 Metwork pre-boot computers ] e senvice aecount
<2 Shadowed files Display local application whitelist User name

All Tasks ] Password

Properties Lo

(8) Centrally stored policy
REE Sever  [DLSERVER DLSEkoeal | : [s067
Use HTTPS
Additional Add

SEMVers

Remove

[ lgnore policy assignments, use fixed policy

Palicy Application Control

Cancel

- Using the command lineon an agent PC. Enter C:> Drivelock -setserver <srvlist>#<tnt> (see

Drivelock -help for moreinformation)

e DNS-SD - if the Drivelock agent detects a DES via DNS-SD, no DES assognement is necessary. The agent will ask
this DES for policy assignments

When a DrivelLock Agent uses a CSP, it checks for changes to the policy settings at startup and at a configurable
interval after that (default: 30 minutes).

3.2 Group Policy

Another way of configuring the DriveLock Agent on multiple computers in a network is by using an Active Directory
Group Policy. DriveLock can be configured by using the Group Policy Object Editor in conjunction with the DrivelLock
Management Console (MMC) snap-in. This snap-in is automatically installed as part of the DriveLock installation.

DrivelLock can use Group Policy to deploy settings to computers that belong to an Active Directory domain. The
DrivelLock Agent running on these computers automatically applies all settings that are contained in the Group
Policy Object.

In Active Directory computers are often arranged in Organizational Units (OUs) to apply common settings to multiple
computers. For example, an OU may contain all computers in a department or business unit. A DrivelLock policy can
be easily applied to all these computers by linking a Group Policy Objects containing Drivelock settings to the OU.
Another reason to use OUs is delegation of administration tasks. Assigning GPOs to an OU instead of an entire
domain or Active Directory site is a recommended practice because it allows you to maintain the appropriate
protection level for each department or business unit.

To add existing or new Group Policies containing DrivelLock settings, right-click Policies -> New -> Add Group Policy
Object... to add the Group Policy to the MMC.
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Then select the appropriate GPO and click Edit. This opens a new window with the Microsoft GPO Editor where you
can edit the settings.

W Drivelock Policy name ~ Policy type Size Date modified Version
E:‘ Groups Enter text here T| Enter text ... | Enterte.. | Enter text here | Enter te.
~ [T7 Policies -
@ Application Control Centrally sto.. 70,6 KB 11.12.2020 15:38:00 7

r_(; Computer-specific policy custemiz

[ Policy assignments | BitLocker Centrally sto.. 169KB 05.08.2020 13:43:24 2

g Default Domain Policy AD Group Po.. 166KB 09.12.2020 13:02:30 47

Drivel ock Enterprise Services [dlsenver.

'=[ Local Group Policy Editor — [m} b4
File Action View Help
e= |7 E =

__: Default Domain Policy [DLSERVER.DLSE.local] Policy _f Default Domain Policy [DLSERVER.DLSE Jocal] Policy
~ (i Computer Configuration ; - - N
7| Software Settings Select an item to view its description, ame

“| Windows Settings i Computer Configuration
" ’:¢ DrivelLock i User Configuration
&% Global configuration
2% EDR
[& Drives
|59 Devices
“ Metwork profiles
[@] Applications
B Encryption
]} Defender Management
E§ Security awareness
% Inventory and vulnerability scan
%ﬁ' Systems management
E= Management console
“| Administrative Templates: Policy definitions (ADN
v &, User Configuration
~| Software Settings
| Windows Settings
| Administrative Templates: Policy definitions (ADM

~
W

\ Extended /{Standard/

I Ll
The Group Policy Object Editor displays the same DrivelLock configuration items in the console tree that are
available when you use a local configuration.

The Drivelock Agent service applies configuration changes immediately after Windows receives updated Group
Policy settings from a domain controller. Depending on the time until the next scheduled Group Policy update, it may
take several minutes after you change the configuration until this update takes place. To apply changes to a GPO
immediately, manually initiate a Group Policy update. To do this, on the client computer open a command prompt
window and then type the following command:

gpupdate /force

You can find more information about how to use Group Policy to deploy a DrivelLock configuration in the
technical article “DriveLock Interaction with Active Directory”, which is available at DriveLock Online Help
https://drivelock.help). This article also contains replication traffic information and deployment tips.

3.3 Configuration Files

You can centrally install and configure DriveLock even in networks without Active Directory, such as networks using
Novell NetWare. In network environments without Group Policy or a DrivelLock Enterprise Service you can distribute
central Drivelock configuration settings by using a configuration file. This file can be placed on a central network
drive (using a UNC path) or it can be accessed by using HTTP or FTP.

Using configuration files is similar to using Group Policy. However, user-specific configuration options are limited
when Active Directory is not available as the central user database. You can still use local users or groups in your
configuration settings. Also, you can use Novell eDirectory, if available.

You can find additional information about using DriveLock in a Novell network in the whitepaper “DriveLock —
Interaction with Novell“, which you can get from Drivelock by request.
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Start the DriveLock Management Console (Start -> Programs -> DriveLock -> DriveLock Management Console) and then
click Policies.

Right-click “Policies -> Configuration files” and then click Create new Configuration file.

@ Drivelock -

Pelicy name Pelicy type
{57 Groups Enter text here V| Enter text ... ﬂ
Pal -
% Pol New 3 Centrally stored palicy... cation Control Centrally sto...
B D All Tasks b Configuration file... cher ) Centrally sto...
& Dri . Add Group Pelicy Object... ilt company policy Centrally sto..
& Dri View ? - ider Centrally sto...
E‘_‘J Op Refresh Lzcal computer policy Local compu..,
. @Mone Centrally sto...
Export List... X
@ VulnerabiltyScan Centrally sto...
Properties
Help

DriveLock prompts you to provide the name and location of the new configuration file and then opens a new window,
displaying the policy. You can configure policy settings in this window. You can also export or import settings.

W Ch\Users\Administrator\Decktog

g (E}én:al configuration L}r|\,*eL°ck
[ Drives Configuration File
[ Devices an file c i

A g n contains all

4 Network profiles

[@] Applications

& Encryption

- Defender Management
Bg Security awareness

B Inventory and vulnerability s
nﬁ' Systems management
Manzgement console F This configuration file is in DriveLock Database format. It cannot be read by Drivelock Agents older than version 6.0,

i You are working with a trial version of Drivelock.
Mo license is installed. agents will work for 30 days from first installation.

Getting started...

505

Remember to enter your license information under Global settings (as described in the chapter "Activating Your
License").

You can transfer settings between a configuration file and other policy types by using the Import configuration
and Export configuration commands.

To edit an existing configuration file to the DriveLock Management Console, in the console tree, right-click Polices
and then click Open Configuration file. In the dialog box, type the file name and location and then click Open. The
configuration file will appear in the right pane.

Right-the file, and then click Edit to open a new DriveLock Management Console window where you can edit the
settings in the configuration file.
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The DriveLock Management Console automatically saves changes you make to a configuration file when you
close the window.

When you have finished editing your configuration, close the window. To save the file using a different name, right-
click the top node in the console tree, and then click Save as.

Once the changes are complete, apply the configuration to client computers by copying the configuration file to the
network location from which clients retrieve their policy settings, replacing the old configuration file with the new
one.

You must configure the Drivelock Agent that you distribute to client computers to obtain its configuration settings
from the configuration file. To facilitate this process, Drivelock contains a software distribution assistant that can
create a customized MSI or MST file. You can use the DriveLock Deployment Wizard, which is described the document
“DriveLock Installation Guide”, to deploy configuration settings.

The Drivelock Agent can retrieve configuration files using any of the following methods:
e UNC: For example “\\myserver\shareS\drivelock\dlconfig.cfg”
e FTP: For example “myserver/pub/drivelock/dlconfig.cfg”
o HTTP: For example “http://myserver/drivelock/dIconfig.cfg”
In environments without Active Directory (such as Novell NetWare) you must specify the location of the

configuration file during the Agent installation (as described in the DriveLock Installation Guide).

You should create an initial configuration file prior to the Agent roll-out and then specify the location of the
configuration file during setup by using the command line or a modified installation file.

The Drivelock Agent reads the configuration file during installation and then starts enforcing the policies in this file.

When you use configuration files, the Agent only checks for changes to the configuration file when the DriveLock
Agent service starts or at an interval that you can configure.

When you areinstalling the DriveLock Agent that will use a configuration file, you need to provide the Agent with the
location of this file. The easiest way to accomplish this is by using the Deployment wizard. To start the wizard, right-
click Policies -> All Tasks -> Deploy configuration file. For more information about the deployment process, refer to the
Drivelock Installation Manual.

34 Local Computer Policy

To configure a standalone computer with the Drivelock Agentinstalled, use a local policy. This configuration is only
applied to the computer on which you are running the DriveLock Management Console.

To edit the local policy, open Start -> All Programs -> DriveLock -> DriveLock Local Policy.
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¥ Drivelock Local Computer Polig
¥ Global configuration
% EDR
> [E Drives
59 Devices
< Metwork profiles
[@] Applications
& Encryption
= Defender Management

B Security awareness
% Inventory and vulnerability s

Management console

LriveLock

> ﬁ Systems management & You are working with a trial version of Drivelock,

Mo license is installed. agents will work fer 30 days from first installation.

o0

305

Global
configuration

Alocal policy can be used to test a company-wide policy on a single computer before deploying it to the rest of the
network. Once you are satisfied with your configuration, you can export the settings to a file and then import them

into another policy using the following procedure.

@8 Drivelock Lreal Cammitar okl
¥ Global ¢ Policy properties...

» 9% EDR Generate report...
P
Drives Update application inventory
@ D
B2 Dewces Check for updates...
- Metworl
. [@ Applicat Choose DriveLock Enterprise Service...
& Encrypti Create policy signing certificate...
) Defende Save agent configuration file...
B Security Load agent configuration file...
» B Inventor

3? Systems Show "Local computer policy” in root console

Manage [ Al Tasks
View
Mew Window from Here

Help

DriveLock
al computer policy

I version of Drivelock.

Save agent configuration file...

Lead agent configuratien file...

Export configuration...

Impert configuration...

Merge configuration...

Remove configuration...

Update application inventory

Show "Local computer policy” in root console
Select device scanner database...

Choose DriveLock Enterprise Service...
LES/LEMSS migration tasks 3
User interface language...

Tip of the day...

About...

To export a configuration, right-click DriveLock in the Management Console, then select All Tasks from the context
menu and then Export configuration.... The configuration file has a .dlr extension.

To import the configuration settings into a policy, right-click DriveLock and then click All Tasks -> Import
configuration. You can also export a policy from a GPO and importitinto a local Drivelock policy. In addition,
you can use the export procedure to back up your current configuration settings.

Selecting the option “Save agent configuration file” generates an Agent configuration file (.cfg). You can use thefile to
deploy a Drivelock configuration when you don’t want to use Group Policy or when you deploy Drivelock in a

network without Active Directory.
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To clear all configuration settings from an existing DrivelLock policy, either local or GPO-based, right-click DriveLock
and then select All Tasks -> Remove configuration.

You can display the settings in a local policy as a node in the console tree of the DriveLock Management Console.

W Drivelock Policy name Policy type Size Date modified Version
{5 Groups Enter text here ?| Enter text ... ?| Enter te.., Y1 Enter text here 71 Enter te
v [T7 Policies =
@ Application Control Centrally sto... 70,6 KB 11.12.2020 15:38:09 7

[ Computer-specific policy customiz

ET Policy assignments HBitLocker Centrally sto... 16,9 KB 05.08.2020 13:43:24 2
B DriveLock Enterprise Services [diserver| & Default Domain Policy AD Group Po.. 1,66 KB 00.12.2020 13:02:30 47
B DriveLock Cloud @ Default company policy Centrally sto.. 144 KB 05.08.2020 13:43:54 4
& DriveLack File Protection Defender Centrally sto...  30,0KB 11.12.2020 14:11:33 9
v [ Operating Edit_. 0 13:20:51
T Agent remote control @None " o 0134446 3
8 Netwark pre-boot computers | Test.CEC Show "Local computer policy” in root console 014:48:28
<<, Shadowed files B Vulnerat Properties 016:51:45 2
Help

To display a local policy in the DriveLock Management Console, right-click the local policy, and then click Show

“Local policy” in root console. The next time you start the Management Console, the new entry appears in the console
tree:

To restore the initial settings, right-click Local policy, point to All Tasks and then click Show “Local policy” in root
console to deselect this setting.

3.5 Computer-specific policy customizations

A Computer Specific Policy Adaptation (CPA) is technically a centrally stored policy that only contains settings for a
single computer. However, unlike normal centrally stored policies, they are not assigned individually, but through a
single policy assignment, the computer specific policy customization.

A CPAbasicallyis a normal Drivelock policy, but with settings only applied to a single computer. CPAs are
introduced with Drivelock 7.9 and used for a computer specific BitLocker password configuration. Such a CPAis
generated automatically and usually there is no need to edit or changeit. CPAs are listed separately, so they don't
interfere with your normal policies. CPAs might become more importantin future releases.

s

WAl Drivelock Order Object type  Object name Tenant of th...
@Gm.u.ps *T All comp...  Default MachineConfig Assi...  root

~ [-‘ Policies

[T Computer-specific policy customiz| Properties ? x
E'r Policy assignments
B9 Drivelock Enterprise Services [diserver. General
EP DriveLock Cloud
& DriveLock File Protection * | Default MachineCorfig Assignment

v EA Operating

Tl Agent remote control

8 Metwork pre-boot computers

<2 Shadowed files Assigned policy | <Computerspecific policy customization ~

Is active

Tenant of the policy root

Comment

auto-generated

e By default, this type of assignmentis called Default MachineConfig Assignment. It provides the CPA for each
computer.

e CPAs are used, for example, for computer-specific BitLocker password settings. A CPAis generated automatically
when required.

e CPAs are managed or displayed separately from the other policies in a separate node.

e CPAs work even if DriveLock Agent is not configured to use centrally stored policies. In this case, the agent
requires a configured server connection.
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3.6 Resultant Set of Policies (RSoP)

The agent merges all policies assigned to itinto a final policy (Resulting Set of Policies, RSOP) in the specified order.
Depending on the agent configuration, one of the following combinations is used for this (order of evaluation:)

1. Fixed policy (setting under Agent configuration, General tab, option Ignore policy assignments, use fixed policy) +
computer specific policy assignment (CPA)

2. Policy assignments
3. Configuration file + computer specific policy assignment (CPA)
4. Local configuration + group policy object + computer specific policy assignment (CPA)
5. Fallback configuration file (special configuration file on an agent), setting during policy signing certificate
creation, see figure:
Pelicy signing certificate creation x

Il
r

Select other accepted certificates and fallback policy
Select the other settings to be used on the agents.

Cither accepted signing certfficates

When using centrally stored policies agents might be corfigured to accept
policies signed by other certfficates (2.g. when deploying policies to multiple
tenants).

Addttional accepted signing cerificates

Add...

Remave

Optional fallback configuration

The fallback corfiguration ovemides agent defaults in case no policy is present
at all.

Optional initial and / or fallback corfiguration file:

< Back Mext = Cancel
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4 Configuring the DriveLock Enterprise Service

The Drivelock Enterprise Service (DES) is the central component of a DriveLock installation. It processes event
messages from clients, stores the event data in a database and creates connections between the events. It also acts
as an interface for all database queries by DrivelLock Agents and the DriveLock Management Console and it stores
important Agent data, such as data thatis required to recover encrypted data.

When Drivelock is managed by a service provider offering “security as a service”, the DriveLock Enterprise Service
acts as a conduit between the service provider and the customer, providing various proxy functions.

4.1 Creating Server Connections in the DriveLock Management Console

The DriveLock Management Console needs to connect to the DrivelLock Enterprise Service for various tasks, such as
retrieving licensing information and centrally stored policy settings. To enable this functionality you need to
initially create a server connection in the DriveLock Management Console.

To configure DES settings, right-click the top node in the DriveLock Management Console (DriveLock) and then click
Choose DriveLock Enterprise Service.

Select Drivelock Enterprise Service >

Q Server name / port (HTTPS)
BES

[ ] Login using supplied credentials
ser

Pazsword

Tenant root fi

Cancel

If the DriveLock Management Console detected a DES server during startup using DNS-SD, the detected server appears

in the dialog box. If no server is displayed, type the name or address of the server. If you changed the ports on the
DES server from their defaults you also need to type the port numbers.

To authenticate to DES using a different account that the one you are logged on with, you can provide the name and
password of the account that will be used for the authentication.

The account that is used to authenticate to the DES server needs to have been assigned permissions the
required to administer DES. You can assign these permissions users and groups during the installation of the
DriveLock Enterprise Service or by configuring the DES settings after the installation. These tasks are described
in the DriveLock Installation Manual and the section “Assigning Permissions” in this manual.

Click OK to save the server connection.

Administration Guide 2021.1 36 © 2021 DriveLock SE



"."DriveLDCk Configuring the Drivelock Enterprise Service

4.2 Administering DES Servers

To configure DES settings use the DriveLock Enterprise Services node in the DriveLock Management Console.

@ Drivelock
@ Groups
[T Policies
T Policy assignments
~ [B Drivelock Enterprise Services [diserver.i
B Servers
flg Tenants
> & Product packages and files

- DrivelLock Enterprise Services
m (-] n ) an e al g the Driv

» & Agent push installation
» & Drivelock File Protection
9 Operating

Servers Tenants Product packages Agent push
and files installation

Click Servers to display a list of all DES servers that have been registered in the DriveLock database manually or by
using DNS-SD.

w# Drivelock Server name/\ Server type Tenantname  Comment
? E’T_“_P‘ & DLSERVER.DLSElocal  Central server  root
» [T7 Policies

T Policy assignments

~ [B Drivelock Enterprise Services [diserver.|
B Servers
Tenants
3 Product packages and files

» &2 Agent push installation
» & Drivelock File Protection
» B4 Operating

DES servers are automatically added the first time the DES service starts and connects to the database. The column
Server type displays each DES server’s operating mode (Central server or Linked server). You can configure settings
separately for each server in the list after selecting it from the list. Most settings are configured only on the central
server and are not available for linked servers.

Double-click the name of a server to view or changeits settings. You can disable automatic server discovery using
DNS-SD on the Options page.
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Properties 7 x

General SMTP Update synchronization  Schedules Metwarking

Options Pemissions Licenses Content AddOn packages
Cther settings
Mumber of events in the conzolidator’s evert cache 50000

Ak |4k

Mumber of events per batch upload for linked servers) | 20000

Dizable automatic server discovery (using DNS-50)
Enable Customer Experience Improvemert Program uploads
Enable tenant-aware certficate management
[] Push centrally stored policies to agents when publishing

10
Metwork pre-boot authentication

Server cerificate Irvalid Manage W
Connectors
Description Status
-%e macman (NAC) Disabled
-5 SNMP Disabled
=% Syslog Disabled
Corfigure. ..

Cancel Apply

To disable automatic discovery, select the checkbox Disable automatic server discovery (DNS-SD). Once automatic
discovery has been deactivated, the server will no longer announce itself on the network and all clients must be
configured with the correct DES server connection.

Connectors

You may configure connections to various third-party software. E.g. if you configure the SNMP connector, the DES
sends all events to an external monitoring system via SNMP V1. Ask your Drivelock consultant for more information.

4.3 DES Operating Modes

The Drivelock Enterprise service can run in one of two modes:

e Central DrivelLock Enterprise Service
e Linked Drivelock Enterprise Service:

Most DrivelLock environments use only the central DrivelLock Enterprise Service. Linked DES servers are typically only
used in very large, distributed environments or hosted services environments.

4.3.1 Central Server

The first DES server that belongs to the same infrastructureis always a central server with a connection to a
database. Additional DES servers are always installed as linked servers. They don’t access the database directly but
rather interact with it via the Central server.

One of the main functions of a Central DES server is to process event data and storeitin a database. Because
processing of events can take some time, events are first stored in a local cache and processed in the background
before they are written to the database. This ensures quick responses to clients even when a large number of events
are received from clients or in environments with a very large number of clients (20,000 or more).
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By default the cache holds up to 20,000 events. If the cacheis full, new event messages from Agents are rejected.
When an Agentis notified that an event message has been rejected, it will try to send it again at a later time. The DES
processes events in the cache in the background and will receive new event messages once thereis available space
in the cache. You can change the cache size on the Options tab of each server.

When the Drivelock Enterprise Service is stopped, any event data remaining in the cacheis by default saved to
the file PROGRAMDATA%\CenterTools DriveLock\SavedCache.db3. This event data is processed when the
serviceis started again.

43.2 Linked Server

The Linked Server mode is designed for branch offices that are connected to a central location over a slow WAN link.
Alinked server can compress event data and send it to the central Server at configurable times. This reduces the
amount of bandwidth used for event reporting and ensures that no bandwidth is consumed during peak usage times.
Linked serves are also used in hosted “Security as a Service” installations.

Alinked server can perform the following functions:

e Process all events and upload them to central server according to schedule
e Process Agent Alive status messages and upload them to the central server according to schedule

e Acceptrecovery data (Encryption 2-Go and FDE) and forward it to the central DrivelLock Enterprise Service
immediately

e Acceptinventory data from Drivelock Agents and forward it to the central DrivelLock Enterprise Service
immediately

e Retrieveinstallation packages stored on the central Drivelock Enterprise Service and make them available to
Agents

e Retrieve Centrally Stored Policies from the central Drivelock Enterprise Service and make them available to
Agents

e Edit Centrally Stored Policies with the DriveLock Management Console (tenant specific)

e Upload Active Directory user and group data to the central Drivelock Enterprise Service. For more information
about this process, refer to the section “Performing Active Directory Object Inventory Collection”.

o Accept Agent remote control requests from the central DrivelLock Enterprise Service and route them to the
correct Agent (Agent Remote Proxy).

The Drivelock Control Center cannot use a linked Drivelock Enterprise Service to access any DES data. Instead, it
must connect to the central DrivelLock Enterprise Service. Also, a linked server cannot process inventory data from
DrivelLock Agents older than version 7.0.

On the General tab, specify the interval at which the linked server uploads event data to the central server. The
defaultis every hour.

On the Options tab you can configure the number of events per batch upload to the central server. This is the
maximum number of events that are cached on the linked server before it starts uploading the events to the central
server. If this number is too low, it may take a long time until events are uploaded and will be included in reports.
For a small branch office where only few events are generated, this number may need to be reduced from the default
of 20,000 to 10,000 or even less.

Once the cache holds the number of events you have configured, the event data is compressed and saved as a
file in the folder PROGRAMDATA%\CenterTools DriveLock\Storage.
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The central DES server stores event data it receives from other DES servers in the folder %PROGRAMDATA%
\CenterTools DriveLock\ReceivedStorage. |t then decompresses the data in the background and adds it to the
database.

4321 Linked DES to Connect to the DrivelLock Cloud

The linked DES in cloud mode acts as an intermediary to connect agents to the DriveLock Cloud without an Internet
connection. It accomplishes three tasks in the process:

e Route requests from the agents to the cloud
e Cache data from the central DES

e Provide an MQTT broker
->Allows agents to be controlled via agent remote control.
-> Allows the central DES in the cloud to reach the linked DES.

Network diagram:

Linked DES as Cloud relay

MQTT (3883) HTTPS (443)

Linked DES establishes Linked DES calls DES via
MQTT connection to DES. SOAP

DES pushes actions to the

linked DES

HTTPS (6067),
MQTT (8883)

Agent is disconnected from
the Internet. Entire
communication must pass
through linked DES.
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4.3.2.1.1 Registering a Linked DES as a Cloud Relay

To register a linked DES, follow these steps.
1. Create an APl key that allows the linked DES to be registered in the cloud client

¢ Inthe DOC, open the Tasks view and then Manage API Keys, see figure:
Tasks

Home Manage APl keys

Agent installation

fdgfdf Register linked DES Apr 17, 2021, 6:22:14 PM

Delete
DOC installation
Add linked DES Register linked DES Feb 18, 2022, 2:36:26 AM Delete
File Protection recovery
Register Linked Register linked DES Sep 5, 2021, 3:5%:31 PM Delete
Encryption 2-Go recovery
Add APl key
BitLocker To Go recovery
MName *
Manage APl keys
Type
Expiration *

e Create a new key of the type Register linked DES.

e This will produce a long string (APl key) that will be used for authorization. Now the key must be transferred to the
linked DES in a secure way. Which method you choose is up to you.

Note that the key has an expiration date. This only means that when the expiration dateis reached, you can no
longer use the key to register a linked DES with the cloud; it does not mean that the linked DES will no longer work.
After use, keys can therefore also be deleted safely.

2. Register the linked DES in the cloud in the Database Installation Wizard

e Open the Database Installation Wizard and select the Linked DriveLock Enterprise Service connected to the
DriveLock Cloud option.

Select DES role
Select the role for the Drivelodk Enterprise Service on this computer.

Central DriveLock Enterprise Service (default)

Select this mode if this is the only Drivelodk Enterprise Service in your organization or if itis the
central service in a distributed installation, A database server connection is required for this
mode.

Linked Drivelock Enterprise Service

Select this mode if the Drivelock Enterprise Service on this computer reports to the central
Drivelock Enterprise Service. No database will be instaled.

@) Linked Drivelodk Enterprise Service connected to the Drivel odk Cloud

Select this mode if the Drivelock Enterprise Service on this computer is part of the managed
Drivelock Cloud environment. No database wil be installed.
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¢ |n the next dialog copy the API key into the text field.

Linked DriveLock Enterprise Service cloud registration
Register your server using an AP key

Insert a registration API key.
‘You may obtain an API key using the Drivelock Operations Center. Navigate to "Tasks" and select
"Manage AFI keys".

eyJob3N0LjoiZ GV 2LmR yaX ZIbGgjaySibGe 1ZCIsInRva 2VulioivdWekxUSTFOaTRFgWW IMNmEXMXVUMIZP
VTBSWW IsWVZMVIZVTNoaWQweFdkeja ST 2 INNWEZbGFUa 1pWWEYMO 1W cE 5ZMHAZVOdKdFNr2G 1iRU

ZHWIZKUVRUWIVYUzgzYW 1GeVNsTnRMMDFy TURCaGIyMVpYaOptl 2swiMF J6Rm 1iRmh0VEd4ek4xRk 1Tamg
*VFZvMGRWZGhZVVVyYOVSbFRsVNdXRKSEWTE4CW JHbFRPRWxpU 1doUFZYY 3ZPYEIWUFESPS IS

Register server

< Back Next > Cancel

e Click Register server.

4.3.3  Changing the Operating Mode

The operating mode of a DES server is set after the DES installation by the Database Installation Wizard. To change
the operating mode at a later point, you need to run the wizard again.

Select DES role
Select the role for the Drivelock Enterprise Service on this computer.,

® Central DrivelLock Enterprise Service (default)
Select this mode If this is the only Drivelodk Enterprise Service in your organization or if it is the
central service in a distributed installation. A database server connection is required for this
mode,
Linked Drivelodk Enterprise Service

Select this mode if the Drivelock Enterprise Service on this computer reports to the central
Drivelodk Enterprise Service, Mo database will be installed.

Linked Drivelock Enterprise Service connected to the DrivelLock Cloud

Select this mode if the Drivelock Enterprise Service on this computer is part of the managed
DriveLock Cloud environment, Mo database will be installed.

Select the option Linked DriveLock Enterprise Service. For more information about installing the DrivelLock Enterprise
Service, refer to the DrivelLock Installation Manual.
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4.4 Assigning Permissions

To ensure that only authorized persons can change DrivelLock Enterprise Service settings or create Centrally Stored
Policies, access control is enforced whenever the DriveLock Enterprise Service is accessed. Only authorized users
can make any changes. Permissions are assigned separately for each server. In a typical configuration with only a
central Drivelock Enterprise Service, permissions only need to be configured for that server.

The user who initially configures the DriveLock Enterprise Service needs to have the permissions to perform this
task. The installation wizard prompts for a user or group that will be initially assigned the required when you

install or upgrade the DriveLock Enterprise Service. For more information, refer to the DriveLock Installation
Manual.

You can view or change access permissions in the DriveLock Management Console under DrivelLock Enterprise Services
-> Servers -> <server name> on the Permissions tab.

ADMIN Properties ER=)
Genersl | SMTP | Update synchronization | Schedules |
Networking |  Options |  Pemissions Licenses |
|ser or group . Server config...  CSP {Centrall....

a DL Administrator Full cortrol Full contral
ﬁ DLDriveLock Adming Full contral Full contral
| Add || Remove || Edt. |
ok () )

You can add new users and assign Allow or Deny permissions for configuring the server and centrally Stored
Policies. Available permissions are Read, Change and Full Control.
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‘Server permissions

|lser or group

DL\DriveLock Admins (]
Fermissions
Server configuration [FuJJ control "]
Certrally stored policies @:2: (de

Ful cortrol

Full control {dermy)

Fead

Read (deny)

Ensure that at least one user or group is assigned Full Control permissions in both categories. If you accidentally
remove all permissions, contact DriveLock technical support.

4.5 Configuring Maintenance Operations

Database maintenanceis important to reduce the growth of the database size and to optimize database indexes to
provide optimal performance even when large amounts of data are being processed. You configure how these
functions are performed in the Properties dialog box of the central DES server on the Schedules tab.

You should configure database maintenance settings for the DriveLock Enterprise Service only if you are using
an Express version of Microsoft SQL Server. If you are using any other version of Microsoft SQL Server,
DriveLock recommends that you configure database maintenance task manually by using stored procedures on
the server. For information about the steps required to configure maintenance tasks to be performed by the

database server, contact Drivelock technical support or refer to the technical article available on the DrivelLock
Web site www.drivelock.com.
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=

Server name Server type Tenant name  Comment
3 DLSERVER.DLSE.local Central server  root
Properties ? >
Options Pemissions Licenses Content AddOn packages

General SMTP  Update synchronization ~ Schedules Metwaorking

Secaal (Securty as a Service)
Enable Active Directory object inventaory

Database maintenance
Enable automatic database maintenance

Perform maintenance every 1 = | days

Enable event grooming

Delete events older than 0 = days

[] Enable database backup (Microsoft SGL Server only)

-

Mumber of backups to keep 7 -

Shrink database after backup

Backup path

Statistics update
lpdate statistics data for reporting eveny 1 | days

To limit the growth of the DrivelLock database, the DrivelLock Enterprise Service server can automatically delete old
event data. You should configure database cleanup to delete event data thatis no longer needed to create reports or
forensic analysis or after you have archived your data using third-party tools.

To enable database cleanup and automatically delete old event data, select the Enable automatic database
maintenance checkbox. If maintenance tasks are performed by your database server, deselect this checkbox.

If you are configuring the DriveLock Enterprise Service to perform maintenance, specify how often this task will be
performed and the length of time for which to retain data. By default, the DES deletes events that are older than 30
days every day at 5:00 A.M. To improve the performance when creating reports, database indexes need to be updated
on a regular basis. By default, this operation is performed at 3:00 AM every day.

Modify the settings for database maintenance to change the frequency of maintenance tasks and the age after which
events are deleted from the database.

4.6 Configuring Update Synchronization

You can configure the Drivelock Enterprise Service to periodically download newly available DrivelLock software
updates from the Internet. You can specify how often the DrivelLock Enterprise Service will look for new updates.

Administration Guide 2021.1 45 © 2021 DriveLock SE



"."‘DriveLOCk Configuring the Drivelock Enterprise Service

W Drivelock Server r1arr1|eA Server type Tenant name  Comment
(59 Groups ¥ DLSERVER.DLSElocal  Central server  root

v [T Policies

[T Computer-specific policy customiz Properties 7 bt
s T Policy assignments

v B Drivelock Enterprise Services [dlserver. Options Pemissions Licenses Content AddOn packages
H Servers General  SMTP  Update synchronization | Schedules  Metworking
Tenants

. Drivelock software updates
2 Product packages and files

] Agent push installation ~
8 Drivelock File Protection Check for new updates every I:-I = days
F' Operating

Download Drivelock software updates from Intemet

Cancel Foply

4.7 Configuring Network Settings

Network settings are configured independently for the Central Drivelock Enterprise Service and any Linked DrivelLock

Enterprise Service. By default, communications between DriveLock Agents and the DES are encrypted. For this reason,
the Enforce HTTPS option is set by default.

By default, a DES server listens on TCP port 6066 for unencrypted connections and port 6067 for SSL-encrypted
connections. If required in your network, you can change these ports on the Networking tab.
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Properties ? >
Options Pemissions Licenses Content AddOn packages
General SMTP  Update synchronization ~ Schedules  Metworking

Ports and address -
Extemal LURL s:.-".-"DLSEH‘-.’EH.DLSE.Incal:E{}E?
HTTP port 6066
HTTPS port 6067
Enforce HTTPS
Prowy server for Intemet connections) -
[] Use proxy server for connections to the Intemet
Proxy address

Autherticate to the proxy server

User name

Passward

Confim

Authertication type

Cancel Apply

To ensure consistent communications across your network, all DrivelLock Enterprise Service servers should be

configured to use the same ports.

If you change the port that the DES uses, this change must also be reflected in the Agent configuration under
Extended configuration -> Global Configuration -> Server Connections.

4.7.1 Using a Proxy Server

To download product updates and virus definitions to a DES server, an Internet connection is required. If your
network connects to the Internet using a proxy server you need to configure each DES server to use the appropriate

proxy server on the Networking tab.
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Properties ? et

Options Pemizsions Licenzes Content AddOn packages
General SMTP  Update synchronization ~ Schedules  Metworking

Ports and address -
Extemal LURL ||‘rt'tps:fr‘DLSEHVEFl.DLSE.IDcaI:EE'E?

HTTP port 6066

HTTPS port 6067

Enforce HTTPS

Prowy server for Intemet connections)

lse proxy server for connections to the Intemet

Proxy address |prox:.'.ir|temet.example.com |

Authenticate to the prowy server

Iser name |du:urnain‘.jrrtemet_user |
Password sessnsseee
Confim sEsBBEBEES
Authentication type (¥
Basic
NTLM

Cancel Aoply

If required, configure the following settings:

e Proxy address: Type the name or address of the proxy server. If the proxy server does not use port 80, you also
need to add the portin the format server:port, for example proxy.example.local:8080.

e Use proxy server for connections to the Internet: Select this checkbox to connect via a proxy server.

e Authenticate to the proxy server: Select this checkbox if the proxy server requires authentication. Provide the
user name and password thatis used to connect to the proxy server and then select the authentication type.
The proxy server must support the authentication type you select:

= Basic: Authentication data is sentin clear text.
= NTLM: Authentication data is encrypted.

= Windows: Windows integrated authentication. Authentication data is encrypted. The service
account under which the DES serviceis runningis used to authenticate and the user name and
password in the dialog box is ignored.

4.7.2  Configuring E-Mail Settings for Scheduled Reports

You can use the DrivelLock Control Center to configure scheduled reports that are automatically generated and sent
via e-mail. These reports are generated by the DES. To enable the sending of such reports you need to specify how the
DES server connects to a mail server using the SMTP protocol. You configure these settings on the SMTP tab.

To specify the mail server, type its name in the SMTP server box. If the mail server does not use TCP port 25 for SMTP,
also specify the appropriate port.

If the mail server requires authentication for sending SMTP e-mail, type the required credentials in the User name
and Password boxes. Type the name and e-mail address that will be used as the sender for messages containing
reports in the E-mail sender name and E-mail sender address boxes. Typically an internal e-mail address is used for
this purpose.

Administration Guide 2021.1 48 © 2021 DriveLock SE



’:’Drlve LOCI( Configuring the Drivelock Enterprise Service

ADMIN Properties [ =%
I ....rf".awf’_"king—-!—--QPffi.U_”s.__.._...'.. Pemissions |  Licenses ]
| Geneml | SMTP | Update synchronization Schedules |
SMTP server -

mailserver centertools.com i |2

Lizer name domain‘wuser

Password I T T

Confim password ssssssssss

Sender information
Sender name DriveLock CortrolCerter

E-mail address def.ault@-‘default net

[ ok || cancel || sppy |

For more information about creating scheduled reports, refer to the DriveLock Control Center manual.

4.8 Using a Multi-Tenant Environment / Saa$S

Drivelock and the Drivelock Enterprise Service can be used in a Software as a Service (SaaS) environment where a
single service provider administers Drivelock for multiple customers. This can be an external service provider or an
internal IT organization that provides services to several independent departments. In a SaaS infrastructure, the
customers or departments are referred to as tenants. When you configure DriveLock for a multi-tenant environment,
a single DES receives event and recovery data from Agents belonging to several tenants and then stores the data from
each tenantin a separate database.

Because data from multiple tenants is kept separate and access permissions can be configured separately for each
tenant, a service provider can easily provide outsourced Drivelock services for multiple customers while
maintaining the security of each customer’s data. For example, you can make each customer’s data available only to
that customer and ensure that it cannot be viewed by other customers. To accomplish this, a linked DrivelLock
Enterprise Service must be installed at each customer site. Each linked server is connected to the central DrivelLock
Enterprise Service of the service provider. Aseparate tenant is created for each customer installation to logically
keep the data from each customer separate and to ensure that customer can only view their own data.

To enable the linking of events to the correct tenant, a dedicated linked DES server must be installed for each tenant.
This can be a linked DES server that connects to a central DES server. A typical infrastructure might include the

following:

e Server 1 (central DES, standard tenant “root”)
e Server 2 (Linked DES, connecting to Server 1, standard tenant “Customer A”

= Drivelock Agents of Customer A connect to Server 2 using tenant name “Customer A”
e Server 3 (Linked DES server connecting to Server 1, default tenant “Customer B”

= Drivelock Agents of Customer B connect to Server 3 using tenant name “Customer B”

You configure the DES server’s standard tenant name on the General tab of the DES server’s Properties dialog box.
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4.8.1 Creating a Tenant

If you finished creating a new tenant, a new database is created for the tenant with the tenant name appended
to the name of the initial DriveLock database. For example, if you selected the default name DRIVELOCK for the
database when you installed the DES, the databases for the tenant CUSTOMER will be named
DRIVELOCK_CUSTOMER and DRIVELOCK_CUSTOMER-DATA.

4 CenterTools Daveleck - [CenterToals Drivel ock: DriveLock Enterprise Services [admin[\Tenants]

24 File Action View Window Help EEE
L AN ERERN 7|
#4 CenterTools Drivelock Tenant name Comment &
U_i Bevice seannen Fi; root Default DES root client
[@] Product updates and support a E :
b E_r i qi; Custormer Security as a Service customer
L Policies
8 - . . - % Cust i Securi Servi t
4 Drivelock Enterprise Services [admin] .a; HstomeL ety as a Service customer
-".J__'a Servers
@ Tenants Customerl Properties W-_
3 Ijl Packages and definition files —_—
> & Operating Generel |
m Customer]
Default palicy <none = -
Database type Microsoft SGL Server
Database name Drivelock_Customer1
Comment

Security as a Service customer

[ ok ][ coneel Apply

The default client “root” exists in all DES installations. To create additional tenants, under DrivelLock Enterprise
Services right-click Tenants point to New and then click Tenant.

Type the name of the new tenant. This name cannot contain any special characters.

Provide the credentials of a user who has the permissions to create a new database on the database server thatis
used by DES.

4.8.2  Assigning Agents to a Tenant
To enable DES to assign data from DrivelLock Agents to the correct tenant you also need to assign DriveLock Agents to

a tenant.

If you don’t assign an Agent to a tenant, itis automatically assigned to the default tenant “root”.

To assign an Agent to a tenant, in your policy under Global configuration -> Settings -> Event message transfer settings.
On the DES tab, select the Use non-default tenant name checkbox and then select the tenant that Agents will be
associated with.
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4.8.3

Deleting a Tenant

To delete a tenant and the associated database, under DriveLock Enterprise Services -> Tenants, right-click the tenant

and then click Delete tenant.

When you delete a tenant, the associated database is also deleted. This database contains all event data
associated with the tenant and recovery data for Encryption 2-Go and Disk Protection. Without this data,
encryption recovery will no longer be possible for any clients associated with the tenant.

When you delete a tenant you also need to remove any existing Agent assignments for this tenant under Extended

configuration -> Global configuration -> Settings -> Event message transfer settings on the DES tab.

4.8.4

Performing Active Directory Object Inventory Collection

When you assign permissions to in a policy, you can normally only select from users and groups in your own

domain or trusted domains. To assign permissions in policies that will be used in non-trusted domains additional

steps are required to make the user and group information available. For example, this will allow a service provider

without direct access to a tenant’s Active Directory to edit permissions in a tenant’s policies.

To make user and groups from non-trusted domains available, a Drivelock Enterprise Service can retrieve the

required information about users and groups and store them in the DrivelLock database for use within a

configuration.

When you run the DriveLock Management Console on a computer in the same domain where the configuration
will be used, there’s no need to first retrieve Active Directory data because the DriveLock Management Console
can directly access Active Directory. However, there may be some performance benefits to using inventoried

data, especially in large Active Directory environments.
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To enable Active Directory object inventory collection, you need to enable this option in the Properties of the central
Drivelock Enterprise Service. Because inventory collection is a repeating task, this setting is displayed on the
Schedules tab.

ADMIN Properties ER
 Networking | Options |  Pemissions | Licenses |
General i SMTFP I Update synchronization | Schedules

Secaas (Securty as a Service)
[¥] Enable Active Directory ohject inventory

Database maintenance -

[¥] Enable aitomatic database maintenance
Perform maintenance every 1 = days

Delete events olderthan N = days

Statistics update - =

Update Caontrol Center statistics data every 1 days

[ QK ] | Cancel | Apply

Once the Enable Active Directory object inventory option has been enabled, the DriveLock Enterprise Service starts a
process every 24 hours to enumerate all users and groups in the current domain and synchronizes this data with the
existing data in the Drivelock database. If you are using different tenants, data is separated by tenant.

Drivelock .Entiarpr;tse Services [admin] Properties B

Drivelock Enterprise Server |-F‘em1ission5 |

DrivelLock Entemprise Server
Server name / port (HTTPS)

i) © 86T ™

[| Login using supplisd credentials

User
Passwaord
Options

[#] Enable loading Active Directory object inventary data from the server
[7] Automatically load object inventory data from the server once a day

Last update Mewver

[ OK H Cancel l Al

After the first inventory collection has been performed you can use inventory data in the DriveLock Management
Console. To do this, in the console tree right-click DriveLock Enterprise Service [<Servername>] and then click
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Properties. Here you can enable the loading from Active Directory object inventory data from the server. You can
also enable the loading of data once a day and view the last time the data was retrieved.

4.8.5 Tenant-Aware Certificate Management

In case your tenants use Drivelock File Protection and the DriveLock Certificate Management to manage the user
certificates, you can use the master certificate assigned to tenant root to sign all user certificates of all your tenants.

If you want to separate the certificate management for your tenants, you have to enable the tenant-aware certificate
management at the DrivelLock Enterprise Server. Then the master certificates are stored in the tenants database.

At MMC / Drivelock Enterprise Services open the server Properties, tab Options and check enable tenant aware
certificate management.

For all suitable tenants open the tenant Properties, tab Certificate mgmt and check Enable key and certificate
management.

If you enable or disable tenant-aware certificate management while user certificates already exist, the exiting
certificates are still valid, as long as the master certificate they are signed with, exists.

For more information about certificate management, see: Configuring Drivelock File Protection

4.9 Viewing License Information

When you create a new Drivelock policy and add license information to it you can also transfer this license data to
the Drivelock Enterprise Service. This is required to activate some DrivelLock Enterprise Service functionality for
supporting certain features, such as management of Security Awareness Content AddOn.

You can maintain the current licensing information on the DES on the central DES’s Licenses tab.

ADMIN Properties i
| Geneml | SWTP | Updatssynchranizatin | Schedules |
| Metwarking I Options | Pemissions [ Licenses
Description File name Maintenance...
f, CenterTools LLC Mew Demo Li... 1243172012

License details
Compariy
License 1D

Type Mumber of ic..  License type

Remove

| (8] H Cancel | Apphy

All licenses that are stored by the DriveLock Enterprise Service are displayed. Select a license to view details about it.
Click Remove to delete the license data from the database.
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4.10 Customer Experience Improvement Program

DriveLock maintains a Customer Experience Improvement Program that collects statistical data about the speed and
frequency of commonly used Drivelock tasks. The data is collected anonymously, uploaded to Drivelock and used to
improve Drivelock. No personal data is collected, transmitted or stored by DrivelLock.

You are given the option to participatein this program during the installation of DES. To later opt out of the program,
under Drivelock Enterprise Services -> Servers, in each server’s Properties dialog box, on the Options tab, deselect the
Enable Customer Experience Improvement Program uploads checkbox.

#

T

ADMIN Properties )
I___G_eneml___I_SI[':I'I_'_I:F'__!__I.___Ip_d_g?e_ synchronization I Schedules |
| Networking | Options , Pemmigsions i_ Licenses |
Other settings

Number of everts in the consclidater’s event cache 20000 =
Mumber of events per batch upload for linked servers)
20000 =

[7] Disable automatic server discovery {using DNS-50)
[#] Enable Customer Experence Improvement Program uploads

4.11 Viewing the DriveLock Enterprise Service Status

DES includes a status monitor application that can display the DES status in the Windows system tray. The color of
theicon (green, yellow, red) indicates whether the service is running and can be contacted. While the service s
starting it may take several minutes before the status changes to green.

To start the status monitor, click Start -> All Programs -> Drivelock -> DrivelLock Enterprise Service Status.

Double-click the icon to open the DES Info window where you can view the current server, database settings or
database version.
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localhost v | BOET

.@. DriveLock Enterprise Service is running.

DES address https: /PMSW 2016, PMOL.local:6067
Database server
Database type Microsoft SQL Server

Database

Database version

@ Connect

PMSW2016\SOLExpress

Right-click theicon in the system tray to display a menu from where you can perform additional tasks, such as

starting or stopping the service.
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5 DriveLock Groups

Starting with Drivelock version 2019.1, you can define your own computer groups and use them for assigning
Drivelock policies or within policies to configure policy settings.

5.1 Creating DriveLock Groups

There are two different Drivelock groups:

= Static computer groups are defined by manually adding computers, groups, or organizational units from Active
Directory (AD), from individual computers ( which are added individually by name), or even from existing
Drivelock groups.

= Dynamic computer groups are defined from the results of queries (criteria), e.g. query for operating system version,
IP range, Windows version and more.
DrivelLock determines the membership of an Agentin a dynamic group as follows: First, the filter criteria you
specify are stored in a database. Then, the criteria are transferred to the agent computers where they are
evaluated. This is followed by the client reporting back on its respective group membership. After updating the
configuration, the members are displayed in the dynamic group's properties (Current Members tab).

Note that DriveLock version 2019.1 or newer must be employed on the DriveLock Management Console, the
DriveLock Enterprise Service (DES) and on all DriveLock Agents. Older DriveLock versions on the Agents prevent
proper evaluation and feedback of the respective group membership.

You can create Drivelock groups centrally in the DriveLock Management Console in the Groups node (see figure):

® Drivelock Marmne

4 Device Scanner Enter text here T
w [@ Product updates and support

[# Product packages and files

Ej Groug

-

™ Polici Mew ¥ Static computer group

E;[‘ Policy View y Dynamic computer group
Drivel el

S

5"5 Drivel Refresh

3 Drivel Export List...
1 Opere
Properties

Help

You can create new Drivelock groups, change existing ones or delete them at any time. Changes always affect
the policies where the group is used. You can only delete a group if itis no longer used in a policy.
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51.1 Creating Static Computer Groups

To create a static computer group, please follow these steps:

1. Open the Groups node in the DriveLock Management Console and select Static computer group.

® Drivelock Mame a
|73 Device Scanner Enter text here -
~ [@ Product updates and support
Product packages and files
Ej Groug
= Polici Mew > Static computer group
E‘ Palicy View N Dynamic computer group

Drivel werli
£
E"h Drivel Refresh

& Drivel Export List...
B Operz
Properties

Help

2. Enter a name for the group on the General tab, select a corresponding tenant and enter a comment, if you want.
In the example below the computer group is called DriveLock Clients because it consists of Drivelock clients.

Drivelock Clients Properties ? >

General Definition Cument members  Policies  Assignments

Type Static computer group

Display name Dfi\re Lock Clients

Tenant root

|dentifier (36224DA9-4072-437E-B385F 79ABBAD0TD 4}
|dentifiers are used to quickly identfy groups. You can change the

idertifier (GUID) above and enter a text that suits you better. Note that the
text you enter cannot be changed once you save the group.

Description

Corce | [I0GB%

The Identifier is entered automatically as unique ID. When you create the group, you can change it which may be
helpful for you to find the group easier later on (for examplein log files).
Note that you once you've assigned an identifier you cannot change it later!

3. On the Definition tab you can add or import computers by clicking the buttons at the bottom of the dialog.
In the example below, two computers named DLCLIENTO1 and DLCLIENTO4 were added to the static groups with
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the option Active Directory Computer or Group... .

Drivel ents Properties ? >
General Defintion  Cument members  Policies  Assignments
pads
Members Type Include/Exclude
B DLCLIENTD1 Computer Include
B DLCLIENTD4 Computer Include k
Select Computers or Groups >
Select this object type:
|Cnmputers. Groups, or Builtdn security principals | Ohject Types...
From this location:
| DLSE local | Locations...
Enter the object names to select (examples):
DLCLIENTOT; DLCLIENTO4 Check Mames
| Add - mpott ¥ Advanced... Cancel

You can also use the Remove, Include or Exclude buttons as needed.

4. After updating the confugration, the Current Members tab provides you with a list of computers that belong to
your static group.
In the exanple below these are the computers DLCLIENTO1 and DLCLIENTO04.
Drivelock Clients Properties ? ot
General Definition Cument members  Policies  Assignments
Drivelock identified the following computers as cument members of this
group:
Detemining the group membership is ether camied out by the individual
computer ar by actively adding it on the Definition tab.
Computer |dentified by
B DLCLIENTOT Server
B DLCLIENTDS Server
Refresh Count of members: 2 Export...
Cancel Apply
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In the Identified by column you can see how Drivelock determined the group membership. If the groups were
added via the DriveLock Management Console, Server is entered in the column.
As soon as the client reports its group membership back to the DES, the column entry is Client.

5. Find moreinformation on the other tabs Policies and Assignments in the Using groups in policies chapter.

6. If you check the Group node in the DriveLock Management Console now, you can see the name of the static group
you created (see example below).

@ Drivelock Mame Identifier Description Tenant name Type
7% Device Scanner Enter text here .f| Enter text here | Enter text here | Entertext h... | Entertext h.. ﬂ

e
8 Sk et e appn) & DiiveLock Clients 186224DAS-4D72-437E-B335F .. root Static
50 Groups

w [T7 Policies

[T Centrally stored policies

[-_ Coamputer-specific policy customiz

PR A mbicam Mmoo ] sl oo s e o

5.1.1.1  The Add Button
This is how you proceed on the Definition tab to add computers, organizational units, or groups to the static
computer group.

Click the Add button. Here you have the following choices:
L |

Add w Import Remove nclude
Active Directory Computer or Group...
Active Directory Organizational Unit... b L

Computer by Mame...

Drivelock group...
[
1. Active Directory Computer or Group...
Select individual computers or groups directly from the AD and add them to your static group.

2. Active Directory Organizational Unit...
Select the computers from an AD OU.

3. Computer by Name...
Add individual computers by namen to your group.

4. DriveLock-Group...
You can also add a Drivelock group (dynamc or static) which you created earlier.

Please note that you cannot use wildcards for static group definitions.

5.1.1.2  Thelmport Button

This is how you proceed on the Definition tab to add individual computers from different sources to the static
computer group.

Click the Import button. Here you have the following choices:
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| Add w || Import w Remove nclud

[31)

Computers from Active Directory Group...

Computers from Active Directory Organizational Unit...
Computers from [P Metwork..,

Computers from Metwork Neighborhood...

Computers from C5V file..,
I
1. Computer from Active Directory Group...
Import computers from the selected AD group directly into your static group.

2. Computer from Active Directory Organizational Unit...
Select the relevant AD OU from where you want to import the computers.

3. Computer from IP Network...
Indicate a specific IP range where the computers you want to import are located.

4. Computer from Network Neighborhood...
Select the computers from the direct network locations as members.

5. Computer from CSV file...
Select the CSV file that lists the computers you want to add to the static group.
5.1.2  Creating Dynamic Computer Groups

To create a dynamic computer group, please follow these steps:

1. Open the Groups node in the DriveLock Management Console and select Dynamic computer group.

wf Drivelock Marme -

r_g Device scanner Enter text here ﬂ
~ [@ Product updates and support

[ Product packages and files

Eﬁ Groug _

r;: Polici Mew » Static computer group

T Policy View s | Dynamic computer group

B Drivel wverl

E"a Drivel Refresh

& Drivel Export List...
B Operz
Properties

Help

2. Enter a name for the group on the General tab, select a corresponding tenant and enter a comment, if you want.
In the example below, the dynamic group will consist off members who are using Windows Version 10 as
operating system version and who have an x64 Architecture.
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Properties ? =

General  Definition
Type Chymamic computer group

Display name | A Windows 10264 clients |

Tenant roat

Identifier | {AD5CO175C357-461E-BESEDDEQTOB4 3758} |

ldentifiers are used to quickly identify groups. You can change the
identifier (GUID) above and enter a texd that suits you better. Mote that the
tead you enter cannot be changed once you save the group.

Description

Cancel Apply

The Identifier is entered automatically as unique ID. When you create the group, you can change it which may be
helpful for you to find the group easier later on (for example in log files).
Note that you once you've assigned an identifier you cannot change it later!

3. On the Definition tab you can select the filter criteria. You can also select whether All or At least one criteria
must be met.
In the example below, the Windows version (here Windows 10 as Data) is selected first and after that the
Architecture filter criterion. The selected Operator is a '=' here. In other cases you may also use different
operators.
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General  Definition

[
Fitter critera Operator Value |denti
WI gt r
Filter criterion > -
Filter criteron: Windows version
DriveLock version
IP range
i Reqgistry Value
Operator: ls Server 05
Cancs|
Criteria to be met ® Al () At least one
Add... Edit... Femove Clear

QK Cancel Apply

4. When you are done with adding the criteria, you can see which ones you selected in the list.
See example below:
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Properties ? >
General Definition

Filter critera Operator Walue

Architecturs = whd

Windows version = Windows 10

Criteria to be met ® Al () At least one
Add... Edit... Remove Clear
Concsl | [ ool

Click Edit if you want to edit the criteria later, click Remove if you want to delete them from the list.
5. Finally, click OK to create your dynamic group.
6. When you are finished, you can use your dynamic group for configuring and assigning policies.

7. Inthe Dynamic Group Properties you will also see the Current Members, Policies and Assignments tabs (see more
information in chapter Static Groups).

5.1.3  Using Groups in Policies

You can use static and dynamic groups in all whitelist rules (drive and device whitelist rules), in application rules
andin file filter templates. Also, you can use groups to define rules for Security Awareness.

In order to use groups in policies, you have to define them first. We do not provide any default DrivelLock
groups which you can use out of the box.

After defining your Drivelock group, it will appear on the Policies tab to show you where itis being used.

In the example below, the properties dialog for the DriveLock Clients group (see example in Creating Static Computer
Groups) shows the policy where the group is being used (here the Default company policy).
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DrivelLock Clients Properties

General Definiion Cument members  Policies

This group is used in the following centrally stored policies:

Drivelock Groups

Assignments

Policy name

ey

'I_L; Default company palicy

Storage location £ Tenant

rooit

Cancel

Apply

Please note that it is absolutely necessary to be connected to a DES to be able to implement DriveLock's group
concept. Clients that are only temporarily disconnected (offline) from the DES will be updated with the current
policies (and group settings) the next time they connect.

5.1.3.1 Policy Assignments

To deploy policies (group assignments) you can either select a group from the AD or a Drivelock group (static or

dynamc).
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1. Open the Policy assignments node and select New from the context menu. Then, select Group assignments... .
[ 9ruups

[T: Policies

El' Policy =eeinnmmants

= Drivel RSOP planning...
B Drivel Advanced edit mode...
& Drivel
F'iJ Oper: Mew > Computer assignment...
View 3 Group assignment...
Organizational unit assignment...
Refresh i
All computers assignment...
Export List...
Properties
Help

Before you can use any DrivelLock groups in policy assignments, you have to create them first..

2. Click...and select DriveLock group....

Properties ? >

General

From Active Directory...

Tenart root | Drivelock group...

Assigned policy w

3. As described in the example in chapter Creating Static Computer Groups you can select your DrivelLock group
(named DriveLock Clients in this example), the corresponding tenant (here root) and the respective policy (here
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Default company policy).

Properties ? ot

General

a‘ |Dri':.reLoc|-: Clients || .|

Tenant roat '

Assigned policy Default company policy -

Comment

QK Cancel Apphy
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4. After having assigned the Drivelock group to a policy (in this example Default company policy), the policy
appears on the Assignments tab of the group's properties dialog.

DriveLock Clients Properties ? >

General Defintion Cument members  Policies  Assignments

This group is used in the fallowing palicy assignments:

Order  Policy name Comment
&3 Default company policy

Concal | | osh
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6 Configuring Global DrivelLock Settings

Global settings in a Drivelock policy apply to all Agents that use this policy, whether the policy settings are stored in
a Group Policy Object (GPO), a centrally stored policy or a configuration file. When using a local configuration, the
global settings apply to the local Agent only.

When using Group Policy to deploy DriveLock settings, it is recommended to use Group Policy permissions to
ensure that only authorized administrators can view or modify the DriveLock policy. If you use a configuration
file, use Windows file permissions to implement such controls. When using centrally stored policies, DriveLock
Enterprise Service permissions enforce the security of your policy settings.

6.1 Using Predefined Security Configurations

When you create the first DriveLock configuration you can start with one of the predefined security configurations
and skip configuring many individual settings. This can make it much easier and quicker to get started with
Drivelock.

If you are using a local policy for testing, open this local policy. The Getting started window appears. This window
also appears when you open a configuration file, centrally stored policy or Group Policy Object for the first time and
then click DriveLock in the console tree.

“A CenterTools DriveLock - [CenterTaols DriveLock! Local pofx'cyl
=4 File Action View Window Help
| 7
%4 CenterTools Drivelock . -
T8, Device Scanner Getting started b4
i [@] Product updates and support -
5 Local policy You are creating a new Drivelock configuration. i
Er Palicies Please indicate your experience level and how you want to configure this policy.
> Drivelock Enterprise Services [admin
] éiﬂ s B [ ! Preconfiqured settings
Select a predefined configuration scenario to enforce settings that implement |
> many common protection strategies. This can help you be secure within
v’ minutes,
jAudit device and application usage _'J Apply =
Does not block any drive or file but generates audit events for each launched
application and file accessed. This configuration can be used to track usage of
external devices and compliance with a written company policy without
| enforcing it.
ot L
Assisted configuration Extended configuration
Recommended for Recommended if you
el ' evaluating Drivelock are familiar with é
b or if you are just Drivelock.
- getting started with L
Drivelock. Youwill start with an
e empty pelicy and —
P Wizards will guide you without assistance, You
,.: through the can configure all options
configuration of the manually, including
most impertant advanced options,
2 features, creating a
. secure policy in only a
I few minutes. i
L Certain settings and
rules will be -
o T I
‘L" 750 i b A1 ey T LS i g g o] g g Yt ey S e e
Done

In the Getting started dialog box, select one of the pre-configured policies. A short description of the policy settings
appears below the selection. When you click Apply, Drivelock starts the Configuration Wizard, which guides you
through the steps to configure additional required settings, such as license activation and connecting to the
Drivelock Enterprise Service. Once you have completed the wizard, DriveLock applies all settings.
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For more information about license activation and configuration of a DES connection, refer to the sections
“Licensing” and "Configuring DES connections*.

6.2 Creating Configuration Reports

Drivelock can generate a XML-based report of all configured settings thatis similar to a Windows Group Policy
report. Settings that are not configured are not included in the report. You can view, save or print a configuration

report.

File Action View Help

== |H i}

"] Drivelock Standard CSP - C -
» & Giobal configuration . Drivelock centrally stored policy
&> o Drives A rally stored policy contains all DriveLock setfings and is stored in the DriveLock
b P Devices

Service infrastructure. A DriveLock Agent that has been configured to use a
e es all settings from that policy to the client computer,
jes to the centrally stored policy at a configurable interval and

I ? Metwork profiles

|- [3] Applications

3 Q Encryption

v () Antivirus

& o™ Management console

Save
Saves the policy to the server as a working copy. Agents will not use a saved policy until it is published.

[ Publish
Publishes the policy so that it will be used by Agents. Rollback to an older version is possible using the DriveLock
Management Conscle,

Global configuration
L i Includes global Agent configuration settings, connection rules for DriveLock Enterprise Service servers, files stored with this
= policy, and multilingual user notification messages.

EI Policy properties - Change policy name and comment

4 |, 1} 3 -

Dene

Click Generate report to generate a configuration report.
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4 DriveLock Standard CSP.- C
|- G Global configuration

I &= Drives
b P Devices

Local policy
bort contains all Drivelack seftings in the configuration object. Non-existing
iconfigured settings will not be reported with this report.

3 E‘ Metwork profiles

|+ [1] Applications

> g Encryption

v () Antivirus

i ¥ Management console

Licensed options

Reload file every

Agent remote control port

P [ ¥ Enable 551 (encrypted remote control communication}

it

License Mot for Resale license
Licensed to CenterTools LLC, Wettern, Joern
MNumber of licenses 10

Encryption Te-Go, AntivirusTerminal and Virlli,al License,
Application control, Full Disk Encryption

Use DriveLock encryption features only on these computers  MNone

Use DriveLock Full Disk Encryption only on these computers  Mone

Use DriveLock Antivirus only on these computers Nene

Enable periodic reloading of configuration file Enabled
30 minutes

Enabled

Done

Scroll through the sections and settings and use “+” and “-“ to expand and collapse sections.

Click Save report to save a configuration report as an “*.html” file. Use Internet Explorer to open and view the

configuration report.

|| caUsers\administrator\ Documents\DIPolicy, HTM

i Favorites | @ CA\Users '\aan;mmdxmsg\mm@mm=|_|

Local policy

Licensed options

License Mot for Resale license
Licensed to CenterTools LLC, Wettern, loern
Mumber of licenses 10

Use Drivelock encryption features only on these computers Mone

Use DriveLock Full Disk Encryption only on these computers None

Use DrivelLock Antivirus only on these computers Mone
Enable pelindi'c reloading of configuration file Enabled
Reload file every 30 minutes

Agent remote control port ‘6064

Enable S5L (encrypted remote control communication) Enabled

Enforce S5L (disable unencrypted port) . Disabled

SSL remote control port 6065

Certificate used for S5L communications Automatically create self-signed certificate on Agents =

Encryption To-Go, Ami.'imsTé!r_ninal and Virtual License,
Application control, Full Disk Encryption

Done (M Computer | Protected Mode: Off

R

#H100% ~

Click Print to print a configuration report. A new Internet Explorer window opens and displays the Print dialog box.

Select a printer and then click Print.
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";é C\Users\adm 'inisiiator\AppData\Lucaﬁ:Femp\-DLF.FBQ.’cmp.htm - Windaws Internet Explorer =0 [=53-]

»

Local policy

[ |

= DrivelLock Standard CSP - Centrally stored Drivelock policy

| - Global mﬁgum" i
= E
| =| Settings
License Mot for Resale license
Licensed to CenterTools LLC, Wettern, Joern
Mumber of licenses 10
Licensed options Encryption To-Go, AntivirusTerminal and Virtual License,

Application control, Full Disk Encryption
Use DrivelLock encryption features only en these computers Mone

Use Drivelock Full Disk Encryption only on these cemputers MNone

Use Drivel ock Antivirus only on these computers None
Enable periadic reloading of configuration file Enabled
Reload file every 30 minutes

=/ Remote control settings and permissions

Agent remote control port 6064

Enable 550 (encrypted remote control communication) Enabled

Enfarce S5L (disable unencrypted port) Disabled

S5L remote control port 6065

Certificate used for 55L communications Automatically create self-signed certificate on Agents

Enable legacy remote control {for DriveLock MMC 4 and 5)  Disabled

Show user notification message on agent when remote Disabled
connection is established

Agent remote control permissions BUILTIMN\Administrators

6.3 Activating Your License

Each Drivelock Agentinstalled on a client computer must have a valid license. Depending on the licenses you have
purchased and how many of them you have, a certain number of modules will be available for your agents after you
add thelicensefile (.lic) or license key.

The license must be activated oncein a policy.

If you haveinstalled a DrivelLock Enterprise Service (DES), please transfer the license information directly to it. You
can only activate certain server features, such as downloading the Security Awareness Content AddOn, if a valid
licenseis present on the DES.

If you areinstalling DrivelLock for the first time and have not yet entered a license in the policy, the agent will
initially receive a trial license for a period of 30 days.

The download package also includes a trial license thatis valid for 10 agents. This license (AgentTrial.lic) is
located in the defaultinstallation directory under C:\Program Files\CenterTools\DriveLock MMC\Tools.

Configure the license information in Global configuration | Settings | License.
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@l New policy - Centrally stored DriveLack palicy
v &P Global configuration

[= User interface settings

E Server connections

2 Trusted certificates

B File storage

) Multilingual notification messages

7 Configuration filters

& Self-service groups

2% EDR
[&] Drives
|59 Devices ‘@2\ License
4 Network profiles
E .:pph(attmns Here you can enter licenses and configure which modules you want to activate on Change...
neryption your agents.
}/ Defender Management 47 If you have installed the DriveLock Agent by using the full setup program, it Current license: Perpetual license
B Security awareness functions without a license file for a trial period of 30 days. Number of licenses: 20
B Inventory and vulnerability scan You can find a trial Agent license that is valid for 10 agents in the default Installed license keys: 1

— installation folder as "AgentTrial.lic". Licensed options: Device Control, Encryption 2-Go, Disk Protection,
Operating system management ¢ File Protection, Defender Managamenﬁegacy 05 Support,

EH Management consale BitLocker Management, BitLocker To Go, DriveLock PBA for
Bitlocker, Vulnerability Scanner (extended), EDR, Mative Security,
Application Control (Workstation), Application Control (Server),
Application Behavior Control (Workstation), Application Behavior
Control (Server)

Click Change... to open the license dialog.
Properties ? et

Gereral  licenses Modules

License usage
Mumber of licensed computers 20
Computers in Active Directory 7

) Yourlicense covers the computers in the list.

License summary

Madule name License type Mumber of licenses  Description ~
&% Device Cortrol Pempetual license 10
Encryption 24Go Pempetual license 10
) Disk Protection Pempetual license 10
8 File Protection Pempetual license 10
U Defender Management Pempetual license 10
2% Legacy 05 Support Pempetual license 10
@ Security Awareness Content Mot licensed 0
E;:;‘ Bit Locker Management Pempetual license 10
[, BitLocker To Gao Perpetual license 10
1%, DriveLock PBA for Bitlocker Pempetual license 10
_ﬁj; Vulnerability Scanner (extended) Perpetual license 10
g@ EDR Pempetual license 10
EE hlmtivam Comms s | P W ) Fyp——— 1n W

Carcel Aorly

The General tab displays the license status of each module.
On the Licenses tab, you can add your license file or license key, or remove expired or trial licenses if necessary.
Follow the license activation steps in the wizard.

The Drivelock license can be activated either online or manually by calling the Drivelock Activation Center. For
online activation, select Online. If itis necessary to specify a proxy server for your Internet connection, click Proxy
and enter the server name, a user and the appropriate password.

The license will be activated by connecting to the Drivelock activation server. This usually takes only a few seconds.

Notes for telephone activation:
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1. Toavoid anyinconsistencies, please make sure that the computer you are using for activation has a current time

and the correct time zone.

2. Theactivation codeis only valid for a certain period of time. You must enter the activation code within one hour,

or you will have to request a new activation code. If this happens, click Cancel and start the Activation Wizard

again.

After successful activation, we recommend that you transfer the licenses to DriveLock Enterprise Service. At this

point, specify the server name where your Drivelock Enterprise Service is installed. If you do not specify a name, the

transfer process will be skipped.

To view the contents of a license, highlight the license and click Properties....

On the Modules tab you can configure which module will be active on each agent.

With this information you can...

e avoid thata certain module is used on too many DriveLock Agents (only active modules "use up" a license)

e avoid initializing modules on an agent that are not needed there.

If you set modules to the value 'Not configured', the settings from another policy will be used. This means that you

can configure different modules in different policies instead of only in the policy where you enter the license.

The total number of licenses required is determined based on agent feedback. You will be alerted if you do not

have enough licenses.

Properties ? .
General Licenses Modules
Select the modules to be available on specific computers, Ols or groups.
Madule Awvailable on Except
&% Device Cortrol Mot corfigured Mot configured
Encryption 24Go < Any computer = -
8] Digk Protection < Any computer = -
6 File Pratection < Any computer > -
E;c, BitLocker Management < Any computer = -
E:e;, BitLocker To Go Mot corfigured Mot configured
E}, DrivelLock PBAfor Bitlocker < Any computer = -
[@] Application Control KLA-WIN10-TPM -
[@] Application Behavior Control KLA-WINT0-TFM -
&;' Yulnerabilty Scanner < Any computer = -
[]) Defender Management < Any computer = -
EH Native Securty < Any computer = -
% EDR < Any computer = -
Activate for < Any computer = Set to "Mot Configured” Edit...
0K Cancel Apply

6.4  Agent Hardening and Global Security Settings

Agent hardening protects against users bypassing policy settings that are enforced by the DriveLock Agent.

Use Basic configuration mode to quickly configure basic security setting in a few short steps. Use extended settings

to configure more details and additional settings not available in Basic configuration mode.
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6.4.1

Configuring Global Security Settings in Basic Configuration mode

=4 File Action

P

View Window Help

S CenterTools DriveLock - [CenterTools DriveLock\Local pol;tq.,r\(.-ifobat configuration]

=B

44 CenterTools Drivelock
m Device Scanner
4 Local policy
4 (J_.? Global configuration
’\f,? Settings
I "Ea‘ User interface settings
7@ Server connections
@ File storage
[ ’C?j Multilingual netification messages
> zw Drives
3 Ip Devices
. S Network profiles
|+ [&] Applications
> D Encrypticn
3 L,IJ Antivirus
. ¥ Management console
Er Policies
4 g Drivelock Enterprise Services [admin]
"\.fi Servers
% Tenants
2 E‘}J Packages and definition files

b &; Operating

Done

named Agentlnalic ., Urvelock Full Disk Encryption
is not included in this trial license,

@ Agent self-protection

The DriveLock Agent contains several Windows services and
device drivers,

Agent self-protection lets you secure the Agent against
unauthorized access, either completely, or allow access only
for certain users and groups.

Do some users have local administrative rights?
Turn on non-stoppable mode to simply deny any access to
Drivelock services,

IS i Agent user experience

Drivelock can display notifications to users when varicuis
types of events occur. For example, DriveLock can noetify a
user when access to a drive is blocked, Configure the type of
user notifications, how to temperarily unlock drives and
devices, and create custormn notification messages.

Are you working in a multi-lingual environment?
Drivelock can be configured to display custom user
notifications in different languages depending on the user's
language.

Agent event messages

Configure Agent self-protection...
# Advanced configuration

Permissions on service: Default

Remote control permissions:
BUILTIN\Administrators

Running in Windows Safe Mode: Disabled
Running non-stoppable: Disabled
Encrypted communications (S5L) enforced:
Disabled

1

Configure Agent user experience...
# Advanced configuration

Notification area icon: Disabled

User notification type: Popup window

Offline unlock: Enabled i
Custom notification messages: Disabled

Click Configure Agent self-protection. The Agent self-protection wizard starts.

Agent self- pmtédion

Drivelock Agent services.

Corfigure which users or groups are allowed to query, start or stop

You can use this setting to prevent local administrators from stopping Drivelock
services in violation of your organization’s security policy.

=

B3 NT AUTHORITY Autherticated U...
B BUILTIN'Power Users

‘ User ar group Femissions
B NT AUTHORITMSYSTEM Start / stop service
ﬂ BUILTIMN \Administrators Full cortrol

CGluery service inform...
Start / stop service

= Pa~d
= DT

L MNewt = J| Cancel |

To control which users can access or stop the Drivelock service on client computers, configure permissions for the
DrivelLock Agent service. For example, you could deny “Power Users” the permission to stop the service.

Administration Guide 2021.1

76

© 2021 DrivelLock SE



""Drivemck Configuring Global Drivelock Settings

To change permissions for users and groups, click Edit.

Pennﬁsiuns on DriveLock Agent.kr'}:lca:_:lp'mpert;fﬁ - [

Security I

GI’OIJP Or usef names:

52 SYSTEM
B2, Admiristrators (Client 2\ Admiristrators)
'-;3‘., Power Users (Client2\Power Users)

| Add. || Remove |

Permissions for Autherticated

LUzers Allow Deny
Query service information & [
Start / stop service [ il
Full contral [l ]

Leam about access control and pemmissions
i Ok ] Cancel

Click Add or Remove to add accounts to or remove accounts from the permissions list.

Select an account to configure the permissions assigned to it, and then select the Allow and Deny checkboxes to
allow or deny the following permissions:

e Query service information (display the properties of the service)
e Start/stop service

e Full control

You cannot revoke the permissions of the local System account. If you attempt to do this, DriveLock
automatically restores these permissions because they are required for DriveLock to function.

Click OK and then click Next.
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P

Agent self- pro{'i:céiun

Remote control permissions
Configure the users and groups who will be able to temporarily unlock
drives and devices on Agents.

&g

User or group

B BUILTIN'Administrators
ﬂ DrivelLockAdmins

I Add.... ]I Remove I

| <Back | Ned> | | Cancel |

Remote control permissions determine which users or groups are allowed to unlock Agent-controlled drives or

devices by using the “Agent remote control” feature of Drivelock.

Click Add and then select users or groups that are allowed to connect to the Drivelock Agent.

Click OK after selecting the correct user or group.

Agent self-protection

Remote control permissions |"_:_ i
Configure which uzers or groups should be able to perform temparan k .
unlocking on Agents. st

| User or group
ﬂ Dinvel ockadming

l Add... ” Remove ]

[ < Back ]l ext > |[ Cancel ]

By default, the built-in Administrators and Domain Admins groups have the permissions required to use Agent
remote control. When you configure remote control permissions, only the users and groups you add to the list
are authorized to use Agent remote control. To retain the permissions for the Administrators or Domain

Admins groups, you must add them to the list.

Click Next to proceed.
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Agent self-protection

Agent self-protection oplions |,_'__-_r
Configure bazic Agent self-protections zettings. y

Run Drivelock Agent services in noh-stoppable mode

Configures whether Dnvelock &gent services can be stopped. Y'ou can uze
thiz setting to prevent all ugers from stopping Divelock services.

Start Drivelock Agent in Safe Mode

Conhagures whether Dnvelock iz active when the computer iz running in
"5 afe mode"',

Enforce secure communications [SSL] for Agent remate contral connections

Configures whether Drivelock Agents should accept 551 -secured
connections only.

< Back “ Finish |[ Cancel

To prevent all users from stopping the DriveLock Agent, activate “Run DriveLock Agent services in non-stoppable
mode”.

When you enable non-stoppable mode, no user can stop the DriveLock Agent, regardless of any permissions you
may have configured.

Select the option “Start DriveLock Agent in Safe Mode” to start the DriveLock Agent when the client computer is
running in Safe-Mode. When you select this option, users can’t bypass the restrictions in your policy by starting the
computer in Safe Mode.

When using DriveLock in Safe Mode, you can no longer revert to previous configuration settings by booting into
Safe Mode. This can complicate the process of restoring access to a client computer if DriveLock blocks devices
that are required to use the computer because of a configuration errors.

To enforce that communications are encrypted when you connect to an Agent by using Agent remote control, select
“Enforce secure communications (SSL)...”.

Click Finish to save the settings.

The taskpad displays a summary of the settings you configured. Review the summary to confirm that all settings are
configured as intended.

To quickly enable non-stoppable mode, in the task view, click Turn on. A confirmation that non-stoppable mode will
be enforced is displayed.
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6.4.2  Configuring Global Security Settings in Extended Configuration mode

24 CenterTools Drivelack - [CenterTools DriveLack\Local pelic\Global configurationSettings] ==

9 File Action View Window Help [~ =]

ot Al

#4 CenterTools DriveLock -
_,mf; Devits heanien *,  License (Mot for Resale license and options)
|@] Product updates and support a Import the license to be used by Agents. If there are more computer accounts in Active Directory than the

a Local policy <. number of licensed computers, you must also create a list of computers that are licensed to run
a {@ Global configuration DriveLock.

@ Settings

I ﬁ‘ User interface settings
Tl Server connections
-’@ File storage

Agent self-protection and global security settings
These settings control how DriveLock protects itself against unauthorized access to Agent services, and

global security settings for Agents.
[ C?} Multilingual notification messages
+ a Drives |§j Permissiens en Drivelock Agent services (Mot configured)
. Ip Devices Configures which users or groups are allowed to query, start or stop Drivelock Agent services. You
o Natoikpiohles can use this setting to prevent local administrators from stopping Drivelock services in violation of
= ? .p your organization's security policy.
[&] Applications
> g Encryption ,ﬁ Run Drivel ock Agent services in non-stoppable mode (Disabled) i |
: L;lj Antivirus Configures whether DriveLock Agent services can be stopped. You can use this setting to prevent all 3
. ¥ Management console users from stopping Drivelock services,
Er Policies ’ ’
£ . . . ,5 Start Drivelock Agent in Safe Mode (Disabled)
ol g _Eg"ELUCk EnterpinssiServices fadmmin] Configures whether DriveLock is active when the computer is running in "5afe mode”,
Ul Servers
@ Tenants ,ﬁ Password to uninstall Drivel eck (Mot configured)
@ Packages and definition files Configures a password that is required to uninstall the DriveLock Agent. Cenfigure this option to
&q Operating prevent local administrators from uninstalling the DriveLock Agent.

|fj Agent remote control settings and permissions
Configures encryption, port and protocol settings as well as a list of users who are allowed to access
DriveLock Agents using remote control, By default, only members of the Administrators group on the
client computer and Domain Administrators are allowed to use this function,

Event message transfer settings (Configured)

Configures for which events DriveLock generates messages and how these messages are processed. Event
information can be saved to the local Windows Event Log, sent as SNMP traps, via SMTP mail, or
transferred to a DriveLock Enterprise Server, You can also configure the suppression of duplicate event
messages and whether event information is cached while Agents are offline.

Done

Click Global configuration and then Settings.

6.4.2.1  Permissions for the DriveLock Agent Service

Configure permissions for the Drivelock Agent service to control which users can access or stop the Drivelock
service on client computers. For example, you could deny “Power Users” the permission to stop the service.

Click Add or Remove to add accounts to or remove accounts from the permissions list.
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T

 Permissions on DriveLock Agent services Properties | % (]

Securty

GI‘OIJP or user names:

5% SYSTEM

82 Administrators (Client2\Administrators)
SEJ Power Users [Client2 Fower Lsers)

| Add. || Remove |
Pemizsions for Authenticated
Isers Allow Dermy
Gueny service information @] [l
Start / stop service [l il
Full control [l [

Leam about access control and pemmissions

| ok || Cancel

o

Select an account to configure the permissions assigned to it, and then select the Allow and Deny checkboxes to
allow or deny the following permissions:

e Start/stop service

e Full control

e Query service information (display the properties of the service)

You cannot revoke the permissions of the local System account. If you attempt to do this, DriveLock
automatically restores these permissions because they are required for DriveLock to function.
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6.4.2.2  Locking Down the Drivelock Agent

To prevent all users from stopping the DrivelLock Agent, click Run DriveLock Agent services in non-stoppable mode.

P

T

Properties .
General

Fun Drivelock Agent in non-stoppable mode

@ Enable
7 Disable (default)
(71 Mot configured

Help -
When enabled, the Drivelock Agent cannot be stopped or disabled.

[0k ][ Camce |[ mewy |

To activate the lockdown, select Enable and then click Apply or OK.

When you enable non-stoppable mode, no user can stop the DriveLock Agent, regardless of any permissions you

may have configured. Also, uninstalling the DriveLock Agent is not possible while the non-stoppable mode is
active.

6.4.2.3  Running Drivelock in Windows Safe Mode

Select the option “Start DriveLock Agent in Safe Mode” to start the DriveLock Agent when the client computer is

running in Safe-Mode. When you select this option, users can’t bypass the restrictions in your policy by starting the
computer in Safe Mode.
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* Propertes B
General

Start Drivelock Agent in Safe Mode

i@ Enable
7 Disable {default)
71 Mot configured

Help -

When enabled, the Drivelock Agert starts when the computer is running in
Safe Mode.

T |

When using DriveLock in Safe Mode, you can no longer revert to previous configuration settings by booting into
Safe Mode. This can complicate the process of restoring access to a client computer if DriveLock blocks devices
that are required to use the computer because of a configuration errors.

6.4.2.4 Password to Uninstall DriveLock

To prevent users from uninstalling the DriveLock Agent when you company policy requires that Drivelock is installed
and active, configure a password that must be provided when uninstalling DriveLock on a client computer.

To set the password, click Password to uninstall DriveLock.
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Mew rule Properties
General

Pasgword to uninstall Drivelock

[] Mot configured

Paszsword T

Password corfimmation sssssssses

Help -
Sets @ password needed to uninstall Drivelock Agent from a computer.

[ ok J[ camcl |[ Aesty |

When the password is set to “Not configured”, no password is required to uninstall the Agent.

To uninstall a DriveLock Agent when the password has been configured, use the following command at the Windows
command prompt:

msiexec /x DrivelLockAgent.msi UNINSTPWD= your password

The password for uninstalling only applies to the DriveLock Agent. You cannot prevent users from uninstalling of
the Drivelock Management Console by requiring a password.

Before upgrading to a newer version of DriveLock, change the password for uninstalling to “Not configured”
before updating DriveLock Agents in your network. Change the configuration again to require a password when
the update has been completed.

6.4.2.5 Agent Remote Control Settings and Permissions

Please refer to chapter Policy Settings for Agent Remote Control for more information.

6.5 Configuring the Agent User Experience

You can configure the appearance of DrivelLock notification messages, whether Drivelock task bar icons and menu
items are available to users and the language used for displaying notifications and menu items.

You can configure these settings easily in DriveLock Basic configuration mode. Some settings are not availablein

Basic configuration mode, but you can configure these settings or make more detailed configuration changes using
the advanced settings.
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Configuring the Agent User Experience in Basic Configuration mode

24 CenterTools Drivelack - [CenterTools DriveLack\Local puﬁcy\('ifobat configuration]

= e

m Device Scanner
[@] Product updates and support
a Local policy
4 U_.? Global configuration
@ Settings
I ﬁ‘ User interface settings
Tl Server connections
-’@ File storage
[ CE“} Multilingual notification messages
s o Drives
- [® Devices
3 EE‘ Network profiles
- [@] Applications
> D Encryption
3 L:ﬂ Antivirus
- &% Management conscle
Er Policies
a g Drivelock Enterprise Services [admin]
"\I'i Servers
5y Tenants
> f:d Packages and definition files
b &g Operating

24 File Action View Window Help =& x|
== 7
#4 CenterTools DriveLock -

= Agent user experience

Drivelock can display notifications to users when variouis
types of events occur. For example, Drivelock can notify a
user when access to a drive is blocked, Configure the type of
user netifications, how to temporarily unlock drives and
devices, and create custom notification messages.

Are youwerking in a multi-lingual environment?

Drivelock can be configured to display custom user
notifications in different languages depending on the user's
language.

K:a Agent event messages

Drivelock generates various events to let you audit most
endpoint activities, including file accesses, temporary
unlocking of devices, configuration changes and many
more, These events can be sent to several destinations, such
as the Windows event log and the DriveLock Enterprise
Service.

Do you have multiple sites or need reliable eventing?
You can configure connections to multiple Drivelock
Enterprise Servers in your network,

Do you want to configure SMTP or SNMP event forwarding
or other advanced options?

These options can be configured separately for for the
Drivel eck Agent and the Management Console,

Configure Agent user experience...
# Advanced configuration

Notification area icon: Disabled

User notification type: Popup window
Offline unlock: Enabled

Custom notification messages: Disabled

Configure event messaging settings...

Drivelock Enterprise Server (DES): admin
Forward events to DES: Enabled
Windows Event leg: Application log

1l

Done

Agent user experience
User notification settings
natifications.

User natification type

Display balloor messages
@ Display popup window

71 None
|| Display notification area icon

Preview

Configure whether and how the Drivelock Agent displays user

&} Drivelack

HTMLText... HTML Tt ..

£ Back l

o

Mend = ]| Cancel |

In the task view, click Global configuration and then click Configure Agent user experience.

You can configure Drivelock to display anicon in the taskbar notification area and to display notification messages
to users when certain events occur. Global configuration settings control the style of these notification messages.

Select how notification messages are displayed from the following two styles:
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e Popup window:

4 Drivelesck x

Dirve J-\ was added to thes computer and this dirve was
locked due to company pobcy. v'ou vall not be able to
access data on the dinve,

e Balloon message:

ﬁ CenterTools DriveLock

Drive H:\ was added ko this computer and this drive was
locked due bo company palicy. ¥ou will not be able to access
data on the drive.

When using popup windows to display messages, you can use HTML tags in the message to format the text. When
using balloon messages, the DriveLock icon is also displayed in the notification area. To display this icon even when
no notification message is displayed, select the “Display notification icon” checkbox.

Click Next to continue.

P

Agent user mrpaaﬁence -

Oifline unlock seltings =
Configure how users will be able to request temporary unlocking of

drives and devices whils offline.

|| Disable offline unlocking requests from Cortrol Panel

To use offline unlocking, an administrator must use a password.
You must configure all Agents to accept the same password.

Pazzword sesEBBES
Password confimation [T 12222]

Contact information {displayed in unlock wizard)
Please call your local helpdesk to st temporary access to locked devices| =

| <Back || Ned> | | Cancel |

You can configure Drivelock to let administrators or helpdesk personnel temporarily unlock devices and removable
drives even when the computer is not connected to a network (offline). To initiate offline unlocking, a user starts a
wizard from the Windows Control Panel. Select the “Disable offline unlocking requests from Control Panel” checkbox
to not display the offline unlocking applications in the Control Panel or the context menu of the DrivelLock taskbar
icon.

To prevent unauthorized unlocking of drives and devices, you should require administrators and helpdesk personnel
to type a password before they can generate an unlock code. To set this password, type it twice.
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To display contact information or other custom information in the wizard to help users obtain assistance with
unlocking drives or devices, type this text.

Click Next to proceed.

P

H

Agent user mrper?ence

Custom notification messages ]
Configure if Agerts display custom notification message texts instead

of the precorfigured ones.

Setting Walue = |

i Drives - Custom messages Disabled
[ive locking message
Message when computer resta.
Temporary unlocking message ..

m

Temporary unlocking message ...
File blocked by content fitering...
Message when CD/DVD bumi...
Message when drive is attache...
E’,U Devices - Custom messages Disabled
Device locking message
| Message when computer resta... .

| Corfigure...

| <Back || Fnsh | | Cancel |

You can customize many of the user notification messages that Drivelock displays. When you configure a custom
message, the DrivelLock Agent displays it instead of the built-in message. There are three different types of messages:

1. Drive messages are displayed when Drivelock blocks drives, prevents CD/DVD burning, denies file access or
unlocks access temporarily.

2. Device messages are displayed when Drivelock blocks devices.
3. Application messages are displayed when Drivelock prevents the start of an application.

To use custom drive messages, click “Drives -> Custom messages” and then click Configure.
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Fi’mpertiﬂ- 2 ]

General | Drive access i Temporary unlockl

[¥] Digplay custom messages
Drive locking message (“DEVE replaced by drive letter)

Access to dive %D ﬁ‘ufﬁ; has been Elu:ucked due to compary -«
policy.

[Test] .
[#] Message when drive is attached and user has read-only access
(%DRV replace by drive letter)

Read-only access to dive %DRVY has been granted due to
compary policy.

i -

Message when computer restart is needed before drive can be uzed
again (¥DRV replace by drive letter)

You neecll to restart the computer before you can use dirve -
%DRVE,

[Test :

| oK || cancel || Apply ]

To use custom messages when a user inserts a drive, select the “Display custom messages” checkbox. Type the text the
Drivelock Agent displays when locking a drive. To refer to the drive letter, use the variable “%DRV%”, which will be
replaced with the actual drive letter when the message is displayed.

Click Test to verify that the custom message appears correctly. Drivelock displays the message as it will appear to
users.

Use the other sections of the General tab to configure custom messages that will be displayed to users when drive
access is restricted to read-only and when Windows requires a computer restart before a newly inserted drive can
be used.

Select the Drive access tab to configure custom messages for file access or locking of CD/DVD burners.
You can use the following variables in custom messages for drives:

e  %DRVis replaced with the drive letter.

e  %PATH% is replaced with the file path.

e %NAME% is replaced with the file name.

o %EXT%is replaced with the file extension.

o  %REASON%is replaced with the reason why a file was blocked.

Select the Temporary unlock tab to configure custom messages when a drive or device is temporarily unlocked by an
administrator or helpdesk personnel, edit the default messages. To refer to the duration for which a drive or device
has been unlocked, use the variable “% TIME%”, which will be replaced with the actual duration when the message
is displayed.

Configure any other custom messages that you will usein your policy. After reviewing the settings, click Finish to
close the wizard.
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6.5.2  Configuring the Agent User Experience in Extended Configuration mode

6.5.2.1  Taskbar notification area settings

You can configure Drivelock to display anicon in the taskbar notification area and to display notification messages
to users when certain events occur. Global configuration settings control the style of these notification messages.

To open the Properties dialog box, under Global settings -> User interface settings, click Taskbar notification area
settings

Select how notification messages are displayed from the following two styles:

e Popup window:

&4 Driveleck x

Dive J:\ was added to thes computer and this divve was
locked due o company pobcy. v'ou vall not be able to
access data on the dive

e Balloon message:

£) CenterTools DrivelLock

Drive H:\ was added ko this computer and this drive was
locked dus ko company palicy. ¥ou will not be able to access
data on the drive.

When using popup windows to display messages, you can use HTML tags in the message to format the text. When
using balloon messages, the Drivelock icon is also displayed in the notification area. To display this icon even when
no notification message is displayed, select the “Display notification icon” checkbox.

Use the “Show messages for” slider to configure the duration for which the messageis displayed.

Select the “Show balloon messages” checkbox to display messages as balloon messages. To display balloon
messages, you must also select the “Show notification area icon” checkbox.

To activate the Drivelock sound that it played when a Drivelock notification is displayed, select the "Play sound
when a message is displayed" checkbox.

On the Options tab configure which items are displayed when you right-click the DrivelLock taskbar icon and the
order in which they appear.

To change the order of a menu item, select the item and then click Up or Down. To remove an element, click Remove.
To add a divider, click Add. To restore the default settings, click Restore.
Setting tray icon context menu

Go to the Options tab to configure how the Drivelock features are displayed to the users in the tray icon context
menu.

You can either show or disable the following elements:

e Temporarily unlock computers
e Stop temporary unlock

e (Change) user interface language
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(Start) self service unlock

Submenu "Drivelock Encryption 2-Go"

Submenu "Drivelock File Protection"

e About Drivelock

To change the order of the elements, select an element and click Up or Down. Click Remove to delete the selected
element. If you want to add elements that are currently not visible, simply add a separator by clicking Add and then
---(Separator).

To reset the default settings, click Reset.

6.5.2.2  Offline Unlock Control Panel Settings

You can configure Drivelock to let administrators or helpdesk personnel temporarily unlock devices and removable
drives even when the computer is not connected to a network (offline). To initiate offline unlocking, a user starts a
wizard from the Windows Control Panel.

To configure offline unlock settings, under Global settings -> User interface settings, click Offline unlock control panel
settings.

%peﬂiﬁ- ik
General !-_Securit)'_

[ Disable offine unlocking requests from Control Panel

[] Use short {weak) request / response codes
[¥] Show offline unlocking in context menu of notification area icon

Contact information {displayed in unlock wizard)

Please call your local hel{:ndesk to get temporary access to locked "
devices.

[ oK H Cancsl J Anply

Select the “Disable offline unlocking requests from Control Panel” checkbox to not display the offline unlocking
applications in the Control Panel or the context menu of the Drivelock taskbar icon. To display contact information
or other custom information in the wizard to help users obtain assistance with unlocking drives or devices, type this
text.

To simplify the unlocking process for users and helpdesk personnel you can select the Use short (weak) request /
response codes checkbox.

Using shorter challenge / response codes makes the unlocking process less secure.
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Click the Security tab to configure whether administrator or helpdesk personnel who create unlock codes thatare
authenticated using a password or a certificate. If you require a certificate, the certificate and private key must bein
the local certificate store of the user who generates the unlock code.

Properties =R
General | Securty |

To use offine unlocking, an administrator must use a password or certfficate .
You must configure all Agents to accept the same password or cerfficate.

Agent corfiguration
@ Use Password
Pasz=zword T

Password corfimation eeesssse

() Use Certificate

Display cenficate. .. <£none >

[ Ok Jl Cancsl ] Anply

To use password authentication, select Use password, type the password twice and then click OK.
To use a certificate for authentication you must specify this certificate.

You can import the certificate from a file or use a certificate from the Windows certificate store on the local
computer. To import a certificate from a file, click Import from file and then select the certificate file.

To use a certificate from the certificate store, click Import from store.

‘Select Certificate '

Issued to Issued by  Intende... Friendly ... Expiratio... Location

i:gJDES Root Ag... <All= Maone 12/31/2... Motavail...

) s d *
[ oK ] I Cancel l [ View Certificate

Select the certificate and then click OK.

If you use a certificate to authenticate the offline unlocking, you need to provide the certificate’s private key
each time you create an offline unlocking code.
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6.5.2.3 User Interface Language on Agents

You can configure the language that the DriveLock Agent uses to display encryption related-menus and other user
interface elements. This option only applies if you have activated DrivelLock encryption on the Agent.

If you select "Not configured” the Agent uses the default language configured in Windows or the language configured
for the current user.

Properties i -
General

User interface language on agents

1 Not corfigured

@ Set to fived value
|ﬁ English -
English

Help

Sets the language that is used to display the user inteface on Drivelock
Agents.

[ ok || cancel || Appy ]

6.6 Connecting to the DriveLock Enterprise Service

The Drivelock Enterprise Service (DES) is the DriveLock component that performs all centralized functions. It
performs the following tasks:

e Itreceives event messages from the DriveLock Agents and adds them to the Drivelock database.

e Itstores files in the Drivelock database, such as files that are required for password and disk recovery
functions.

e Itreceives “Agent alive” messages from Agents and stores them in the Drivelock database. It also

provides the status of Agents to the DriveLock Management Console to enable monitoring of Drivelock
Agents.

e Itcanstoreinformation about licensed computers in the Drivelock database.
e |tcan automatically download software updates (optional).

You can install the Drivelock Enterprise Service on one or more servers in your network, but you can use only one
central database. To enable the DriveLock Management Console and the DriveLock Agents to connect to the DES, you

must configure at least one DES connection. You must also configure how data is sent and retrieved as described in
this section.
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4 riveLock

6.6.1

Configuring DriveLock Enterprise Service Connections

Large networks may contain more than one server running the DES, for example to ensure DES availability in branch
offices or to manage network DES-related network traffic. To enable DriveLock Agents and the Management Console
to connect to the DES in such an environment, you may need to define more than one DES connection.

oy

# New policy - Zentral gespeicher|| Server name Metwork location

w ¥ Global configuration

Comment

Enter text here ?1 Enter text here

?1 Enter text here

|

03 Settings
= User interface settings
B Server connections
& Trusted certificates
Bl File storage
5 5 Multilingual notification
57 Configuration filters
[ Self-service groups

» %% EDR

New > I Server connection...l
: Automatic server connection...
View b

New Window from Here
Export List...
Properties

Help

[& Drives

|29 Devices

-~ Metwork profiles
» [@] Applications

& Encryption

- Defender Management
F5 Security awareness
Inventory and vulnerability 5
Operating system managerr,
Management console

To manage connections to DES servers, under Global configuration, click Server connections.

Quick Configuration: If no server connections are defined or an automatic server connection exists, DriveLock
Agents discover a DES server automatically using mDNS/DNS-SD.

To create a server connection, right-click Server connections and then click New -> Server connection.

Properties x

General Proxy = Networks

Server name diserver dise local

Server port (HTTP) 6066
Server port (HTTPS) []Use HTTPS

End-user seff service portal

{Port on intemal address)
|

(Full URL of Intemetfacing portal)

Portal port (HTTFPS)
Extemnal LIRL

Comment

Cancel Apply
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Type the name of the server where you installed the DES. If you changed the default ports used by the server, specify
the port numbers. By default, the DES uses TCP port 6066 to receive event messages from Agents. The default ports for
connections from the Management Console to retrieve data and display reports are TCP port 6066 for unencrypted
connections and TCP port 6067 for encrypted connections. If clients need to connect to the DES server by using a
proxy server, select the corresponding tab. See Proxy Server for more information.

To enforce the use of encrypted connections to the DES, select the “Use HTTPS” checkbox. DriveLock will
automatically create an SSL certificate that will be used to encrypt communications with the DES.

Before you select the option ”Use HTTPS” you must configure additional settings for the DriveLock Enterprise
Service (DES) to ensure that the DriveLock Agent can communicate with the DES.

Select the Networks tab to configure the network locations where the DES connection will be used.

Select from the following options:
e To use this connection in any network location, select “Used for any network connection”. This is the default.

e To selecta previously defined network connection, click “Used in selected network location” and then select an
entry from the list.

You cannot select a specific network location for sending DriveLock Management Console events.

e To usethis connection when a computer is located in an Active Directory site click “Used in Active
Directory site” and then click the “...” button select an Active Directory site. This is the easiest method to
configure separate connections for different AD sites.

e To usethis connection when the computer is not in any defined network location, click “Used in
locations where no dedicated server is defined”.

Click OK to apply all settings and close the dialog box.

6.6.2 Proxy Server

You can specify a proxy server in the DES connection settings. Itis possible to specify a different proxy for each
server.

To add a proxy, right-click Server connections and then select New: Server connection.

Then choose the Use proxy server to connect to the server option on the Proxy tab and specify the appropriate
server.

Alternatively, you can also use an automatic configuration script (*.pac file). Specify the URL as required here.

If necessary, enter the authentication scheme, a user name and password.
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w8 MNew policy - Zentral gespeicher|| Server name Metwork location Comment
v & (il':'bal c.u:unfiguration Enter text here | Enter text here | Enter text here ﬁ
g aii:?gfeﬁace cettings 3 diserver.dlselocal < Any network =
B Server connections Properties ? x
& Trusted certificates
E File storage General Proxy  Networks

=) Multilingual notification () Do net use a proxy server
57 Configuration filters

ry . () Use proxy server to connect to the server
& Self-service groups

% EDR diserver2015 dlse local:3128
% grw.es (®) Use automatic configuration script
oo Devices

4 Network profiles |I‘rl'tp5:Hdlserverzﬂ'lﬁ.dlse.Incalfprox:.'.pac |

[@] Applications

- . Prowy authentication

& Encryption e
I Defender Managerment Authertication scheme |B‘EISiC v|
@ Security awareness Usemame |pron'1.|ser |
% Inventory and vulnerahility s
CJ Operating system managerr Pazsword |uuuuu |
7E]
Management console Canfim passwaord |i----|---- |

Cancel Apply

Once you specify a proxy server in the policy, the settings set by the MSI are no longer used.

6.6.2.1  Proxy Settings on the Agent

You can also set the proxy server settings directly on the agent. The following two command line commands are used
for this purpose

e drivelock -setproxy <proxytype>;<proxy>and

e drivelock -setproxyaccount <authscheme>;<proxyuser>;>proxypassword>
<proxytype> specifies the proxy type and can be named, pac, noneornetsh

<proxy> contains either the proxy or the URL for the proxy auto configuration file.

Examples:

drivelock -setproxy name;myproxy:myport

drivelock -setproxy pac;//myhttpserver/myproxy.pac

drivelock -setproxy none

drivelock -setproxy netsh

If the proxy requires authentication, you can set the user and password with the drivelock -
setproxyaccount <authscheme>;<proxyuser>;>proxypassword> command. Here,
<authscheme> is used to specify the authentication scheme (basic, ntlm, passport, digestund

negotiate).
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These settings are stored in the registry in the registry key
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DriveLock\Parameters.

They are evaluated with priority, so if a proxy is set with the drivelock -setproxy command, all other
settings areignored.

You can delete proxy settings that were specified when running the MSI (please refer to the Installation Guide
for details) or set with the drivelock -setproxy command with the drivelock -removeproxy command.

6.6.3  Monitoring Agents by Using the DriveLock Enterprise Service

6.6.3.1  Agent Monitoring Using the DriveLock Management Console

If you use the DrivelLock Enterprise Service (DES), you can view the status of DriveLock Agents in the DrivelLock
Management Console.

A CenterTools DriveLock - [CenterTools bl:;rveLuck\'OpEraiing\AgEnt remote control]
=4 File Action View Window Help

=n 7| o= H

%4 CenterTools Drivelock Remote cgmputer
m Device Scanner
» [@] Product updates and support There are no items to show in this view.
b Local policy
E[ Policies
- Drivelock Enterprise Services [admin]
a &! Operating
’@ Agent remate contenl.
] SHad-u: Connect...

Unlock offline Agent...

Legged-on user Last contact Drivelock Vers... Comment

Unlock multiple Agents...

Full Digk Encryption recovery...

Full Disk Encryption remote wipe...

Full Disk Encryption disk recovery tools...

Container-based encryption recovery...
All Tasks 3

View 3

New Window from Here

Refresh
Export List...

Properties

Help

To configure the Management Console to retrieve a list of Agents from the DES, right-click Agent remote control and
then click Properties.
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P T

Agent remote control Properties B

General I-_Pen'nissions |
Agent list retrieval
[¥] Retrieve Agent computer list from Drivelock Enterprss Service
Server name / port (HTTPS)
admin R : 6067 |

[T Login using supplied credentials

User

Password

b Pt
WENEVE AgeEMT

computer list using DMS-50
Cptions

[hizplay as offline when last contact was more than...
15 ' minutes ago

[#] Disable support for agents older than Drivelock 6.0

lUse remote control through Drivelock Enterprise Service {prowy)...
(71 Mlways
71 Never
i@ On-demand (when direct connection is not possible}

| oKk || cancel || Apply ]

Select the “Retrieve client computer list from DriveLock Enterprise Service” checkbox and then select a server
connection. To connect using a different user account than the one you are currently logged on with, provide the
credentials of that account.

Configure the option “Display as offline when last contact is more than... minutes ago” to define an interval after
which a Drivelock Agentis displayed as “offline” if it has not sentits status to the DES.

When viewing the Agent status in the Management Console, agents that are offline are identified by an icon
containing red square.

If all DriveLock Agents in your network are running Drivelock 6.0 or newer, select the Disable support for agents older
than Drivelock 6.0 checkbox. This will deactivate the use of all ports thatare no longer used in current versions of
Drivelock.

In environments where the DriveLock Management Console is run on a computer thatis notin the same network as
the Agent, the Drivelock Enterprise Service can proxy this connection. For example, this can be used by a Security-As-
A-Service provider to connect to an Agentin a customer’s network. Change the setting Use remote control through
Drivelock Enterprise Service (proxy) to configure how the DriveLock Management Console connects to the client for
remote control:

e Always: The connection is always established via the DriveLock Enterprise Service.

e Never: The Drivelock Management Console always connects directly to the Agent without going through the
Drivelock Enterprise Service.

e On-demand: The DriveLock Management Console attempts to connect directly to the Agent. If the connection
attempt fails, a connection via the Drivelock Enterprise Service is attempted.
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6.6.3.2  Sending Licensed Computer Information to the DES

You can view additional information about the status of DrivelLock Agents by using the DrivelLock Control Center.
Status messages that Agents send to the DES contain information about which DriveLock components the computer is
licensed to run. To include additional computers in your network that are licensed to run DrivelLock but currently
don’t have the Drivelock Agentinstalled in reports, you must manually add these computers to the Drivelock
database. Once the database contains all licensed computers, you can easily identify computers that are not
protected by DriveLock because no Agentis installed. To add computers to the database, you use the DriveLock
Management Console.

Before continuing, ensure that you have configured a valid DES connection for the DriveLock Management
Console and that you have completed the steps for retrieving a list of clients from the DES that are described in
the section “Agent Monitoring using the DriveLock Management Console”.

4 Cente:"l.'ouk Drivelock - [CenterTaols DriveLock'Global con%fguraiiun\ﬁeﬁings’] ‘ e || = ‘
24 File Action View Window Help =]
=7 HIE
%4 CenterTools DriveLock -
4 @? GI_ol_J_aI c_o!ﬂfiguration | -_— 0 Settings
@ SEtt"}-gs-: : In this section you specify the license to be used by Agents and
- 13 Userinterface settings configure global security settings. You also configure settings for

@ Server connections inventory collection and how event information is forwarded to a

Sty = -
g File storage central lacation for lagging.
5 {(f{ Multilingual notification messages

s Drives
> v Devices - . =
> EE‘ Network profiles o] Classic MMC view 1
i [&] Applications

D Encryption — ‘When using DriveLock Enterprise Server you can pre-create information for all licensed computers on the
> @ Antivirus server, This lets you easily view the DriveLock installation status of all computers in your network.

@ .

- % Management consale Add licensed computers to DES

License (Perpetual license)
a Import the license to be used by Agents. If there are more computer accounts in Active Directory than the
<ae number of licensed computers, you must also create a list of computers that are licensed to run
Drivelock.

Agent self-protection and global security settings
These settings control how DriveLock protects itself against unauthorized access to Agent services, and
global security settings for Agents.

|'§S Permissions on Drivel eck Agent services (Mot configured)
Configures which users or groups are allowed to query, start or stop Drivelock Agent services. You
can use this setting to prevent local administrators from stopping Drivelock services in viclation of
your organization's security policy.

Jﬁ Run Drivel ock Agent services in non-stoppable mode (Disabled)
Configures whether DriveLock Agent services can be stopped. You can use this setting to prevent all
users from stopping Drivelock services,

# Start Nrivel nel Snent in Safe Marde Misahled)

Done

In the console tree, under Global configuration, click Settings. In the task pane, click Add licensed computers to DES.

The DriveLock Management Console sends a list of all licensed computers to the DES using the currently active DES
connection.

If you specified that only some of the computers in Active Directory are licensed to run DriveLock, the
Management Console transmits the list of these computers to the DES. Otherwise, it sends a list of all
computers in Active Directory to the DES.

For more information about using the Drivelock Control Center to monitor clients, refer to the DriveLock Control
Center User Guide.
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6.7 Configuring the DriveLock Simulation Mode

The Drivelock Simulation Mode allows you to configure and deploy a policy without impacting users. In Simulation
Mode you can monitor all Drivelock operations but the Agent does not block drives, devices or applications. You
typically use Simulation Mode after you have configured the initial Drivelock policy. After you apply this policy to
computers in Simulation Mode you can review events and talk to users to identify instances where policy settings
are not correctly applied. For example, you may find that the policy blocks access to a removable drive that a user
needs to use. If you identify such problems, you can easily correct them before users are impacted. Once you
determine that the policy works as intended, you can de-activate the Simulation Mode and Drivelock will enforce all
policy settings.

When Simulation Mode is enabled, DriveLock functions as follows:

e Drivelock doesn’t block removable drives, devices, applications and network connections.
e Filefilteringis disabled.

e Events are generated normally and are sent to the Windows event log and to external systems
according to the policy settings.

e User notification messages are displayed as configured in the policy.
e Enforced encryption is enabled; unencrypted drives are encrypted as configured in the policy.

e All other functions work normally.

“A CenterTools Drivelock - [CenterTaols Drivel ock\Global configuration’ Settings] =] ‘
2 File Action \View Window Help &)=

L ARl 7|

44 CenterTools DriveLock {54 Agent remote control setfings and permissions -

Configures encryption, port and protocol settings as well as a list of users who are allowed to access
4 ¢ Global configuration % g
ﬁ) S Setti g Drivelock Agents using remote control, By default, only members of the Administrators group on the
@ st 2 client computer and Domain Administraters are allowed to use this function,

3 ﬁ' User interface settings
Ul Server connections

"'.E] File storage e Event message transfer settings (Configured)
A {pj Multilingual notification messages i Configures for which events Drivel ock generates messages and how these messages are processed, Event
o Drives b& information can be saved to the local Windows Event Log, sent as SNMP traps, via SMTP mail, or
E_p Devices E transferred to a Drivelock Enterprize Server, You can also configure the suppression of duplicate event

& messages and whether event information is cached while Agents are offline.
» ¥ Network profiles

» [E] Applications

m Encryption -:-—qi Automatic updates (Mot configured)
> [:D Antivirus ‘ﬂ Configures how and when DriveLock Agent should update itself and used engines from DriveLock

. &% Management console Enterprise Server published software packages.

Collection of inventory data (Mot configured)
Caonfigures how DriveLock Agent collects hard- and software inventory data which will be sent to
Drivel ock Enterprise Server. All collected information can be examined using Drivelock Control Center.

A Simulation mede (for testing purposes) (Mot configured)

= Configures whether DriveLock Agents run in simulation rmode.

In this mode DriveLock behaves as configured but does not block any file, drive, device, or application.
Use this mode to test your configuration without impacting users.

n

! Advanced Agent settings
- These settings determine advanced options on Agents,

,& Configure Windows Firewall to allow remoete control (Mot configured)
Configures the Windows Firewall in Windows XP 5P2 and later to allow incoming Agent remote
control requests.

[g Advanced Drivel ock Agent settings
Configures various settings, such as communications intervals, 1

Done

To configure DrivelLock Simulation Mode, click Settings, scroll down and then click Simulation mode (...).
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Py

General

ﬁl‘operﬁa 2 ]

Simulation mode for testing purposes)

(") Enable
@ Disable {default)
") Nat configured

Help

encrypts, etc.) but does not block arything. Use this mode for testing
PUPOSES.

When enabled, Drivelock works as configured {generates everts, messages,

| oKk || cancel || ey

By default, DriveLock Simulation Mode is disabled.
Select Enable to activate Drivelock Simulation Mode.

Click OK to apply the changes.

6.8 Trusted Certificates

DrivelLock Version 2019.1 introduces the use of trusted certificates to ensure secure communication between the
DriveLock Management Console or Drivelock Agents and the DES. You can specify these certificates in the Global

configuration of a policy.

6.8.1  Checking trusted certificates in the Management Console

The first time you open the DriveLock Management Console after updating to version 2019.1, DriveLock checks the
SSL certificate that you created during the installation of the Drivelock Enterprise Service (DES).

If Windows categorizes the certificate as not trustworthy or if the certificateis invalid, the following message

appears first (see figure).

Please note that Windows initially does not consider self-signed certificates trustworthy because it cannot verify

the root certificate.
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Drivelack Enterprise Service Certificate *

Drivelock Enterprise Service (DES) is using an untrusted certificate. Do you want
o use it anyway?

Certificate name
DLSERVER..DLSE. local

Drivelodk: Enterprise Service is running on
diserver.dise.local

Certificate error

A certificate chain processed, but terminated in a root certificate which is not
trusted by the trust provider,

Do you want to connect to DES even if the certificate is untrusted?

Don't ask me again for connections to this server

Yes No

You can view the certificate and verify thatitis actually the certificate the DES uses before you acceptits use. In this
case, Drivelock writes a corresponding entry in the registry under

HKEY CURRENT USER/SOFTWARE/CenterTools/DriveLock/MMC. The message no longer appears because the
certificate has been entered.

6.8.2  Selecting trusted certificates

We recommend that you use this setting to increase the security requirements for communication between
DrivelLock Agent and DES. If you do not specify certificates, DriveLock cannot ensure that the Agent will
communicate with the correct DES.

Option 1: Server certificate (from DriveLock Enterprise Service):

You can select the certificate the DES (or linked DES) uses (see figure below). This is the server certificate you created
when setting up the DES with the Create self-signed certificate option.
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¥ Default company policy - Centrally stored Drivel|| Mame Hash (SHA-1)
A ‘@? (i!obal configuration Enter text here “F| Enter text here
i) Settings
B User interface settings There are no items to show in this view.
B Server connections
Q Trusted rerifirates
E File Mew ¥ Server certificate (import from .cer file)
= Mu View . I Server certificate (from Drivel ock Enterprise Service)... I
[& Drives
8 Device Mew Window from Here
v Netwo Export List...
[@] Applici
& Encryp Properties
Fgl Securit -
28 Systerr =P

Management console H

Next, select the DES (or linked DES) certificates the Agent(s) will communicate with (in the example below this is
DLSERVER.DLSE.local...):

¥ Default company policy - Centrally stored Drivel|| MName - Hash (SHA-1) Hash (SHA-256)
v & Global configuration Enter text here | Enter text here “F| Enter text here
iG3 Settings
= User interface settings Certificate selection X Winthis
B Server connections
& Trusted certificates Please select Certfficate Autorithies and./or certificates:
El File storage %[ J DLSERVER DLSE local fhitps://DLSERVER DLSE local:6067)
(=) Multilingual notification messages

Option 2: Server certificate (import from .cer file):

If you want to import an existing server certificate for communication, you can select it here and use it in the policy:

~

f Default company policy - Centrally stored Drivel|| Mame Hash (SHA-1)
v (i!obalconfiguration Enter text here Tl Enter text here
io) Settings
= Userinterface settings There are no items to show in this view.

Bl Server connections

Q Trusted rertificates

E File MNew > I Server certificate (import from .cer file)

= Mu View : Server certificate (from Drivelock Enterprise Service)...
f&l Drives
& Device MNew Window from Here
I%l :Et“l‘F Export List...

pplici

& Encryp Properties
B5l Securit bl
28 Systerr _e P

Managernent console H

Next, select the certificate in the Explorer.

With option 2 you can also import the Root CA certificate. In this case, the DrivelLock Agents will trust all certificates
with this Root CA. If your DES certificates all have the same Root CA, you don't have to list them individually.

The list of trusted certificates now displays the information about the certificate (SHA-1 and SHA-256). Note: The
hash SHA-1 is now only used for XP.
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The Drivelock Agents you assign your policy to will then trust this server certificate and only communicate with the
trustworthy servers.

Starting with DriveLock version 2019.2 you can find the ChangeDesCert.exe tool in the DES program directory
at C:\Program Files\CenterTools\DriveLock Enterprise Service\ChangeDesCert.exe. Note that if you want to
exchange an existing DES server certificate using ChangeDesCert.exe, you must import the new certificate into
the computer’s Certificate Store and configure the private key as exportable.

Important notes:

e Make sure to keep your certificates up to date at all times. If you need to replace the DES certificate or install
additional linked DES, please add the new certificates to the listin time and make sure the DriveLock Agents are

assigned this policy before communicating with the DES (or the new linked DES).

e As long as a Drivelock Agent has not yet succeeded in finding the DES certificate in the list of trusted certificates, it
accepts connections to any DES. Once the certificate has been successfully verified, the Agent only communicates
with the DES whose hash values match the list of trusted certificates.

e |fyou remove all certificates from this list, the Agents will communicate again with all DES.

An error message appears on the DriveLock Agent when it receives an invalid certificate and the communication
between the DES and the Agent is no longer possible! In this case, the only solution is to edit the local registry of
the Agent manually. Please contact DriveLock Support for further information.

6.9 Using the DrivelLock Policy File Storage

The Drivelock Policy File Storage is a protected storage area thatis stored with a Drivelock configuration and
distributed to Agents. The purpose of this storageis to store files that are needed to run programs that may be
configured in various Drivelock rules, such as scripts and dictionary files. Using the Policy File Storage makes it
easy to deploy scripts or programs that are used by the DrivelLock Agent to client computers. After you import files
into the storage they will be automatically delivered to the Agent together with the corresponding configuration
settings. You can use the Policy File Storage in policies that are distributed using a configuration file or Group
Policy.

Importing large files into the Policy File Storage can increase network traffic and logon times as the client
computer retrieves these files when Group Policy settings are applied to a client computer and the Policy File
Storage has not been loaded previously or has changed.
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4 riveLock

'*5 Cen"te:‘.i"m'!b .Di]:wzi_ock - [-Cen.t.ér'il"oob DriveLocH\Global coni‘igura{“l‘un\‘l-;ile :siulagéj
=4 File Action View Window Help

eg |7 Bz

F=T]

%4 CenterTools DriveLock
4 @ Global configuration

File name Size

Entertext here

@ Settings
i ﬁ' User interface settings
Ul Server connections
@ File storage
5 % Multilingual notification messages
> @@ Drives
> w Devices
L+ ? Network profiles
»» [£3] Applications
b D Encryption
> Cg Antivirus
.- o Management conscle

7| Entertext here

Date
T Entertext here

Comment

| Entertext here

1‘?‘ Desert.jpg 826 KB
] Koalajpg 762 KB
£ Tulips.jpg 606 KB

7/13/20099:32:30 PM
7/13/2009 8:32:30 PM
7/13/2009 9:32:30 PM

Click File storage to see the list of all the files included in your Policy File Storage.

=4 File Action \View Window Help
&7 He=H]

'15 Cen‘te!‘:'o'ols D‘iﬁei_ock = [:.Cel\'t'er';l"ook DﬁueLucY\Global coni‘igu!ai"'l‘onk‘l—iiie ﬁulagéj

44 CenterTools Drivelock
4 @ Global configuration
@ Settings
> "Ef User interface settings
ﬁ Server connections

File name Size

Entertext here

7P| Entertext here

Date
| Entertext here

Comment

| Entertext here

[ File stommn!
. Q_} Mul Display system files
b DI’IV.ES New
w Devices
I ‘E‘ Metworl View
» [&] Applica New Window from Here
> D Encrypti
> m Antiviru Refresh
» o Manage Export List...
Properties
Help

1‘;,}\‘ Desert.jpg 826 KB
»\>: Koalajpg 762 KB
] Tulipsjpg 606 KB
2 [ File...

3

7/13/20099:32:30 PM
771372009 9:32:30 PM
7/13/2009 9:32:30 PM

Adds a new file to this policy file storage container.
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Right-click File storage and then click New -> File to import a file into the Policy file storage. Navigate to the
directory containing the file to import and then select the file.

= CenterToals DriveLock - fbentérTmB DriveL ock\Global coni'rgura{iun\hie storage]
S4 File Action View Window Help

=52 X0=HI
%4 CenterToals Drivelock File name Size Date Comment
4 G Global configuration Entertext here 7| Entertext here | 5F| Entertext here | Entertext here EEI
Setti 3
W Setfgs ) Desertpg 826 KB 7/13/2000 9:32:30 PM
s ﬁ' User interface settings B 2 =
i &2 3 7/13/20099:32:30 PM
4l Server connections o : a
| 32
@ File storage Ty Extract file... KB 7/13/2009 9:32:30 PM
5 @ Multilingual notification messages Delete
» @i Drives
> I’ Devices Properties
1+ ¥ Network profiles
= Hel
i [&5] Applications | P
b D Encryption
> @ Antivirus

.- & Management console

Extracts the selected file,

To view or modify a file in the file storage, right-click the file and then click one of the following:

e Extract file —Save a copy of the selected file to a destination you specify.
e Delete — Delete the selected file from the file storage.

e Properties — Display the properties of the selected file and where this fileis used in your policy, for examplein
a whitelist command or when a network location is detected.
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Kt.:-alla..'jpg P:mpert;r'es

General I-Usage

Kt.:-alla..'jpg P:mpert;r'es

General | Usage |

@ Koala jpg

This file is used in the following configuration elements:

Description
Size 762 KB
Madffication time FA13/2009 5:32.30 PM
Compression ratio 9%
System file Mo

Comment

Extract file... .

[ Bl H Cancel ] Apply

ok || Cancd Spply

Click Extract file to extract the selected file.

Right-click File storage and click Display system files to view information about system files that DrivelLock stores

with the policy, such as encryption certificates.

=4 Ceﬂ'ter'iruols Drivelock - {.'.Cent'e!"'lools DﬁueLoc‘t\Gioba! coni'iguraé'lon\.ﬁie storage]

=4 File Action View Window Help
e 7| EH o= BIF

94 CenterTools Drivelock File name = Size Date

’@ Server connections
o Sk :

r\%} N ¥ | Display system files
> m Drive Mew ;
;- T® Deviy
|

e Netwi View »
v [E] Appl New Window from Here
: D Encry
5 () Anti Refresh
i o Man| Export List..

Properties

Help

Comment
- @3 Global configuration Enter text here | Entertext here | Entertext here | Enter text here E’j
Settil =
) % Use:"j:e . &) Desertjng 826 KB 7/13/2009 9:32:30 PM
r 7 ’:/\\ Koala,jpg 762 KB 7/13/2009 9:32:30 PM
Q Security awareness campaign By it
] Tulips.jpg 606 KB 7/13/2009 9:32:30 PM

Toggles the display of system files.

System files cannot be deleted or extracted from the Policy File Storage.

Right-click File storage and click Properties to view information about the Policy file storage.

Click Reset storage to delete the current storage and create a new Policy File Storage.
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Resetting the current file storage deletes all files in the storage, including any system files. Ensure that you have
a copy of these files before resetting the file storage. This is especially important if you use DriveLock Disk
Protection because the Policy File Storage contains files that are required for disaster recovery operations.

6.10 Using Multilingual Notification Messages

You can define separate text messages for different languages to be used in user notification messages.

=4 Ceﬂie:%mls Drivelock —{CanférTook D!"iweLocb‘(\G‘lnbal coni'[guraﬁnn\M‘uiﬁﬁﬁgual notification messages]
A File Action View Window Help
== El |

%4 CenterTools DriveLock =
a @} Global configuration [
;_Cuj Settings
Pl "fj' User interface settings
@ Security awareness campaign
@l Server connections |
”’\.@ File storage
3 "C?L:i I\:"lﬁ‘lt‘i\‘i'n_g_u;l notification messages

Multilingual notification messages
Configure the text for multilingual user notification messages in this
configuration section.

\When you define notification for multiple languages, the Drivelock
Agent displays the text defined for the local Inaguage that is
configured in Windows.

: Cw Drives

b i_p Devices

> ? Metwork profiles
[&] Applications

- [ Encryption | Languages/Standard m:

b CD Antivirus b Configures the list of available languages and the corresponding message text for standard Drivelock
i o Management console FREsSages.

Custom messages (whitelist rules)
Configures additional custom multilingual rmessages that are used in whitelist rules,

Done

To configure languages and multilingual messages, click Multilingual notification messages.

Before you can define text for messages to be used in whitelist rules you must configure which languages are
available.
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6.10.1 Defining Languages and Standard Message Texts

24 CenterTools Drivelack - [CenterTools Drivelack\Global configuration\Multilingual notification messages\Languages / Standard ges] ‘E"E‘ |
9 File Action View Window Help [=]=]=]
== 7|2 HIF
%4 CenterTools DriveLock Language £ Comment
4 G Global @nfiguratinn Enter LE)C here F| Enter text here ‘?;‘
T Settings

a Q‘S‘ User interface settings
@ Security awareness campaign
ﬁ Server connections
@ File storage
4 f(‘} Multilingual notification messages
' Lgnguagg"ir.—_- T

There are no items to show in this view,

t%p Custom n hew 2 : Lapirinc
1> w Drives View b
i ip Eevices Mew Window from Here
> ? Metwork profiles
1+ [@] Applications Export List...
f [l; Encryption
b (B Antivirus Help

- % Management console

Adds a new set of message text definitions in a specific language.

Right click Languages / Standard messages and then click New -> Language.
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Properties
Devices Applications Tempoarary unlock
Agent Awareness Encryption
General Drive caontrol
Language Bl Endlish
Comment

X

|Usage policy
Web securty
Drive access

Endglish tests for DriveLock|

Cancel

Apply

Select a language from the list and type an optional description.

The list contains all currently available Windows languages.

On the Drive control tab, type the standard messages to be used when Drivelock locks drives.

The variable % DRV % will be replaced by the drive letter when the message is displayed.

Click Test to verify that your message appears correctly. DriveLock displays the message as it will appear to users.

£} Driveleck

Drive ZDAYE haz been locked. Pleaze call you admin in
caze thiz is not correct,

x

On the Drive access tab, specify file filtering and CD/DVD burning message texts.

The variables will be replaced when the message is displayed as follows:

e  %DRV% will be replaced by the drive letter.
e  %PATH% will be replaced by the file path.

e %NAME% will be replaced by the file name (without extension).

o %EXT% will be replaced by the file extension.

e  %REASON% will be replaced by an indication, why a file has been blocked (for example, “wrong content”).
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Click Test to verify that your message appears correctly. DriveLock displays the message as it will appear to users.

On the Devices tab, specify device messages. The variable %DEV% will be replaced by the device name when the
messageis displayed.

On the Applications tab, specify application control messages. The variable %EXE% will be replaced by thefile
name and path of the program when the messageis displayed.

On the Temporary unlock tab, configure messages that Drivelock displays when drives or device are unlocked by an
administrator. The variable % TIME% will be replaced by the duration for which drives or devices are unlocked. You
can configure separate message to be displayed depending on whether the duration is specified in minutes or an
expiration time applies. Enter the information that will be displayed on the first page of the offline unlock wizard.

On the Usage policy tab, configure usage policy settings.

You can configure Drivelock to allow access to one or more removable drives only after a user clicks the Accept
button in a popup message explaining the drive usage policy, such as the following example:

%8 CenterTools Drivelock x|

Compliance Alert

Removahle Drive Usage Policy
All use of removahle drivesis audited and subject ta our information security policy.

Before you can use any removable drive, you must confirm that you understand this policy
and that you will comply with it.

IT Departiment

‘ @ Accept | x Cancel

The following settings determine the information displayed in this message:

e  Caption text: Text displayed in the header (for example, “Company Drive Usage Policy”)

e Usage policy text: Text displayed in the message window (for example, “All access to external...”)
e Accept button text: Text used for the accept button

e Decline button text: Text used for the decline button

Optionally you can load the usage policy text from a file (either *.txt or *rtf). You can select a file from the following
locations:

e Thelocal file system on the computer where the Agent applies the policy settings

e The Drivelock Policy File Storage. Files in the Policy File Storage are prefixed with an asterisk (*).
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The DriveLock Policy File Storage is a protected storage area that is stored with a DriveLock configuration and
distributed to Agents. For details on how to import files into the Policy File Storage and how to use these files,
refer to the section “Using the DriveLock Policy File Storage”.

To display a video file instead of text, select the “Play video” check box and specify a Windows video file (*.avi), that
will be displayed in the usage policy message box. You can specify a filein the he local file system on the computer
where the Agent applies the policy settings or the DrivelLock Policy file storage.

On the Agent tab, configure messages that Drivelock displays when an administrator establishes a remote
connection to an Agent. The variable % USER% will be replaced by the name of the user who initiated the
connection when the message is displayed.

On the Awareness tab, configure standard texts for the security awareness campaign window.

Click OK to apply the changes you made and to close the dialog box.

L] CenterToals DriveLock - [CenterTaols DﬁveLock\Globa'conffguraéian\Muftiﬁhguﬂl notification m ges\Languages / Standard ] | [[ B ‘
24 File Action View Window Help EEE

| 2|2 HI|F

B S

“4 CenterTools DriveLock Language * Comment
4 @ Global configuration Eriterteat:histe 7| Enter test here E_]
U Setti
. g Use:r:r?:erfa:a settings B English English standard notifications

@ Security awareness campaign
(ﬁ Server connections
-’fﬁj File storage
Pl {Cj Multilingual notification messages
[l Languages / Standard messages
tfﬂ._') Custom messages (Whitelist rules)
i = Drives
Ip Devices
‘E“ Metwork profiles
. [f3] Applications
B [Q Encryption
@ Antivirus
- &% Management console

Theright panedisplays a list of all languages you defined.

6.10.2 Defining Custom Message Texts for Multiple Languages

In addition to standard messages you can define multilingual messages to be used in specific whitelist rules. Before
you can define custom messages you must configure the available languages, as described in the previous chapter.
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=4 File Action View Window Help

T = HJIPF

A CenterTools DriveLock —fCenférTmB DriveLock\Global coni'rgura{iun\M‘ufﬁﬁﬁgual netification messagestCustom nmsages-.mhﬂ'é.rs‘t mis]l

%4 CenterTools DriveLock
4 @ Global configuration
@ Settings
a ﬁ' User interface settings
@ Security awareness campaign
(ﬁ Server connections
”’q_!ﬂ File storage
4 ’Lf(‘j Multilingual notification messages
[El Languages / Standard messages
BT iioh e ki il

Description

Entertext here

(Z1USB drives locked

» o Drives MNew
5 [F Devices

> ? MNetwork profiles

.- [[3] Applications

p [g Encryption

b w Antivirus

- % Management consolg

View

Export List...

Help

Mew Window from Here

3 Custom message...

Adds a new customn notification message used in whitelist rules.

.Firoperiis
General

Message description

USE drives ocked|

Multilingual meszage tests

Languag;
Ef English

Meszage texd

Test

[ ok

| [ Concat || ooy |

Right click Custom messages (Whitelist rules) and then click New -> Custom message.

Type a message description. This description will be displayed in a listin the whitelist rule from which you can
select the appropriate message for the rule.

All languages you defined are displayed. To enter the message text for a language, click the language and then click

Edit.
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User netification message .

Message text
|ISB drives are locked.

Test 0K || Cancel

Click Test to verify that your message appears correctly. DriveLock displays the message as it will appear to users.

'USB drives ocked Properties .
General

Message description
USEB drives locked

Muttilingual meszage teats

Languag; Message texd
Ef English LISB drives are locked.

Test Edit...

[0k ][ Cancd [[ fes |

Repeat the procedure to define message texts for each language.

Click OK to apply the changes you made and to close the dialog box.
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4 CenterTools Drivel ack - [CenterTaols DriveLack\Global con%fgum{iun\Muf!iﬁl}guﬂl netification messages\Custorn messages Mh'rt'e.ﬁst rules)] ‘E@
24 File Action View Window Help [

e 7| XE = H|[P

=[]

%4 CenterTools Drivelock Description :
4 f‘e? Global configuration Entertet hisie T
@ Settings E

a ﬁ' User interface settings
@ Security awareness campaign
-"‘.1__'; Server connections
ffg File storage
4 {C‘\__i Multilingual notification messages
[El Languages / Standard messages
(:(L_; Custom messages (Whitelist rules)
i @ Drives
IF Devices
> ? MNetwork profiles
. [B3] Applications
B [g Encryption
@ Antivirus
- % Management console

The right panedisplays a list of all custom messages you defined.

To use a multilingual message in a whitelist rule, select the message when you configure the rule.

6.11 Configuration Filters and Conditional Settings

Background: As a general rule, a setting applies wherever the corresponding policy applies. If you want to configure
individual settings differently, you would therefore have to create a second policy. By using configuration filters for
different computers, users or times or conditional settings within a single policy, you can save yourself the trouble
of creating a new policy and thus the effort of having to maintain a large number of policies with individual settings.

Effect: With configuration filters, you can combine conditions for specific computers, users, or times in a single
policy. The configuration filter by itself has no functionality, butitis used as a criterion for conditional settings. It

can beused in all Settings nodes of the DriveLock Management Console. Proceed like this to create a configuration
filter.

Using the configuration filter in conditional settings: Duplicates of the respective node are created below the
individual Settings nodes and linked to a configuration filter.
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W Application Control - Centrally stored DriveLock j ~ Setting

v iguration
w07 Settings

Enter text here

“F| Enter text here

I&é‘} + Server daytimel

Conditional settin

=] User interface settings
B Server connections
&2 Trusted certificates
El File storage

=) Multilingual notification messages

57 Configuration filters
2& EDR

w [l Drive

& Removable drive locking
[ Drive whitelist rules
7 File filter templates
&5 Drive collections
(@ Authorized media

v |79 Devices
i35 Settings
lm| Device class locking
B Computer templates
|29 Device whitelist rules
&} Device collections

“ Network profiles
w [@] Applications

iC) Settings

@ Event message transfer settings

,@ Password to uninstall Drivelock

,@Autumatic updates

[9 Remote control settings and permissions

B Permissions on Drivelock Agent services
QConfigure Internet Connection Firewall to allow remote con...

[gAdvancad DriveLock Agent settings

,@ Start Drivelock Agent in Safe Mode
,@Run Drivelock Agent in unstoppable mode
ﬁsimulat\on mode (for testing purposes)

E?;Tenant / DriveLock Cloud synchronization
,@When impersonating users: Use "network logen” instead of ..,
,@Enable access to agents outside the corporate network (MQ...

Mot configured (Enabled)

Mot configured (Disabled)
Mot configured (Disabled)
Mot configured (Disabled)

Tenant: root, Event sync: Not conf...
Mot configured (Disabled)
Mot configured (Enabled)

?| Enter text h... ?| Enter text here

@ Application Control - Centrally stored Drivelock | » || Description
~ P Global configuration Enter text here
5 Setti
v ngs T Marketing

{©3 + Server daytime
= User interface settings
B Server connections
& Trusted certificates
Bl File storage
= Multilingual notification messages
57 Configuration filters

i

Configuration filter

& Encryption
~v [ Defender Management

FAl Caririhr swaranace

[&| Application rules L
[Z] Application behavior rules

& Application collections

7 Script definitions

{0} Settings
Windows Defender Antivirus
[ Windows Security

w

The settings defined in this node only take effect if the filter on the Computers, Logged on users or Time limits tabs is
fulfilled.

Advantages of conditional settings:

e More setting options are available than in a normal policy (for example, because you can define active times for

conditions).

You do not need to create numerous policies and their assignments
Individual settings can be overwritten more easily
You can track your settings more easily because everythingis contained in a single policy

Configuration filters also work offline

6.11.1 Creating a configuration filter

Create configuration filters as follows:

1.

In the Configuration filter node, open the New context menu (see figure).

-

W Application Control - Centrally {| Description
v & Global configuration Enter text here

Priority
V| Enter text h... ﬂ

i3 Settings

[ User interface settings TMarketlng X

E Server connections W Server daytime

& Trusted certificates

B File storage

=) Multilingual notification

? Copfimratinn filkare
% EDR Mew >
[ Drives

|59 Devices
4 Networ New Window frem Here

View ¥

[@] Applics Refresh
& Encrypt

T Defend Export List...
Egl Security Properties
% Invento

27 System Ll

Management console ||

2
1

Configuration filter
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2. Inthe configuration filter properties dialog, enter a description and, if necessary, a comment.

3. Depending on the conditions you want to set (specific time limits, computers or users), enter the required
settings on the corresponding tabs. You can find a use case here.

4. Savethe configuration filter.

5. Next, set the configuration filter as a conditional setting in any settings node of the DriveLlock Management
Console.

6. For example, if you want to link Defender Management settings to a condition for specific client computers (in
the example, the computers of the Marketing department), proceed as shown in the figure below:

W Application Control - Centrally stored Drivelock poli Setting Value
& Global configuration Enter text here ?| Enter text here ﬂ
% EDR
§ Drives y@ Enable/disable Defender Management control Mot configured (Enabled)
9 Devices ‘,@Show advanced configuration options Mot configured (Disabled)
4 Network profiles ﬂ,s\‘gclearexisting Defender Management configuration Mot configured (Disabled)
. &3 5cheduled scan da Not configured
[@] Applications Y 9
= 3 Scheduled scan time Mot configured (12:00 AM)
& Encryption g
v I Defender Management ,,@Start scan only on specific events Mot configured
{55 Settir-- % Allow users £o delav the scan Rlnt i iemd Micabladl
[ Winc MNew > Conditional setting ™
5 Wine View 5 A% Time in minutes after which the
@ Security Please select the configuration filters you want to apply to this subnode.
%, New Window from Here
= Inventer
=
Z7 Systems Export List... Description Priority Comment
Manage . [] server daytime 1
roperties I::“;:- Marketing 2

Help

ancel

7. Then select the setting you want to apply explicitly to the marketing computers. In the example, the Defender
scan should only be started on the marketing computers when no users are logged in:

W Application Control - Centrally stored Drivelock poli Setting Value
&® Global configuration Enter text here ?| Enter tex
% EDR
- “3Enable/disable Defender Management contro ot com
gg Drives Enable/disable Defender Manag | N
129 Devices ,@Shnw advanced configuration options Not corr
4 Network profiles 6¢Q§C|eare1<|5t|r1g Defender Management configuration Mot com
[@] Applications @Schedu\ed scan day Not corr
& Encryption ,@Schedu\ed scan time Not corr
v 5 Defender Management 6;@Star‘i: scan only on specific events Mot com
v 33 Settings Properties ? x
i85 + Marketing
E| Windows Defender Antivirus General
[ Windows Security
5 Security awareness Start scan only on specific events
% Inventory and vulnerability scan
2 Y ty .
q?’"f Systems management O Not configured
(@) Setto valus

Management console

[] when the screen saver is corfigured and active
when no users are logged in
[ outside the times specfied in Windows Focus Assist

Help

To reduce the load on the computer, the scan execution can be limited to
certain events.

Concel | ol

8. Saveyour setting and then assign the policy.
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6.11.2 Use case

Target: You want to disable automatic updates during the day for certain DriveLock Agents (servers).

Proceed as follows:

1. Create a new configuration filter.

2. Enter a description (for example Server daytime) and a comment in the dialog. Is active is ticked by default.
3. On the Time limits tab, select when the rule will be active (during the day).
4

On the Computers tab select the Rule is active only on selected computers option and add the server(s) you want
to use from the Add drop-down list.

Wi Application Control - Centrally stored DriveLock poli Description - Priority Comment Active
~ & Global canfiguration Enter text here | Entertext h... °F| Enter text here “F| Enter text h... ﬂ C
w i35 Settings TV okt 5 v i
B3 + Server daytime ¥s ! ;ng . - YES P!
=] User interface settings erver daytime =
B Server connections Properties 7 X| Properties 7 X

&1 Trusted certificates

E File storage General Computers  Users  Usage General Time limits Users  Usage

) Multilingual notification messages | Rule is active during selected hours (O Rule is active on any computer
e ERConflguratlon il 0 2 4 B 8 10 12 14 16 13 20 22 (®) Rule is active only on selected computers
@ Drives Al () Rule is active on all computers, except the ones selected
|29 Devices Monday I Computer .
¥ Network.profl\es Tuesday I 2| Server (OU=Computers OU=Drivelock DC=D...
|§_| Applications Wednesday I
& Encryption
= Defender Management Thursday
Eg Security awareness Friday I
é}g Inventary and vulnerability scan Saturday I
<7 Systems management
Management conscle Sunday I
I (@ Rule active |— (O Rule not active
[ Rule is active from  [15.12.2020

[ Rule is active until  [15.12.202

Cancel HApply Cancel HApply

Remove

=1

5. Savethe configuration filter.

6. The configuration filter you created now appears in the corresponding node and can be used as a conditional
setting.

7. Todo so, select the Settings subnode in Global configuration, open the context menu, select New and then your
Server daytime configuration filter as the Conditional setting.

W Application Control - Centrally stored DriveLock poli Setting Value
v &f Global configuration Enter text here °F| Enter text here
v {5 Set”
B Us New » Conditional setting Perpetual license and o
5 L9 REMOTE CONTIOl SETTINGS 3Na [ jssions Mot configured
B view >
B T ' b
B Fil Mew Window frem Here
= M Eremlsn Please select the configuration filters you want to apply to this subnode. e
7 Co

g@ EDR Properties Description Priority Comment
[& Drives Help Server daytime 1 I
|29 Device. i Marketing 2 I

= Metwork profiles I
[@] Applications
& Encryption u
) Defender Management I
Eg Security awareness e
% Inventory and vulnerability scan
:? Systems management

Management console

Cancel
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8. Next, open the Automatic updates option in this conditional setting and uncheck DriveLock Agent thatis set by
default.

Wi Application Control - Centrally stored Drivelock poli Setting Value
v F Cj!oba\ configuration Enter text here ?| Enter text he
(0} Setti
v ngs . Remote control settings and permissions Mot configu
& +5 dayt 9 P 9
+ Server daytime P
|=4 Permissions on Drivelock Agent services Mot configu
= User interface settings g 9
E Server connections @ Event message transfer settings MNet configu
£ Trusted certificates ﬁ&nfigurelnteme‘c Connection Firewall to allow remote con..  Net configu
1 File storage ‘,@Password to uninstall Drivelock Net configu
=) Multilingual netification messages [ Advanced DriveLock Agent settings Not configu
57 Configuration filters ‘,@Star‘t Drivel ock Agent in Safe Mode Not configu
% EDR @RUH Drivelock Agent in unstoppable mode MNet configu
[E] Drives A simulation mode (for testing purposes) Mot configu
|3 Devices Q@Automati( updates Configuredl
+ Network profiles Automatic updates Properties ? % |root
[@] Applications hfigu
B Encryption General nfigu

% Eefen.der Management Enabled automatic updates

B I:\f:r:;tny av::rdeszlsrjerabih scan | DriveLock Agent

_f &4 ty [] DriveLock Management Console
riveLock Control Center

7 Systems management DrivelLock C IC

Management console
Update schedule

A tomatic updates will be fetched from Drivelock Enterprise Service. The
default schedule verfies for shortly after the agent starts

[ Use explicit schedule
< Task not scheduled

Edit schedule

Randomize automatic update interval
Start updates &t a random offset after the scheduled time and

1] < minutes afterwards

[ Perform reboct to update agent
Show user information for & = | minutes

Alow the user to defer installation for a total of | 500 2 | minutes

Corcel | | ot

£ >

9. Saveyour configuration.

Conclusion: The rule with the conditional setting Automatic updates is switched off on the defined servers during the
day, but active on all other Drivelock Agents (as defined in the normal settings).

Explanation: Conditional settings override the normal settings

If there are several conditional settings, the priority of the configuration filters determines which oneis
applied. You can adjust the priority.

Administration Guide 2021.1 118 © 2021 DriveLock SE



.I‘Drive LOCI( Configuring Global Drivelock Settings

6.12 Configuring Additional Settings

To configure additional settings, go to Global configuration -> Settings and then scroll to the bottom of the taskpad.

%A CenterTools Drivelock - [CenterTaols Drivelock\Global conffguraéian\ﬁeﬂings’] | [[ B ‘
24 File Action View Window Help EEE
=7 H
94 CenterTools DriveLock .'ffj éqerfw.t remaote cnntrcl settings ;nd permilssinn.s . - " i o o
o Global fi ti onfigures encryption, port and protocol settings as well as a list of users who are allowed to access
# C:? o; SRR DriveLock Agents using remote control, By default, only members of the Administrators group on the
) settings client computer and Domain Administrators are allowed to use this function.

4 ﬁ' User interface settings
@ Security awareness campaign

-".J__’a Server connections Event message transfer settings (Configured)
-j?!j File storage -';E ﬁ Caonfigures for which events Drivelock generates messages and how these messages are processed, Event
- information can be saved to the local Windows Event Log, sent as SNMP traps, via SMTP mail, or
transferred to a Drivelock Enterprize Server, You can also configure the suppression of duplicate event
messages and whether event information is cached while Agents are offline.

Pl {Cj Multilingual notification messages
El Languages / Standard messages
ti?._') Custom messages (Whitelist rules)

i = Drives =

IF Devices 1:__# Automatic updates (Mot configured)

‘E\' MNetwork profiles | 1“ Configures how and when Drivel ock Agent should update itself and used engines from Drivel ock
. [f] Applications ¥ Enterprise Server published software packages.
B [g Encryption

@ Antivirus

Collection of inventory data (Mot configured)
Caonfigures how DriveLock Agent collects hard- and software inventory data which will be sent to
DrivelL ock Enterprise Server. All collected information can be examined using Drivelock Control Center.

- % Management console

Simulation mode (for testing purposes) (Mot configured)

Configures whether DriveLock Agents run in simulation rmode,

In this mode DriveLock behaves as configured but does not block any file, drive, device, or application.
Use this mode to test your configuration without impacting users,

m

Advanced Agent settings
These settings determine advanced options on Agents,

,ﬁ Configure Windows Firewall to allow remete control (Mot configured)
Caonfigures the Windows Firewall in Windows XP 5P2 and later to allow incoming Agent remote
control requests.

[9 Advanced Drivel ock Agent settings
Configures various settings, such as communications intervals,

Done

6.12.1 Configure the Internet Connection Firewall to Allow Remote Control

To allow remote control of the Drivelock Agents on computers using the Windows Firewall, you must configure the
firewall to allow these connections. Remote control requires that incoming connections on TCP Ports 6064/6065
(default) and the program “DrivelLock” are allowed in the exceptions list of the Windows Firewall. DrivelLock can
create these two rules for you.

Click Configure Internet Connection Firewall to allow remote control:
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Properties "
General

Corfigure Intemet Connection Firewall to allow remote contral (Windows XP
SP2 and newer}

@ Enable {default)
(7 Disable
() Not corfigured

Help -

Enable this option to allow Drivelock Agents to configure the Windows
Firewall (Windows XP 5FP2 and newer}. This will create rules for appropriate
TCF ports, and set Drivelock as a trusted application.

[ ok ][ Gace |[ ek |

Select Enable and then click OK to have Drivelock creating the necessary rules for you.

Rules that were previously created by DriveLock are not removed if you later change the selection to “Disable”
or “Not configured”.

6.12.2 Advanced DriveLock Agent Settings

Use these options to optimize DriveLock Agent operations on client computers.

To open the Properties dialog box, click Advanced DriveLock agent settings.
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F&mperﬁﬂ- 2 ]
General i-_lrdenrals_

Other options ~
[7]©On startup, allow logon before Drivelock has completely started

[ 0K ] | Cancel Anphy

To prevent a user from logging on and using Windows Explorer before the DrivelLock service has been started,
Drivelock has an integrated service dependency. As a result, after the Drivelock agent has been installed the logon
screen may not appear as quickly as usual. This mainly occurs on fast computers. The setting “On start-up, allow
local logon before DriveLock has completely started” let users log on to a computer sooner after starting the
computer but Drivelock rules may not be enforced immediately after the user logs on. For example, users may be
able to access removable media even though your policy doesn’t allow this access.

When Windows XP starts it displays the logon screen before the boot process is finished. Some services may
still startin the background while the user is logging on. By default, DriveLock delays the display of the logon
screen until the Agent has started and can enforce policy settings.

Click the Intervals tab to configure the intervals of certain recurring Agent tasks.
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Properties 2 ]

| General | Intervals

[#] Enable perodic reloading of configuration file / centrally stored policy

Reload file every |_,| A min.

[T] Enable pefiodic check for policy and cerfiguration changes

Policy and corfiguration changes are nomally applied as soon as they
become available to the Agent. Enable this option only if instructed to do
s0 by Drive Lock technical support staff.

Check: for changes eveny 1440 min.

Timeout when waiting for Windows Teminal Services to finish initizlization
{changing the time can affect user logon detection])

Timeout for WTS J 60 sec.

Perodic check for user logon changes (Windows 2000 anhy}

Checlh: for changes every U 20 sec.

[ 0K ] | Cancel Anply

Select “Enable periodic reloading of configuration file” to force a DrivelLock Agent to periodically reload the
configuration settings from a configuration file or centrally stored policy and configure the reloading interval.
Changes to a these types of policies are only applied when the configuration file is reloaded. By default the Agent
only reloads the policy settings only when the Drivelock service is started.

Select “Enable periodic check for policy and configuration changes” to have Drivelock to check for local configuration
changes in addition to Group Policy changes. Usually, Drivelock automatically detects changes to a local
configuration or a Group Policy Object in real-time. If this real-time check does not work correctly in your
environment, select this option and then configure the interval.

Configure the setting “, Timeout when waiting for Windows Terminal Services ...” to delay detection of the currently
logged-on user until all logon scripts have completed in a Terminal Services environment. Increase this interval if
you use logon scripts that take more than 15 seconds to complete.

Use the slider “Periodic check for user login changes” to configure how often DriveLock checks whether the currently
logged-on user has changed. This setting applies to computers running Windows 2000 only.

6.13 Self-service groups
Self-service groups are designed to allow authorized users to temporary unlock DriveLock Agents without using a
Drivelock Management Console (MMC) or a DriveLock Control Center (DCC).

If you are not familiar with unlocking Agents read chapter Unlocking Agents first. Basically unlocking with self-
service uses the same settings and mechanism.

Example:

Industrial robots need new software to be installed and the robots are protected by DrivelLock Device Control (DC)
and Drivelock Application Control (AC). To be able to install the new software from an USB stick the robots have to
be unlocked temporarily.
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When the machine operator plugs in the USB stick, a logon window appears where they can authenticate. If they are

authorized the unlock wizard starts and they can unlock Drives, Devices and Applications. Now they are able to run
the setup from the USB stick.

o [ Uilock multiple computers L

Q:C:Jﬂvel.od( Define devices or modules to temporary unlock n
Select the type of extemal devices and/or program modules to
Usage Policy IT-Security unlock. @
Using extemal storage is of high risk. i you press accept, your storage media will be unlocked g D Drives (USB sticks. hard disks etc.)

for a short period.

This operation will be audited, ﬁ [] Devices (blustooth, keyboands, mice etc.)

=& [] Applications

Accept policy with different account

Usemame: |diadmin Your Windows password:
‘« Accept Hx Decline ‘

< Back Mex = Cancel

6.13.1 Configuring self-service groups

In your Drivelock Policy open Systems management / Self-service groups to add a new group (right click / New / Self-
service group) or to edit (double click) an existing group.

W CenterTools Drivelock

- O
wf File Action View Window Help
e 2B H H WP
il My test policy - Centrally stored Drivelock policy Descriptioa Users and groups Computer or group Comment
& Global configuration Enter text here | Enter text here | Enter text here “F| Entertext h... 7
]% g::iecses mICS Self Service G... Mo one Mo one

“ Metwork profiles

[@] Applications

& Encryption

Eg Security awareness

~ g@ Systemns rmanagement

{G§ Settings
Power management
L Self-service groups

Management console

Self-service options

Here you can configure the user experience for the self-service wizard and decide which options the user gets
shown.

Administration Guide 2021.1 123 © 2021 DriveLock SE



Configuring Global Drivelock Settings

4 riveLock

Properties ? X

General Sefservice Options Users  Computers

Description
ICS Seff Service Group| |

Comment

End-user information (displayed when selecting help groups)

| [

Properties

General Seffservice Options Users  Computers
Selected seff-service features are available for this group:
Temporarily unlock computers (online)

Types of devices and modules allowed to unlock

Drives

Devices

Smart phones

Ppplication control

Microsoft Defender

Options for unlock wizard

Maximum allowed unlock interval

[ Disable option "Unlock until <time>"

[ Use simplified module selection page on unlock wizard

[[] Hide advanced options page on unlock wizard
Allow automated tempoarary unlock

Hide module selection page, enable all allowed modules

Automated unlock options...

Concel | | ot

General tab: enter a short description and a comment to identify this self-service group. Use the field End-user

information, to display an explanation for the user, when and how to use this rule. The text will be shown in the

wizard if more than one self-service group is configured and the user selects one of them.

Self-service tab : only device types and modules which are checked here can be unlocked through the wizard.

If you select to use the simple module selection page in the wizard the user will exactly get these options and no

advanced options will be offered. Otherwise the user gets the option to select the devices more granular and

advanced options may be offered on a next page.

Define devices or modules to temporary unlock n
Select the type of extemal devices and/or program modules to @
unlock.

n [] Drives {USB sticks, hard disks etc.)
ﬁ [] Devices (blustocth, keyboards, mice etc.)

=£] [ Applications

< Back Mext > Cancel

Define unlock settings n
Select which type of drive or device you want to unlock. @

Select the drives and devices to unlock:

O ﬂ Floppy digk drives ~
I ¢2)CD-ROM drives

[[].%* USB bus connected drives

[ &= Firewire (1354) bus connected devices

1.2 5D card drives {SD-bus)

[ 5P Fixed disks (eSATA and other non-removable, non-sy...
O D Encrypted volumes

[ & Cther removable drives

D @ Metwaork drives and shares

Unlock all [w]divetypes  [®] device types

< Back Next = Cancel

Allow automated temporary unlock: This option is for experts only. Read white paper Self-Service Automatic Unlock

feature or ask DriveLock Consulting Services for more information.

If you unlock smartphones, other MTP devices are automatically unlocked as well.

Users and Computers

Windows users can be selected who are allowed to use the unlock wizard. Add computers on which these users can
unlock agents using the wizard. If you only add < local computer > the user can unlock any computer where this
policy applies and where they can start the unlock wizard locally. You may also add computers, computer groups or
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OUs from the Active Directory or just enter computers By name. Then the wizard will display a list of computers
where the user can select which computers to unlock remotely either from a list or from the Active Directory
structure.

Unlock multiple computers
Select computers to unlock n
Select all computers you want to unlock temporarity, O
= r lacal Find

=k [_)'.‘Ocimp s [ @ roECTSA

= huc] [] B ROBOTSC

= REG ] @ ROBOTSE

- [] B ROBOTSG

[ 8 RoEQTS

Show Active Directory structure

< Back Next > Cancel

Export/import self-service groups

Open Systems Management / Self-service groups / Right click All Tasks to export/import self-service groups to/from a
CSV file. You may use the export as template to multiply existing groups for other users and/or computers.

For the import:
e don't modify existing headers

e additional columns will be ignored
e if thevalue for Unique ID is empty a new entry will be created, otherwise the existing entry will be updated
e AD read permissions are required, to perform the import

Ask Drivelock consulting services for more information.

6.13.2 Start the self-service wizard

By default, the self-service wizard will not be offered to the end-users. You have to enable your required options in
the policy. Open Global configuration / User interface settings / Agent and awareness campaign user interface
settings.

e Starttheself-service wizard in the Drivelock User Interface: tab General - check Unlock via self-service wizard.

e Startthe self-service wizard from the start menu: tab Start menu - check Show link to self-service wizard in
start menu.

e Startthe self-service wizard from the Taskbar Icon: Global configuration / User interface settings / Taskbar
notification area settings / Tab Options / Add Self-service.

You may also configure, to start the self-service wizard, when a usage policy applies (see example above).
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General | Fiter / Shadow | Messages | Options | Drive letters | Commands

[] Display custom message in user notification

User notification message to display when access is denied

["] Mlso display message when access is granted

[ ] Display no message when this rule is activated

[] Do not generate audit everts when this rule is activated

|Uzer must accept usage policy before rule will be applied
Launch self service unlock after accepting usage policy
Require password for accepting usage policy

Ask for and validate Windows password
Allow authorized user login Authorized users...

Car

e Inany rule (either basic rules or whitelist rules), including usage policy which the user has to accept before
the rule will be applied, you may also configure that the self-service wizard will be started as soon as the user
accepts the usage policy. In the rule open tab Messages and check Launch self service unlock after accepting

usage policy.

e |f you want that other users but the one logged in to Windows shall accept the policy, check Require password
for accepting usage policy, Ask for and validate Windows password and Allow authorized user login. Click
Authorized user to edit the list of users who shall do so and check Enable "logon as user" option by default.
The self-service wizard will "run as" the authorized user.
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Settings in Rules Across Modules

7 Settings in Rules Across Modules

Some settings are cross-module and available in most of Drivelock rules similarly.

7.1 User Permissions

To configure user access, on the “Permissions” tab define how users can access the drive.

Mew whitelist rule Properties 7

Computers Metworks Logged on users Ciptions

General Pemmissions Pwareness Time limits

Device locking behavior

(@) Allow
() Deny (lock) for all users
() Derty (lock), but allow access for defined users and groups

x

User or group

Cancel Foply

Select one of the following options:

e Allow: Every authenticated user can access this drive.

e Deny (lock) for all users: Nobody can access this drive, itis completely locked.

e Deny (lock), but allow access for defined users and groups: The drive is locked, but the specified users or groups
are allowed to use the drive either in read only mode or with write permissions.

Click Add to add a user or group to the list, and then specify whether the user or group can copy files to the drive or
only read data fromit. To remove a user or group from the list, select the user or group and then click Remove.

7.2 Time Limit Settings

If you want a rule to be active only during a certain time (for example only on Wednesdays or on weekdays between
9 A.M. and 5 P.M.) you can specify time limits for the rule. You can also specify start and end dates for a whitelist

rule.
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Mew whitelist rule Properties

Computers Metworks

Rule ig active during selected hours

Logged on users
General Permissions Awareness

0 2 4 6 3 12 14 18 20 X2
a | |_|U_|M|_|_|U_|M_|
| Money |
TI.HSdE]"_ I
_ Wednesday I
Tm:;day_ I
Friday I
Soturdey RERNANERENR
saoy ||| AANEENENERR
I () Rule active ’7 (®) Rule not active
[]Rule is active from  [11.05.2021
[] Rule is active until
| Concel || Popl

x

Cptions

First select the appropriate time block or blocks by clicking one or more rectangles, an entire column or a row, and

then click “Rule active” or “Rule not active”.
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7.3 Settings for Computers

On the “Computers” you specify the computers on which a whitelistruleis applied.

Mew whitelist rule Properties [ >

General Permissions Awareness Time limits
Metworks Logged on users Options
i) Rule is active on any computer
(®) Rule is active only on selected computers

() Rule iz active on all compters, except the ones selected

)

Computer
B KLAWINTDTEM

=
Corcel | oy

Select from the following options:

e Activate this rule on all computers
e Activate this rule only on the specified computers

e Exclude specified computers from this rule

Click Add to add more computers to the list. You can select a computer, a group of computers or an organization unit
from the active directory. Click Remove to delete a group or computer from the list.

7.4 Logged on Users

On the Logged on users settings tab you specify whether the rule is applied only to certain users and user groups.

User and group validation is different from user permissions defined on the Permissions tab. Validation only
determines whether arule is applied to a user. If the rule is applied, DriveLock then allows or denies access
based on the rule’s permission settings.
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MNew whitelist rule Properties ? >

General Pemissions Time limits
Computers Metworks Logged on users Cptions
0 These =ettings do not control permissions on devices. Instead they are

uzed to evaluate whether this whitelist rule is applied to a drive. To
control access pemissions, use the settings on the "Pemissions” tab.

ﬂ These settings do not work in Temminal Services environments with more
than one user logged onto the agent computer.

(®) Rule is active for all users and groups
() Rule is active only for selected users and groups
() Rule is active for all users and groups, except the ones selected

o
|User ar group

Add Remove

Concel | | owly

Select from the following options:

e Activate this rule for all users
e Activate this rule only for specified users or user groups
e Exclude specified users or user groups from this rule

Click Add to add more users or user groups to the list.
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7.5 Network Settings

On the Network settings tab you specify whether the ruleis applied only in certain network locations.

Mew whitelist rule Properties 7 x

General Pemissions Awareness Time limits
CompLters Logged on users Options
(®) Rule is active in any network location
() Rule is active only in selected network locations
() Fule is active on all networks, except the ones selected

=y

Metwark location

Add Femove

Cancel Foply

Select from the following options:

e Activate this rulein all network locations
e Activate this rule only in the specified network locations
e Exclude the specified network locations from this rule

Click Add to add more defined network locations to the list.
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7.6 Additional Options

Mew whitelist rule Properties ? >

General Permissions Awareness Time limits
Computers Metworks Logged on users

Digplay custom message in user notification

Lger notification message to display when this rule is activated

‘ These smartphones may only be used in compliance with the
applicable corporate policies.

-

[] Aleo display message when access is granted
[] Display no message when this rule is activated

[[] Do not generate audit events when this nule is activated

Concel | [ oo

Select the “Display custom message in user notification” checkbox to activate the user notification message for the
whitelistrule.

In the text edit box, type the message. DriveLock will display this message regardless of the client computer’s
language setting. If you use this type of notification message, DriveLock displays a key icon near the top left corner
of the text edit field.

If you have defined multilingual messages you can select such a message instead. To select a multilingual message,
click the “down arrow” button and then on the drop-down menu click “Select multilingual message”.

Multilingual messages contain different messages in multiple languages for the same notification. Before you can
use such a message you must define itin the Global configuration section of the policy. When you select a
multilingual notification message, DrivelLock displays the text in the language of the currently logged-on user.

Click a message and then click OK.

If you use this type of notification message, DriveLock displays a speech bubble icon near the top left corner of the
text edit field.

To display the same message when a user connects a drive and the rule allows access, select the “Also display
message also when access is granted” checkbox.

To not display any notification message when this ruleis activated, including any default language message that
you defined for all drives, select the “Display no message when rule is activated” checkbox.

To not generate any audit events when this ruleis activated, select the corresponding check box.
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8 Endpoint Detection and Response (EDR)

Endpoint Detection and Response (EDR) allows you to monitor and configure all events that are related to DrivelLock
and its modules.

The basic functionality includes transmission of Drivelock events and the ability to respond to these events.
In addition, the separate EDR license provides you with further functionality:

e Monitor third-party events

o Defineand usefilters, alerts and responses

e Apply parts of the Application Control functionality

e Use parts of the MITRE Attack Framework, which is supplied as importable Drivelock rules.

For more information about MITRE Attack and Application Control, see the corresponding documentation on
Drivelock Online Help.

8.1 Event Transfer

Before you can audit Drivelock operations you must enable the transfer of DrivelLock events. Events can be saved to a
Windows Event Log, sent by SNMP or e-mail (SMTP) or copied to the central DrivelLock database.

There are two event sources that you can configure together:

e Drivelock Agent events (source: “DrivelLock”).
e Drivelock Management Console events (source: “DriveLockMMC”)

The recommended tool for analyzing DrivelLock events is the DriveLock Control Center with its flexible, powerful and
easy-to-use sorting, filtering and grouping capabilities. You can also monitor DriveLock events by using an event log
consolidation tool, such as Splunk.

When storing event data in the central database, the events can be anonymized. This allows for compliance with
legal requirements for keeping user-related data private. When you activate this feature, user and computer names
that are part of the event data are encrypted and cannot be viewed or printed by regular administrators. Decrypting
and viewing this data can only be done with the authorization of multiple individuals. For example, you could
require a representative each from your legal department and your personnel department to perform the decryption.

8.1.1 Configuring Event Message Transfers

You can configure which Drivelock event messages to log and where to store them. If you configure a remote
destination and the computer is not connected to the network, all messages are temporarily stored on the local
computer.

In the DriveLock Management Console, in the console tree on the left, open the EDR subtree, then the Events subtree.
In this subtree all events are grouped according to the components that generate them. Selecting a node displays a
list of available events in the pane on the right.

To change settings for a specific event, double-click it to open its Properties dialog. The General tab allows you to
define where this event shall be sent (multiple destinations are possible) and if multiple occurrences in a short time
interval should be suppressed to conserve space in the log file(s).

The destinations shown need to be further configured, which is described in section 7.2.

The Responses tab can be used to trigger a specific action when this event occurs. The action needs to be described
as a Response Definition beforehand; refer to section 7.3 for details. The Event info tab shows the event message text
and parameters in detail. This information is useful when creating event filters.
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To quickly route multiple events to a destination, select them in the right pane (using Shift- and Ctrl-Click), then right-
click on the selection. The context menu that opens contains a sub-menu All Tasks, which contains options to enable

or disable each available event destination for all selected events.
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Enable 'Windows Event Log'

Disable "Windows Event Log'

Enable 'Drivel ack Enterprise Service'
Disable ‘DriveLock Enterprise Service'
Enable 'E-Mail (SMTP)'

Disable 'E-Mail (SMTP)'

Enable 'SNMP'

Disable ‘SNMP'

Set to 'Not Configured’

8.1.2

Configuring Event Transfer Destinations

Each of the possible destinations where events can be sent requires different specific settings. To configure event
transfer destinations, expand the Global Configuration node in the console tree on the left and select Settings. Then
click on Event message transfer settings in the right-hand pane to open the settings dialog. The individual tabs of
this dialog are described below.
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8.1.2.1 Configure the event log destination

On the Event log tab, you configure which event log DrivelLock uses to store the events locally.

These settings control whether the Agent sends events to the Windows Application Event Log or to another event log.
If you don’t use the common Application log, specify the size and the behavior when the Drivelock log file fills up.

8.1.2.2  Configure SMTP server settings

Select the SMTP tab to configure SMTP settings for sending event messages using e-mail.

Check Enable SMTP event messages to enable messages to be sent using e-mail. Provide information about your mail
server, sender, recipient, etc. For successful delivery you also need to ensure that your e-mail server will accept
messages with the settings you specify. If your mail server requires authentication you mustalso supply
authentication data.

To configure the content of e-mail notification messages, click Message text and complete the information in the
dialog box. Click the > buttons to insert placeholders for event-specific parameters into the subject line or body of
the message. You can also select the option to send the message as HTML mail instead of plaintext.

Click OK to accept the format of the message.

Click Test to send a test e-mail to the recipients you specified. After a short time, a notification will appear,
informing you whether all settings were specified correctly to send e-mail messages.

8.1.2.3  Configure SNMP server settings

On the SNMP tab, check Enable SNMP trap messages to activate event log message transfer using SNMP, and then
type the destination information.
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8.1.2.4  Configuring Enterprise Service connection settings

On the Server tab, check Enable event forwarding to DriveLock Enterprise Service to activate event message transfers
to the Drivelock database.

Select the Report Agent status to server checkbox and choose the time interval for sending status messages. By
default, the Drivelock Agent sends status messages to the server every 300 seconds. Note that the server connection
needs to be configured under Global Configuration / Server Connections.

8.1.2.5 Additional Event Transfer Options

The Settings dialog provides a few more tabs with settings that apply to more than one of the available event
transfer destinations.

8.1.2.5.1 Anonymizing event data

In some jurisdictions, such as Germany, the use and storage of personally identifiable data is tightly regulated.
Regulations and legal requirements may also apply to such data when it could be used for surveillance of user
activities.

To enable organizations to comply with privacy laws, DriveLock includes functionality that can preventan
administrator or company management from using event data to track the activities of specific users. The Drivelock
Agent can anonymize user and computer names in event data, for example data it sends to the DrivelLock Enterprise
Service. This is done by encrypting these fields in events. You configure the settings for this on the Data
anonymization tab.

By default, the data for each Drivelock event contains the name of the computer and the name of the user. This data
is transmitted over the network if you send event data to the DriveLock Enterprise Service. You can change this by
configuring the following settings for user account data, computer account data or both:

¢ Encrypt information: User name and/or computer name are encrypted using one or more public keys before data is
transmitted. If needed, the data can be decrypted using the DriveLock Control Center. This setting enables specific
events to be tied to a user or group when the need for this arises at a later point.

¢ Do not store any information: User name and/or computer name are not transmitted. This setting completely
prevents specific events to be tied to a user or computer.

Only event data that is transmitted to the DriveLock Enterprise Service can be decrypted later. Encrypted fields
in events that were transferred using SMTP or SNMP cannot be decrypted later.

If you activate encryption for one or both fields you also need to specify at least one certificate. The keys thatare
associated with these certificates will be used to encrypt and decrypt user and computer fields in events.

Click the Add button and Select existing to add an existing certificate, or click Create new to generate a new
certificate. If you choose to create a new certificate, the Event encryption certificate creation wizard starts.

Click Next, then select a folder to which the certificate will be saved or select to store the certificate and associated
private key on a smartcard. Certificate files are always stored using the same file names: DLEventEncrypt.cer for
the certificate file, DLEventEncrypt.pfx for the PKCS#12 file that contains both the certificate and the matching
private key. If you want to store two certificates in the same folder you need to rename these files before creating the
second certificate. If you try to save a certificate in the same folder where another identically named certificate
already exists, the wizard warns you and requires you to select a different location for the certificate files.

Click Next. If you selected a smartcard for storing the certificate you will be prompted to select or insert the card.
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For technical reasons, the smartcard or token you use needs to allow exporting the private key of a certificate.
Without this functionality it will not be possible to decrypt data at a later time. If you are not certain whether
your smartcard supports private key exporting, conduct a test before encrypting production data.

Store the certificate (.pfx) files or smart cards in a secure location to ensure that they will be available when you
need to decrypt event data in the future. If one of the certificates is lost, decryption is no longer possible!

Type a password that will be used to prevent unauthorized access to the certificate’s private key, i.e. to the
DLEventEncrypt.pfx file. Confirm the password and then click Next.

To ensure that you will not forget the password in the future, consider storingitin a secure location, such as a
safe.

When the certificate files have been created the wizard displays a confirmation.
If you store the certificate and its keys on smartcard you are prompted for the smartcard’s PIN.
Click Finish.

After you created the certificate it appears in the certificate list. You can create additional certificates. When you
configure multiple certificates, all of them are used for decrypting event data and all of them are also required for
decrypting this data. This lets you implement policies that require multiple individuals to perform the decryption.
For example, you could require someone from both the personnel department and the legal department to perform
the decryption. To do this you would need to configure two sets of certificate files and hand one to each
department’s representative.

To view additional information about a certificate, select the certificate and then click Properties.

When you create a certificate, itis also stored in the certificate store of your Windows user account.

Because all certificates and associated private keys are also stored in the Windows certificate store of the user
who created them, you may need to delete one or more certificates from this store to implement a policy that
requires multiple individuals to jointly perform the decryption.

The selected fields will be encrypted as soon as you accept the settings and DrivelLock Agents receive the updated
policy.

For information about decrypting event data, refer to the DriveLock Control Center Manual.

8.1.2.5.2 Transfer options

Click the Options tab to define how Drivelock processes DriveLock Enterprise Service messages when the clientis
offline. Event messages can be temporarily stored locally if the Drivelock agentis unable to deliver them to the
configured destination.

Select Queue events when offline to enable temporary storage of messages. DriveLock Agents always use an internal
memory-based queue to temporarily hold events when they are generated faster than they can be processed. In
addition, you can configure the Agent to store events in a disk-based queue when the Agent is offline and cannot
contact the Drivelock Enterprise Service. Events are automatically deleted from both queues once they have been
processed. You can configure the maximum number of messages these queues will hold. If either queue exceeds the
limit you configured, additional events are no longer forwarded to the DrivelLock Enterprise Service and only written
to the local event log.

Normally each Agent transmits event data in real time to the locations you configured. In system environments
where available network bandwidth is limited, the DriveLock Agent can collect events and send multiple events
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together in batches. To activate this setting, select the Send events in batches checkbox and configure a packet size
and interval suitable for your network environment.

8.1.2.5.3 Customizing the reported computer name

If you do not want the standard Windows computer name reported as the origin for an event, the Computer Name
tab provides several options to customize the name used. The computer name can be retrieved from a registry key, an
INI file, or even provided by a custom DLL that returns the name. Select the applicable radio button and enter the
information required for the option chosen.

8.2 Event Responses

In addition to simply sending event messages to various destinations, the DriveLock Agent can also initiate a local
event response when the event occurs. Such a response can be the execution of a program or script, or taking a photo
using a webcam connected to the system. Responses can be used with individual events (see section 7.1) and Alerts
(section 7.5) after they have been defined and named.

To create a new response definition, navigate to the Response definitions node under the EDR node of the policy.
Right-click on Response definitions and select New... from the context menu. The following Response types are
available:

e PowerShell script: Executes a named PowerShell script with optional parameters from the event the response
relates to.

e Batch script: Executes a batch script using the standard command processor, with optional parameters.
e Command line execution: Starts an arbitrary executable file, with optional parameters.
¢ Show awareness campaign: Displays a defined awareness campaign when the event occurs.

o Take picture using webcam: Takes a photo when the event occurs and transfers it with the event. This option
should be used with care, as it can quickly use a lot of storage spaceifitis triggered too frequently.

Responses are defined using a tabbed dialog. The General tab allows setting a name and an optional comment for
the response.

The Script or Command line tab is used to assemble the command or script to be executed, including any parameters.
The command line can simply be typed into the text box or created by selecting an executable/script and any
parameters required. However, to use the Insert parameter button, parameters need to be defined first on the
Parameters tab.

For all response types a set of options is available to define conditions for use: The Computers, Networks, and Time
Limits tabs can be used to enable or disable the response if certain conditions are met. This could e.g. be used to
trigger the response only on certain computers while they are connected to the company network and the event
occurs outside regular office hours.

When all settings are complete, click OK to save the response definition. Itis added to the list of response
definitions on the right, which is then used to provide a selection of responses to events and alerts (see 7.5 below).

8.3 Event Filters

Event filters can be used to select certain instances of an event based on the event parameters; events often contain
additional information besides the event number and message. This information can be used to distinguish
instances of an event that are of interest from those that are not. By defining event filters separately, they can
quickly be reused in rules requiring a selection of events.
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To create an event filter, right-click on the Event filter definitions sub-node of the EDR node and select New... from
the menu. Alist of available events is displayed. Select the event this filter will apply to and click OK.

Atabbed settings dialogis displayed. On the General tab a name for the filter can be entered in the Description field
—this is the name that will be displayed in the event filters list after the definition is saved.

The Filter criteria tab is used to specify how the various instances of the event are to be filtered. With the Add button,
criteria and logical operators can be inserted into the filter specification displayed in the box. The available criteria
vary with the event type, depending on the additional information logged with the event. The logical operators can be
used to combine multiple conditions for event selection.

To describe a condition, start by adding an operator. The following operators are available:
e AND: All the criteria associated with this operator must match
e OR: Atleastone of the criteria associated with this operator must match

e N:Atleastn criteria of the listed (more than n) criteria associated with this operator must match. The number n is
selected when adding the operator.

To associate a criterion with an operator, select the operator in the list, click Add, and select Criterion. From the list
of event parameters that appears, select one and click OK. In the next dialog the criterion is completed by selecting a
comparison or match operator and one or more value(s) to compare against. To add the criterion to the filter
description, click OK.
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Operators and conditions can be changed by selecting them and clicking the Edit button.

The Computers, Networks, and Time Limits tabs can be used to enable or disable the use of the filter on certain
computers connected to specific networks during certain time periods.

When all settings are complete, click OK to save the filter definition. Itis added to the list of event filter definitions
on theright.

8.4 Alerts

Alerts are a means to generate a meta event if e.g. certain combinations of events occur within a short time interval.
Instead of looking for patterns in event logs, an alert definition can be used to detect and immediately report such a
pattern. In addition to reporting the detection, an alert can also initiate an Event response (see section 7.3).

To create an alert definition, right-click on the Alert definitions sub-node of the EDR node and select New... from the
menu. A tabbed settings dialogis displayed.

On the General tab a name for the alert can be entered in the Description field —this is the name that will be
displayed in the alert definitions list after the definition is saved. Furthermore, a Severity and Alert category can be
set to better organize alert reports in the DriveLock Operations Center. Alert categories need to be defined in the Alert
categories sub-node of the EDR node and are maintained on the server.

On the Conditions tab the criteria for raising the alert are defined. Use the Add button to add logical operators and
criteria that describe the condition(s) for the alert.

The simplest condition that can be used for an alertis the match against a single event filter. To do this, simply click
Add, Criterion, and select the proper event filter from the list.

Itis also possible to combine multiple event filters: Start by adding one of the logical operators AND, OR, or N (refer
to 7.4 for a description of these operators). Then, select the operator in the conditions list and click Add again to
start adding criteria the operator shall apply to. Selecting Criterion opens the event filters list for selection of a filter
to be included in the condition. Continue adding a Criterion until all required event filters are listed under the
selected operator. Be sure to choose a suitable time window in the Events must occur within ... seconds field to
prevent the condition from matching completely unrelated events and raising false alerts.

On the Responses tab an immediate response can be set up in addition to reporting the alert. In the Response to
execute drop-down select a response from the response definitions list. The parameter definitions for this response
aredisplayed in the Parameter mapping list. Select a parameter and click the Edit button to customize the parameter
value to usein this alertif the value in the response definition is not suitable.

The Computers, Networks, and Time Limits tabs can be used to enable or disable the use of the filter if certain
conditions are met.

When all settings are complete, click OK to save the definition. Itis added to the list of Alert definitions on the right.
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9 Locking Drives and Devices

As the product name implies, the core function of Drivelock is to lock drives and devices. This section describes how
to configure all settings related to this function. Even though there are many different types of devices, DrivelLock is
easy to configure and once you get used to the basics, you will be able to easily configure how to control the use of
any type of device.

9.1 Locking Drives

This manual uses a local policy to illustrate the steps required to lock all USB-connected drives, to enable the use of
selected flash drives and to introduce the functionality of file filters and shadowing. Most steps also apply to other
types of drives. Any such differences will be pointed out along the way.

Configuring Agents by using a Group Policy or a configuration file uses the same settings as those used in a
local policy. There are no differences between these methods, except in how you deploy the settings to the

Agents.

Itis important to understand how Drivelock uses whitelist rules. After activating locking for a drive type, any drive
of this typeis blocked (the “drive firewall” is up and running and nothing is allowed to pass through). To define any
exception to the blocking of drives you need to create whitelist rules. You must define a whitelist rule for each drive
(or groups of similar drives) that you need to use on a computer. If a drive is not recognized by the Drivelock Agent
as being listed in a whitelist rule, DriveLock blocks the drive and it can’t be used. This ensures that any new drives
that are introduced into your network by users are automatically blocked until you explicitly allow their use.

Based on this basic principle, to complete a DriveLock configuration you should first create any required whitelist
rules and then enable the locking of drives and devices.

Drives, such as USB-connected drives, are locked by default. If you install a DriveLock Agent on a computer with
no Drivelock policy configured, this default setting applies.

Whitelist rules define which drives are accessible even while other drives of the same type can remain locked. To
allow for maximum granularity without unnecessary administrative overhead, you can define drive whitelist rules
for different scopes of drives (rules are evaluated starting with rules that have a broad scope, continuing towards
more detailed rules:

e Drive Class (for example, all floppy disks)

e Size of the drive (for example, all drives larger than 128 MB)
e Vendor (for example, SanDisk)

e Product ID (for example, Ultra Il 1 GB Compact Flash)

e Uniquedrive serial number

In addition to the scope you can specify conditions for when and where a whitelist rule applies:

e Does itapply to all computers or only to certain computers?

e In which defined network location is the rule activated?

e Atwhattimeis therule active? (For example, only on Monday to Friday and between 9 A.M. and 6 P.M.)
e Does therule apply to all users, or are only certain users allowed to use this drive?

e Musta user confirm a usage policy before getting access?
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e Has a drive been encrypted by Drivelock?

e |s the Antivirus service running?

e Which useris currently logged on?

e Does the drive contain malicious software?

By using scopes and conditions, you can minimize the number of rules needed to implement your policy.

To enable policy enforcement for most types of drives you also need to enable locking for the drive class (i.e. you
have to activate the “drive firewall”). This is covered in chapter “Enabling Drive Locking”.

During an evaluation of DriveLock you may enable drive locking first and afterwards define some whitelist rules
to enable specific drives. In a production environment it is recommended to create all required whitelists rules
before activating drive locking.

Drivelock settings may conflict with three Windows Group Policy settings. The symptom of this incompatibility is
that users can access USB-connected drives that are blocked by a Drivelock policy. The following three settings are
located under Computer Configuration -> Windows Settings -> Security Settings -> Local Policies -> Security Options:

e Devices: Allowed to format and eject removable media. Conflicting settings: Administrators and Power Users,
Administrators and Interactive Users.

e Devices: Restrict CD-ROM access to locally logged-on user. Conflicting setting: Enabled.
e Devices: Restrict floppy access to locally logged-on user. Conflicting setting: Enabled.

DriveLock checks these Group Policy settings and creates an entry in the Windows Application Log if any of them are
present.

Drivelock recommends that you don’t change these Group Policy settings from their defaults to ensure that drive
control policies work as expected.
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9.1.1  Configuring Drive Locking In Basic Configuration Mode

Drivelock Basic configuration mode lets you easily configure basic drive locking settings.
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Click Drives to switch to the drive locking task view. It has two sections:

1. Removable drive locking: used to configure the base policies for certain drive classes.

2. Whitelist rules: used to configure whitelist rules that define exceptions from the base rule for specific

devices.

Click Advanced configuration at any time to configure additional and more advanced drive locking settings. (Refer to
the chapter “Configuring Advanced Drive Locking Settings” for more details.)

9.1.1.1 Enabling Drive Locking

Drivelock can detect all types of drives which Windows recognizes as removable drives or fixed disks. This includes

the following types (classes):

e Floppy disk drives

e CD-ROM/DVD drives

e USB bus-connected drives

e FireWire (1394) bus-connected drives

e SD bus-connected drives (for example, built-in SD card readers)

e Fixed disks (for example, eSATA bus-connected drives)

e WebDAV-based drives

e Network drives and shared folders

Boot partitions and partitions containing the Windows page file are never blocked.
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4

If a removable drive is connected by using another interface, Drivelock treats it as the type “Other removable drive“.
Drivelock can also lock CD/DVD drives that have CD/DVD burning capabilities.
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W Floppy disk drives Mot configured
& CD-ROM drives Mot configured
& USB bus-connected drives Mot configured
& Firewire (1394) bus-connected drives Mot configured
@ 5D bus-connected drives Mot configured
& Other removable drives Mot configured
W Fixed disks Mot configured
W Encrypted volumes Mot configured
W Network drives and shares Mot configured
W WebDAV-based network drives MNet configured
v
g 24 [0 PP

To change settings for a drive type (for example, USB bus-connected drives), click the appropriate link. You can also
use the slider in the task view to highlight one of the drive icons and then double click the highlighted icon.

Adialog appears, displaying the current configuration setting.
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P

“USE bus connected drives Properties

General i-opﬁgns |
IUSE bug connected drives

7 Mllow

@ Deny Jock)for all users {default)

(") Deny {ock), but allow access for defined users and groups

User or group Fead Write
eld Femaove
[ UK ] | Cancel Apply

Select one of the following options:
o Allow: Any authenticated user can access this drive.
e Deny (lock) for all users: Nobody can access this drive, itis completely locked.

e Deny (lock), but allow access for defined users and groups: The drive is locked, but the specified users or groups
are allowed to use the drive either in read only mode or with write permissions.

Select the Options tab.
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“USB bus connected drives Properties B
! Geneml-_ Options

File fitering and shadowing -

[] Fitter files read from or written to drives of this type

[@] Audit and shadow files read from or written to drives of this type
Filter / audit / shadow files using template

lDf‘ﬁc:e Documents -

Enforced encryption -
[T] Require drive to be encrypted

Automatically encrvpt unencrypted media

User notfication
[] User must accept usage policy befors rle will be applisd
[ Display custom message in user notffication

|ser notification message to display when access is denied

oK ][ Gancad |[ seoy |

To filter access to files based on the file type and to audit file access you must enable file filtering and/or auditing
and then specify a template that defines the filtering and auditing settings.

Select “Filter files read from ...” to enablefile filtering. Select the “Audit and shadow files...” checkbox to enable
auditing and shadowing. Select one of the built-in file filter templates that are availablein Basic configuration mode
to define how these functions are performed.

Select the checkbox “Require drive to be encrypted” to control whether removable drives must be encrypted.

If you select this option, DrivelLock lets users only access encrypted removable drives; unencrypted drives are locked.
You can also select whether a user will be prompted to encrypt an unencrypted removable drive when the user
connects it to the computer.

If the option “Automatically encrypt unencrypted media” is selected and a user connects an unencrypted
removable drive that already contains files, you can configure whether existing files will be retained or deleted
under the settings for enforced encryption.

To have the user accept a usage policy before granting access, activate the “User must accept usage policy before
rule will be applied” checkbox.

Select the “Display custom message in user notification” checkbox to display a custom notification message when a
user connects a drive and DrivelLock blocks access to the drive.

In the text edit box, type the message. DriveLock will display this message regardless of the client computer’s
language setting.

Click OK to save the configuration.
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= CenterTools DrveLock
File Action View Help

e EH @

%4 Drivelock Standard CSP - Centrally storec
. @ Global configuration
4 = Drives
@ Settings
G Removable drive locking
[ '@ Drive whitelist rules
s @ File filter templates
'{@3 Autherized media
> F Devices
b ‘E" Metwork profiles
i» [] Applications
L D Encryption
3 EIJ Antivirus
- % Management console

Drives

43 Global configuration..

e i i
i ‘.’9; Removable drive locking

s

Configures the base policy used for all drives of
a certain global type.

Start here to define how drives are controlled in
your network, then create whitelist rules for
exceptions to this basic configuration in the
next step.

Mote: Bus configuration (USE, 1394, and 50)

takes precedence over drive type configuration.

More options are available in # Advanced
configuration

USB bus-connected drives

Every device connected to a computer that is accessible via a drive letter is
controlled by the policy settings in this configuration section.

All devices that don't have a Windows drive letter, such as scanners and some
media players, must be controlled by rules that are defined in the "Devices”
configuration section.

m

1) Devices .

- Change...
Status: Mot configured
Enforced encryption: Disabled
Filtering: Disabled
Drive type Status
W Floppy disk drives Hox
configured
@ CD-ROM drives Mt
configured
& USE bus-connected drives Hat R
configured
& Firewire {1394} bus-connected Mot
drives configured

Options

A popup window appears, displaying the new settings. Click # to close the window.

=4 CenterTools DriveLock
File View Help

= B HE @

Action

%4 Drivelock Standard CSP - Centrally storec
b @3 Global configuration
4 |cu Drives
@ .Séttings
= Removable drive Jocking
[ '@ Drive whitelist rules
5 @ File filter templates
'@ Autherized media
3 P Devices
b ‘E" Network profiles
1 [] Applications
b D Encryption
> @ Antivirus
| % Management console

4] 1 | k

Drives

{3 Giobal configuration.

,;f;i Removable drive locking

Canfigures the base policy used for all drives of
a certain global type.

Start here to define how drives are controlled in
your network, then create whitelist rules for
exceptions to this basic configuration in the
next step.

Mote: Bus configuration (USE, 1394, and 50}
takes precedence over drive type configuration.

More options are available in ¥ Advanced

: 8 g

Every device connected to a computer that is accessible via a drive letter is
controlled by the policy settings in this configuration section.

All devices that don't have a Windows drive letter, such as scanners and some
media players, must be controlled by rules that are defined in the "Devices"
configuration section.

USB bus-connected drives

Drive type
W Floppy disk drives

configuration

& CD-ROM drives

& USB bus-connected drives
B Firewire (1394) bus-connected

drives

Status

Mot
configured
Mot
configured
Mot
configured
Mot
configured

m

£} Devices..

Options

Done

The colors of the drive type icons indicate the security level of your current configuration:

e Green icon: this drive typeis locked for all users (high security level).

e Yellow icon: this drive typeis locked for some users and unlocked for others (medium security level).

e Red icon: this drive typeis unlocked for all users (low security level).
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9.1.1.2

Locking Drives and Devices

Configuring Basic Whitelist Rules

'*j CenterTools DriveLock
File Action View Help

|2 | H H B

I @ Global configuration
4w Drives
@ Settings
= Removable drive locking
[ @ Drive whitelist rules
3 '@ File filter templates
'@ Autherized media
B I’ Devices
- % Network profiles
1 [] Applications
b g Encryption
P @ Antivirus
|- % Management console

4| 1.

%4 DriveLock Standard CSP - Centrally storec

f% Whitelist rules

Drive whitelist rules define exceptions to the base

policy defined under "Removable drive locking”.
Rules define how specific devices are controlled

based on device characteristics, such as a unique

& CD-ROM drives

& USB bus-connected drives

B Firewire (1394) bus-connected

drives

B 5D bus-connected drives
B Other removable drives
W Fixed disks

W Encrypted volumes

B Network drives and shares

Add whitelist rule...

ProductID VendorID' Status

Mot
configured
Mot
configured
Mot
configured
Mot
configured
Mot
configured
Mot
configured
Mot
configured
Mot
configured
Mot
configured

Comment Acti

& PINGTEC Flash Disk  Not locked

device serial number. You can use whitelist rules to
allow access to a defined set of drives while blocking

any unknown drive,

More options are available in + Advanced

configuration

m

Done

Click Add whitelist rule to add a new whitelist rule.

Py

Drive k:l-cking behavior Pro peré'ls

General | Pemissions I Options |

Wendor 1D

Product [D

Comment

Symbol v

[] Onty allow selected seral numbers

Serial number

Comment

Each drive contains identifying information in its firmware, such as the manufacturer, product name and serial

number:

Administration Guide 2021.1

151

© 2021 DrivelLock SE



’I‘Drive LOCI( Locking Drives and Devices

e Vendor ID: Name or abbreviation of the drive manufacturer.
e Product ID: Model name, as defined by the manufacturer.

If you don’t know the identifying information of a drive, you can select the drive by clicking the “...“ button next to
Vendor ID. You can use wildcards, like “?” (one character) or “*’ (any number of characters) as part of the Product ID
or Vendor ID.

DrivelLock will display a dialog box that you can use to select a drive thatis currently attached to the administration
workstation, to a client computer, or thatis listed in the Device Scanner database. DriveLock automatically adds the
serial numbers of drives you add using this method to the dialog box.

Choose drive Properties [
Installed drives | Device Scanner database |
Cumently installed devices /dives @ local () on Agert Connect
Drive Bus type Vendor Product Serial number
= 28 FLOPPY GENERIC_FLOPF.. 643b4c3%da. .
= Jong SCSl WMware, WMware Vitual 5
@D:\-. ATAPI MECVMWar Wil
&EN USB PINGTEC Flash Disk 25082500151,
Refresh
Ok [ Cancsl

To add a locally atached drive, select this drive and then click OK.

If you need information about other drives, you can connect to a remote client computer and select a drive thatis
connected it. Select on agent and then type the name of the computer to connect to. This requires that the DrivelLock
Agentis installed and running on the remote computer.

DriveLock reads the hardware information for the drive from Windows. Therefore DriveLock can only display
the drives in the format in which they appear to Windows.

To establish a connection to a remote computer running Windows XP SP2 or higher with the Windows Firewall
enabled, you must configure the firewall settings to allow incoming connections from TCP Ports 6064 and 6065 and
the program “Drivelock”.

When connecting to your local computer, removable drives that are blocked are not displayed. To view any
blocked drives on your computer, select on agent and then type the name of your computer.

A convenient method to get drive information is to use the results from a hardware scan that has been completed in
advance. To do this, on the Device scanner database tab, select the appropriate computer, vendor and product ID.
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l- Drive k:l-cking behavior Pro pertls l-
General | Pemissions I Options |

Vendor D PINGTEC [:Z]

Product D Flash Disk

Comment

Symbol ot I |

[] Onty allow selected seral numbers

Serial nur;'rber Comment Add:
2508250015 1db01

T |

To configure user access, on the “Permissions” tab define how users can access the drive.

o T

Drive I:ﬂck'mg- behavior Pro pemﬁ

| General I Pemissions | Options |

File fitering and shadowing -

Fitter files read from ar written to drives of this type

[7] Audit and shadow files read from or written to drives of this type

Filter # audit / shadow files using template

ICh‘ﬁce Documents -

Erforced encryption
|| Require drive to be encrypted

| Autamatically encnpt unencrypted media

User natification —
[ User must accept usage palicy before rile will be applied
[] Dizplay custom message in user notification

|ser notification message to display when access is denied

Select one of the following options:
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e Allow: Every authenticated user can access this drive.
e Deny (lock) for all users: Nobody can access this drive, itis completely locked.

e Deny (lock), but allow access for defined users and groups: The drive is locked, but the specified users or groups
are allowed to use the drive either in read only mode or with write permissions.

Click Add to add a user or group to the list, and then specify whether the user or group can copy files to the drive or
only read data fromit. To remove a user or group from the list, select the user or group and then click Remove.

Drive locking behavior Pro peréia B

| General h Pemmissions ! Options |

File filtering and shadowing -

[#] Fitter files read from or written to drives of this type

[7] Audit and shadow files read from or written to drives of this type

Filter # audi /' shadow files using template

lDfﬂce Documents -

Enforced encryption
[7] Require drive ta be encrypted

Automatically encrypt unencrypted media

Uzer notfication
[] User must accept usage policy before rwle will be applied
[] Display custom message in user notification

lzer notification message to display when access is denied

o o ] o

Select the checkbox “Require drive to be encrypted” to control whether removable drives must be encrypted.

If you select this option, DrivelLock lets users only access encrypted removable drives; unencrypted drives are locked.
You can also select whether a user will be prompted to encrypt an unencrypted removable drive when the user
connects it to the computer.

If the option “Automatically encrypt unencrypted media” is selected and a user connects an unencrypted
removable drive that already contains files, you can configure whether existing files will be retained or deleted
under the settings for enforced encryption.

The option “Require drive to be encrypted” is not available for CD drives.

To have the user accept a usage policy before granting access, activate the “User must accept usage policy before
rule will be applied” checkbox.

Select the “Display custom message in user notification” checkbox to display a custom notification message when a
user connects a drive matching the whitelist rule and the drive is locked.

In the text edit box, type the message. DriveLock will display this message regardless of the client computer’s
language setting.

Click OK to save the configuration.
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Locking Drives and Devices

The task view can display up to 50 whitelist rules and some details of these rules. Click + to edit an existing whitelist

rule. Click ® to delete a rule.

9.1.2  Configuring Advanced Drive Locking Settings

In addition to the settings available in Basic Configuration mode, you can configure more detailed settings using the

Advanced Configuration mode.

9.1.2.1

General Drive Locking Settings

Several general settings apply to drive locking.

=4 CenterTools DriveLock
File Action View Help

|2 H H B

%4 DriveLock Standard CSP - Centrally storec

. @@ Global configuration
4 = Drives
@ Settings
G Removable drive locking
[ '@ Drive whitelist rules
> ‘ﬁ File filter templates
'(83' Autherized media
> W Devices
3 ‘E" Metwork profiles
[&] Applications
L D Encryption
3 @ Antivirus
. % Management console

€| L

Settings

Configures global settings for contrelling drives.

| Classic MMC view

Global security settings
These settings control global security parameters for controlling drives.

éAlwags allow access to administrators (Mot configured)
This setting determines whether local administrators on client computers can always access removable drives,
regardless of any global or whitelist rule,

ﬁ,ﬁ Format and eject removable media (Mot configured)
Configures which users or groups can format and gject removable media in drives that are not locked by

Drivelock.

Custom end user messages
Configures optional custom messages that Drivel ock displays to end users.

é Custom user notification messages (Not configured)
Configures optional custom user notification messages that DriveLock displays when managing drives.

y‘& Custom usage policy texts and options (Mot configured)
Configures optional custom texts and options when displaying usage policies before a user can use a drive,

m

Done

To configure these settings, under Drives, click Settings.

9.1.2.1.1 Global Security Settings for Controlling Drives

To enable access to locked drives for members of the Administrator group, regardless of whether a driveis locked

due to a general configuration or a whitelist rule, click Always allow access to administrators.

Administration Guide 2021.1

155

© 2021 DrivelLock SE



"."‘DriveLDCk Locking Drives and Devices

Py T

* Propertes Rk
General

Always allow access to administrators

(") Enable
(@ Disable {default)
71 Mot configured

Help -

Enable this option to always allow members of the Administrators group to
access all drives.

T |

Select “Enable” to enable this function.

To specify which users can format or eject removable media, click Format and eject removable media.

Propertis
General

Format and eject removable media

User or group
ﬂ Domain Users

Add.. ] l Femove

Configures who can format and eject removable media.

oK) [ Conon | [ romy ]

Click Add to add users or groups to the list. To remove a user or group from the list, click the user or group, and then
click Remove.
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9.1.2.1.2 Configuring End User Messages

9.1.2.1.2.1 Configuring User Notification Messages for Locking Drives
If you enabled user notification, DriveLock displays a notification message when a driveis connected to the

computer and locked. To define the content of such messages, click Custom user notification messages.

If you have configured multilingual messages for the current language, DriveLock will display the standard
messages defined for this language instead of the message configured in this dialog box.

Fi‘rcrpertiﬁ i

General | Drive access | Temporary unluck|

[¥] Display custom messages
Drive locking message (%DRVE replaced by drive letter)

Access to drive DBV has been i:-lcu::ked due to compary
policy.

Test :

[¥] Meszage when drive is attached and user has read-only access
(%DBVE replace by diive letter)

"

Read-onhy access to drive 0BV has been granted due to
compary policy.

e :

Message when computer restart is needed before drive can be used
again {:DEVE replace by drive letter)

You nee? to restart the computer before you can use dirve -
LDRVE.

Test -

oK || Canesl || Aoy |

Select the “Display custom messages” checkbox to enable the messages specified on this dialog box. The drive locking
messageis displayed each time a drive is locked by the Agent.

The messages configured on the Drive access tab are displayed each time access to a file or CD/DVD burningis
blocked.

&} Drivelack %

Dirive %DRYY was locked because of company policy

The other two messages configured on the Temporary unlock tab are displayed when an Agentis temporarily
unlocked.

Type the message to be displayed to the user. Click the Test button to preview the notification message on your
computer.

When the message is displayed, the Agent replaces the variables as follows:
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e %DRV will be replaced by the drive letter when the message is displayed.

o %PATH% will be replaced by the file path.

o %NAME% will be replaced by the file name (without extension).

o %EXT% will be replaced by the file extension.

o %REASON% will be replaced by an indication why a file has been blocked (for example, “wrong content”).

o %TIME% will be replaced by the current time or the number of minutes, depending on how an administrator
selected the unlocking duration.

Click the Test button to preview the notification message on your computer.

You can use some HTML-tags (for example “<b>Text</b>") to format your message.

9.1.2.1.3 Configuring File Digest Generation

Each time a fileis copied from or to an external drive, renamed on an external drive or deleted on an external drive,
Drivelock generates a hash value (digest) of its file name. This file name digest allows for the analysis of file
transfer and file use on multiple computers throughout your network by using the Drivelock Control Center.

These settings determine the hash algorithm thatis used and whether DrivelLock generates an additional hash digest
by from the entire file, including its content.

P o)

Properties 7 ]
General

Digest (hash) algorthm MD5 T

[
SHA-T
SHA-224
SHA-256
SHA-384
SHA512

Dligest types
By default, digests will be generated only from file names.
[7] Generate digest from file contents

Generate digests synchronoushy {delay file access until digest has

< ]
been generated

[ OK ] | Cancel Apply

Select the digest hash algorithm from the drop down list. The MD5 hash algorithm is usually faster than any of the
SHA algorithms, but your organization may require you to use a different allgorithm.

To enable file content digest generation, select the “Generate digest from file content” checkbox and then select
whether file access will be delayed until the content hash has been generated (hash generation will take some times
for larger files) or whether DriveLock will generate the content hash asynchronously.
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Click OK to save your settings.

9.1.2.1.4 Volume Identification Files

Storage media in most cases will be identified by a unique Vendor ID, Product ID and serial number. There are some
storage media, like SD Cards or no-name USB sticks with no unique ID or the unique ID is not accessible when the
storage media are connected via Thin-Clients (e.g. without Drivelock Virtual Channel) or when SD cards are used in
an USB SD card reader.

Volume identification files can be created on such storage media, giving them a unique ID for DrivelLock

To enable volume identification files, go to the Policy editor and open Drives / Settings / Volume identification file

configuration
W8 Default company policy - Centr|| Setting Yalue
& Global configuration Enter text here | Enter text here
= EDR
% Dri Dgﬁ,ﬂu_u:lit drive insertion / remaval / locking Mot configured
v rves
; ; nlock drives when service is stopped (on indows ot configure
() Settings o Unlock dri h icei pped (only Wind XP) M figured
. . @{‘ﬁﬂxlwa}rs allow access to administrators Mot configured
@ Removable drive locking|| < : . . :
[1 Drive whitelist rules @] Shadowing cenfiguration Mot configured
57 File filter templates G{,ﬁFDrmat and gject removable media Mot configured
£ Drive collections @CUitDm user notification messages Mot cenfigured
@ Authorized media &JFile digest generation configuration Mot configured
@8 Devices ‘f@Hard drive self-monitoring (5.MART.) configuration Mot configured
= Metwork profiles @@‘u‘olume identification file configuration Mot configured
E ,:pplici!‘.iu:uns Properties T it gurE:
ncryption gure
%' Microsoft Defender Gerieral Security gured
Fg Security awareness gured
% | + il bili Volume identification files can be used to provide wendor D, product 1D, and
,;_—’_'3 R N iR < gerial number for drives for instance when no such data is transmitted due to gured
= bystems management hardware constraints). gured
Management console ff enabled they take precedence over other data retrieved from hardware. e
Use volume identification files {f present) gured
Security and compatibility level gured
(") High secure {may not work in Citrix-ICAbased thin cliert gured
environments)
gured

(®) Medium secure {works in most thin client environments)
() Low secure fworks in all environments)

[] Automatically create volume identification file {(will be filed with actual
hardware information, nat for thin clients)

[ ] Enable volume idertification file hash sets {f a hash st is part of the
volume identification file, limit access to files with comect hash values
and deny access to all other files)

[] Idertfication files are valid for |24 ~ | hours after creation

: > o | | o
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Check Use volume identification and if a volume identification file is present the ID from the file overrides the
hardware ID of the storage media.

Security and compatibility level:

e High secure: the volume ID must correspond to the volume serial number of the partition. If the volume ID file
is copied to a different partition, the volume ID is invalid. Certain ICA based clients (Citrix Clients) do not
send the volume serial number to Windows, then the volume ID cannot be verified by DrivelLock.

e Medium secure: the volume ID must correspond to the size of the partition. The volume ID is invalid, if the
volume ID file is copied to a partition of different size.

e Low secure: a volume ID file can be copied to any other partition. DriveLock will accept the volume ID
independent from volume serial number and volume size. Only use this option if your thin client does not
send the volume serial number and not the volume size.

The volume information file includes all three security levels. Always start with high and reduce it only, if required.
Existing volume information files remain valid if the security level is changed.

If the option Automatically create volume identification files is checked, a volume ID file will be created and filled with

the hardware ID values as soon as an external storage media is connected to DriveLock on a FAT Client (not on a Thin
Client).

Volume ID files are encrypted with a default key or with a key generated from a defined custom encryption password.
All existing volume ID files will become invalid if you change this password.

Volume ID files are hidden for normal users (attributes hidden, system)

How to manually create volume identification files

Open MMC / Operating / Create volume identification file and enter the appropriate values to manually create a
volume ID file e.g. for SD cards
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@ Centrally stored policies
[ Computer-specific policy customiz
[ Active Directory / Local computer ¢
[E Configuration files
T Policy assignments
v Drivelock Enterprise Services [diserver|i
H Servers
I Tenants
% Product packages and files
&1 Agent push installation
EP DriveLock Cloud
» & DriveLock File Protection
¥ E;l Operating
T Agent remote control
{5 MNetwork pre-boot computers
% Shadowed files

9.1.2.1.5 Shadowing Configuration

Wolume to save to

Wolume data for the selected volume

Vendor

Product

Revision

Senal number

[ ] Use customized encryption password

[ ] Cnby allow pre-existing files (generate file hash list)

[ ] Volume data is valid until 10,07 2020

09:57:13 =

[] Digitally sign volume data

Select cerfficate. .

Cancel

Additional helpdesk tools

For information about how to configure file shadowing, refer to the section “Configuring Global Shadowing ”

9.1.2.1.6 Drive Monitoring Using S.M.A.R.T.

Many hard drives use S.M.A.R.T. (Self-Monitoring, Analysis and Reporting Technology) to report drive health,
temperature and other drive status information and to issue alerts when a drive is about to fail. Drivelock can
monitor the S.M.A.R.T. status of drives that support this technology. You can enable the monitoring and configure the
monitoring interval under Extended configuration -> Drives -> Settings -> Hard drive self-monitoring (S.M.A.R.T.)
configuration. To enable monitoring, select the checkbox and then select the monitoring interval.
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Py

Fil'opertia 2 ]
General
[#] Enable monitaring hard disks fusing builtin 5.M.A.R.T. functions)
Read disk status every &0 = min
[ ok J[ camcel |[ Aesty |

9.1.2.1.7 Advanced Global Settings for Controlling Drives

To define the following additional settings, click the corresponding links in the taskpad:

e Audit device insertion / removal / lock: When activated, Drivelock generates an audit event each time a driveis
connected, removed or locked.

e Unlock drives when service is stopped: When enabled, stopping the DrivelLock service temporarily unlocks all
drives.

o Disable file filtering while drives are temporarily unlocked: When enabled, the Agent suspends file filtering when
an administrator temporarily suspends drive locking.

If you disable file filtering when you unlock all drives, this overrides any settings for controlling file filtering while
drives are unlocked.

9.1.2.2  Enabling Drive Locking

Drivelock can detect all types of drives which Windows recognizes as removable drives or fixed disks. This includes
the following types (classes):

e Floppy disk drives: Internal floppy disk drives
e CD-ROM/DVD drives: Internal CD-ROM/DVD drives, including burners

e USB bus-connected drives: All drivers that are connected using a USB port, including flash drives, hard drives,
CD-ROM drives and card readers

e Firewire (1394) bus-connected drives: Drives connected using Firewire
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SD bus-connected drives: Drives connected to a built-in SD card reader, which is most frequently found in
notebook computers

Other removable drives: All removable drives that are notincluded in another category, such as ZIP drives

Fixed disks: Drives that are recognized by Windows as not removable and that don’t contain the operating
system, including drives connected using an IDE, ATAPI, SCSI, RAID, SATA or eSATA bus

Encrypted volumes: Mounted volumes that are encrypted using DriveLock Encryption 2-Go. For more
information about encrypted volumes, refer to the chapter Encryption 2-Go.

Network drives and shares: Network shares that are accessed using Windows networking.

WebDAV-based network drives: Network drives that are accessed using the WebDAV protocol via HTTP or
HTTPS.

Windows Terminal Services (RDP) client drive mappings: Refer to the chapter Using DrivelLock in Terminal Server

Environments for more information about this drive type.

Citrix XenApp (ICA) client drive mappings: Refer to the chapter Using DriveLock in Terminal Server Environments
for more information about this drive type.

Boot partitions and partitions containing the page file are never blocked by DriveLock.

File

=4 CenterTools Drivelock ==

=2 H H B

Action View Help

%4 Drivelock Standard CSP - Centrally storec | -
+ G Global configuration W Removable drive locking
4 @ Droves : II Configures the base palicy used for all drives of a certain global type.
_{_{’; et [ Start here to define how drives are controlled in your network. Bus
"= Removable drive locking configuration {(USB, 1394, and 5SD) takes precedence over drive type
'@ Drive whitelist rules configuration.
> '@ File filter templates £
'ﬁ_-j Authorized media
- ¥ Devices - : :
> 'E" Network profiles | Clzssic M view
> [&] Applications
I ﬁ; Encryption -
) At Floppy disk drives
. o Management console O Not configured
Defines the basic locking policy for floppy disk drives.
When multiple policies conflict, bus configuration (USB or FireWire) takes precedence over drive type
configuration (CD or floppy disk).
CD-ROM drives
" 3 Mot configured
Defines the basic locking policy for optical drives, including CD-ROM, DVD-ROM drives and CD/DVD-burning
drives.
USE and FireWire-connected optical drives are controlled according to the USE or FireWire policy.
USB bus-connected drives
£ Mot configured
Defines the basic locking policy for all drives connected via USE bus.
This rule takes precedence over Floppy Disk, Fixed Disk, CD-ROM, and Other Drives rules.
[ T o v -
Done

To enable drive locking, open the DriveLock Management Console and then in the console tree in the left pane click
Drives -> Removable drive locking.

To open the configuration dialog box for USB drives, in the right pane click “USB bus-connected drives”.
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“USB bus connected drives Properties B

General |-Fiher:" Shadow I Messages ! Options h Drive letters I Comrnandsl
IUSE bug connected drives
7 Mllow
@ Deny Jock)for all users {default)
(") Deny {ock), but allow access for defined users and groups
User or group Fead Write
B2 DL\ DriveLock Admins
Add:: Remove
oK ] | Cancel Apply

Use the tabs in this configuration dialog box to configure settings that apply to all USB drives connected to the
computer.

The configuration dialog is almost identical for all drive types, but not all features are available for some drive
types or look slightly different from the options for USB drives.

To enable locking of all USB drives on this computer, select “Deny (lock) for all users (default)” and then click OK.

To lock USB drives, it is not required (and not recommended) to lock down the device class “USB controller”. If
you do so, all USB-connected devices are disabled and you cannot utilize any of the fine-grained controls that
DriveLock provides for USB drives.

If you allow access to this type of drive, either for all users or for selected groups, you can also configure the type of
access. This allows you to restrict access for certain users or group to read operations only.

A note on floppy disk drives: When using read/write permissions on a floppy disk drive, DriveLock needs to
load a file filter after you insert a disk. The Windows operating system does not reliably notify applications,
such as Drivelock, of disk insertions, so DriveLock must perform this check itself. To do so, DriveLock must
check the floppy disk drive at regular intervals (so called “polling”) to determine whether a new floppy disk has
been inserted. Unfortunately, this checking may cause the drive to emit a clicking sound. To avoid this, either do
not use any file filter rules for floppy disk drives or deactivate floppy disk drive polling (under Advanced Drive
Setting, visible in classic MMC view only). If you deactivate polling, the file filter does not work correctly on
some floppy disk drives.

To specify which drive letters are assigned to drives of this type that are connected to a computer, on the “Drive
letters” tab select one or more drive letters from the list.
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“USB bus connected drives Properties B

| General [ Fitter / Shadow | Messages E Optinns-_i Drive letters | Commands |
[T]'When & drive is connected, assign the first unused drive letter in list:

1A ~
[ & [
Oe
[0

R

1

.i,_
||

MO

IOROEZEICAETIO

{_ii
1

[ DK ] | CET'ICE':I -!l'_-_'.'-,

You can also specify drive letters in a whitelist rule.

Configuring user access permissions and the settings on other tabs are covered in the section “Common Settings for
Drive Whitelist Rules”.

9.1.2.3  Creating Drive Rules

You can use the following types of drive whitelist rules:

e Vendor/Product ID rule: Applies to a drive based on its manufacturer, model or serial number (for example a
Kingston 1 GB USB flash drive with a specific serial number)

e Drive collection rule: These settings apply to a predefined list of drives

e Network drives rule: Configuration of a specific network share

e WebDAV-based network drives rule: Settings for a network drive accessed over an HTTP/HTTPS connection
e Drive size rule: Applies to a drive based on its size

e Base rule: Applies to any of the five main drive types (use this type of rule to specify time limit or computer
restrictions for all drives of the same type)

e Terminal services rule: Applies to specific drive letters in a terminal server client session, including mapped
local drives on thin clients.

e Hardware ID rule: These settings apply to a specific hardware ID

Rules are processed in the following order, from highest priority to lowest priority:

e Vendor/Product ID rule (a rule with a serial number has a higher priority than one without a serial number)

e Drivesizerule
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e Baserule

e General locking setting

The following sections describe the various rule components. The section “Common Settings for Drive Whitelist
Rules” describes common settings that are available when configuring certain types of whitelist rules.

9.1.2.3.1 Organizing Drive Whitelist

Rules

You can organize whitelist rules using folders and sub-folders just as you would organize files using directories.

=4 Cohiter o Biveback:

=N ol =)

8 Ip Devices
. S Network profiles

Export List...
» [E] Applications
b g Encryption Properties
4 Antivirus
@ Help
@ Settings

@ Realtime scanning rules
"\.‘E} Scheduled scans

File Action View Help
e |z|HiE B EH @
%4 Drivelock Standard CSP - Centrally storec | VendorID / Ruletype ProductID / Condit... Status Rule type Comment
b @3 Global configuration Entertext here Y] Enter text here ¥| Entertext h.. F| Entertexdt h.. 7| Enter text here
D I
‘ LJ’\E,S\SE:ttings %Wh\tel\st templat...
= . -
ﬂ Rermovrableidri\fe ek o PINGTEC Flash Disk Mot locked Drive rule
[3 @ Drivewhitelistrules. 11
> '@ File filter template] New E Vendor/Product ID rule...
T Authorized media| Netwark drives rule,..
View 3

WebDAV-based network drives rule...
Drive size rule...

Base rule...

Terrninal services rule...

Rule from template...

Folder...

ﬁ On-demand scanning profiles
| % Management console

1 k

4]

Inserts a new rule based on the drive's size.

Right-click Drive whitelist rule and then click New -> Folder.
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General | Pemissions

o]

MName ‘u"en.dnr. Hﬁles

Comment

Vendor whitelist rules|

4 '@ Drive whitelist rules
’a Whitelist template rules
] Vendor Rules
3 '@ File filter templates
@ Authorized media
b ? Devices
b ‘E“ MNetwork profiles
i [2] Applications
I Q Encryption
- w Antivirus
"\.@ Settings
ﬁ\.{@ Realtime scanning rules
"\ES Scheduled scans
ﬁ On-demand scanning profiles
& ¥ Management console

[ (T ] v

OK || cCancel || ooty |
Type the name of the new folder and then click OK.
=4 Ceﬂ'te:‘:l'a-ob Drivebock
File Action View Help
e==|20= 0 =8|
%A DriveLock Standard CSP - Centrally storec | VendorID / Ruletype ProductID/ Condit... Status Rule type Comment
g @ Global configuration Entertext here F| Enter text here | Entertext h.. 7| Entertext h.. 57| Entertext here ﬂ
4 o Drives B
4\@ Seftings U Whitelist templat...
e e 8
ﬁ Remenabledive Jocking L‘T},,‘u"endur Rules Vendor whitelist rules
CZ/PINGTEC Flash Disk Mot locked Drive rule

To create a new rule in a specific folder, right click the folder and then select the rule type, for example New ->

Vendor/Product ID rule.
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. =4 CenterTools DriveLock

File Action View Help

27| XE=H H B IPES S @

¥4 DriveLock Standard CSP - Centrally storec | VendorID / Ruletype  Product 1D/ Condit... Status Rule type Comment

- @t Global configuration Entertedhere | Entertedhere | Entertextho. | Enterten ho. 7] Entertext here z]
4 Broes @Wh\tehst templat...

@ Settings S Vendor Rul
G Removable drive locking i

a '@ Drive whitelist rules
ﬁ Whitelist template rules

Wendor whitelist rules
I Elack Hicl-
v Show CD/DVD options

Not locked Drive rule

75 Vendor Rules All Taske v Move...
- 3 File filter templates |
@ Authorized media Delete
i T® Devices : Unlock
¥ Metwork profiles Fropechics
& [&] Applications Help
I Q Encryption
Pl w Antivirus
1”‘@ Settings
ﬁ\.{@ Realtime scanning rules
"\ES Scheduled scans
T'a-j On-demand scanning profiles
b % Management console

Lock

€| I | F

Contains actions that can be performed on the item,

To move an existing whitelist rule to another location, right click the whitelist rule and then click All tasks -> Move.

Select targe't"fo.ldér .
Select the tanget folder for the whitelist rule

T@ Drive whitelist rules
75 Vendor Rules

oK || Cancsl

Select the destination folder and then click OK.

9.1.2.3.2 Creating Whitelist Templates

A whitelist templateis a drive whitelist rule that can be used as template for other whitelist rules. You can create
whitelist templates for the following rule types:

e Vendor/Product ID rule: Applies to a drive based on its manufacturer, model or serial number (for example a
Kingston 1 GB USB flash drive with a specific serial number).

e Drive collection rule: These settings apply to a predefined list of drives
e Network drives rule: Configuration of a specific network share

e WebDAV-based network drives rule: Settings for a network drive accessed over an HTTP/HTTPS connection
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e Drive size rule: Applies to a drive based on its size.

e Basic rule: Applies to any of the five main drive types (use this type of rule to specify time limit or computer
restrictions for all drives of the same type).

e Terminal services rule: Applies to drive letters in a terminal server client session, including mapped local

drives on thin clients.

e Hardware ID rule: These settings apply to a specific hardware ID

Templates can’t be used directly to control drive use, but you can create whitelist rules based on a whitelist template

(refer to the chapter “Creating a Rule Based on a Template” for details).

[E=S EeR

753' Configuration profiles

Folder...

1 [&] Applications

B [3 Encryption

. [IJ Antivirus

i+ % Management console

1| 1 b

"!3 CenterTools Drivelock
File Action View Help
«%|2|H= H d 8|F
44 DriveLock Standard CSP - Centrally storec|| VendorID / Ruletype ProductID/ Condit.. Status Rule type Comment
> P Global configuration Enter text here “F| Enter text here ¥| Entertext h... °F] Entertexth.. F| Entertext here
Dii
“ L‘y@:w::ttings @Wh\telmt templat...
"L\j Removable drive locking (' ADATA USB Flash Drive Locked, Filtere Drive rule
S -ﬁ [ S
T »  Vendor/ProductID rule...
&5 : | Network drives rule...
= View 3
@ ‘WebDAY-based network drives rule...
6 Am‘(: bxpiot it Drive size rule...
b i_p Device!
. ? Netwo Properties Base rule...
& Terminal services rule...
@ ot Help
00 — Rule from template...

Creates a new rule based on an existing whitelist rule template,

Right-click Whitelist template, click New and then select the type of whitelist rule to create a template for.

Follow the steps described in the chapter “Creating Drive Rules” to create the template.
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9.1.2.3.3 Vendor/Product ID Rule

=4 CenterTools DiveLock
File Action View Help

ol 4 Hi H G @

=N =

%4 DriveLock Standard CSP - Centrally storec

VendorID / Rule type  Product ID/ Condit.., Status Rule type Comment
b @ Global configuration

Entertext here | Enter text here | Entertext h.. F| Entertext h.. 57| Entertext here

4w Drives i

@ Setfings %Wh\tel\st templat...
& i i
ﬂ Removable drive locking = PINGTEC Flash Disk Mot locked Drive rule
. (g Preiensteinclim taa L il
7 | MNew 3 Vendor/Product ID rule...
7 View E Metwaork drives rule...
r IP Dev ‘WebDAV-based network drives rule..
. @ { :
3 L"f' NEt_ EXpeiEiet Drive size rule,..
> [E] Apg
. m Eric| Properties Base rule...
@ Ant Terminal services rule...
| Help
b 2 Mol e Rule from template...
Folder...

€ 11 F

Creates a new item in this container,

Right-click Drive whitelist rule and then click New -> Vendor/Product ID rule.

In the following dialog box, specify the drive to unlock or control. Type the vendor ID and product ID of the device if
you know them. You can also specify an optional list of serial numbers to make the rule apply to only certain drives

of the same model.
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New drive exception Properties ]

General | Permissions | Fiter/Shadow | Timelimits | Computers |

Vendor D PINGTEC
Product 1D Flash Disk

Comment

Symbol P I

[] Onty allow selected sedial numbers

Senial number Comment Add..

2508250015 1db0

ok [ Conem ) [

Each drive contains information in its firmware aboutitself, such as the manufacturer, product name and serial
number:

e Vendor ID: Name or abbreviation of the drive manufacturer
e Product ID: Model name, as defined by the manufacturer

If you don’t know the identifying information of a drive, you can select the drive by clicking the “...“ button next to
Vendor ID. You can use wildcards, like “?” (one character) or “*’ (any number of characters) within the Product ID or
Vendor ID. This also applies, if you want to add more serial numbers and after you clicked Add....

DrivelLock will display a dialog box that you can use to select a drive thatis currently attached to the administration
workstation, to a client computer, or thatis listed in the Device Scanner database. DriveLock automatically adds the
serial numbers of drives you add using this method to the dialog box.
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Choose drive Properties il |

Installed drives |W‘

Curmently installed devices / drives @ local (7 on Agent | [ Correet |
Drive Bus type Vendor Product Serial number
P AN FLOPPY GENERIC_FLOPP... 623b4c3%hdd. .
P scsi Wiware, WMware Vitual S
@ DA ATAPI NECVMWar YMw...
HEN usB PINGTEC Flash Disk 250825001501. .,

Refresh |

0K Cancel

To add a locally attached drive, select this drive and then click OK.

If you need information about other drives, you can connect to a remote client PC and select one of the drives
installed on it. Select on agent and then type the name of the computer you want to connect to. This requires that the
DrivelLock Agentis installed and running on the remote computer.

DriveLock reads the hardware information for the drive that is maintained by the Windows operating system.
Therefore DriveLock can only display the drives in the format in which they appear to Windows.

To establish a connection to a remote computer running Windows XP SP2 or higher with the Windows Firewall
enabled, you must configure the firewall settings to allow incoming connections from TCP Ports 6064 and 6065 and
the program “Drivelock”.

When connecting to the local computer, blocked removable drives are not be displayed. If you also want to
view any blocked drives, select on agent and then type the name of the local computer.

A more convenient way to get drive information is to use the results from a hardware scan that has been completed
in advance. To do this, on the Device scanner database tab, select the appropriate computer, vendor and product ID.

Choose drive P’roperh& @
Installed drives i Device Scanner database |
Computer Vendor Product
| & cals (] GENERIC_FLOPPY_DR...
4 pL4ool &P Del VIRTUAL DISK
& DL-CLIENTI0 @ HL-DT-5T DVD-ROMGDR-T10N ...
& yCT-LBO-LDCT : : I
& yCT-LBO-LDC2 @NECVMWar WMware IDECDR10
& YCT-LBO-SRCT @ FLDS DVD+RW DU-8A25
A YCTLBO-WSUS P VMware VMware Vitual 5
Revision J [

oK Cancel

“ nn

Settings on other tabs are described in the section “Common Settings for Drive Whitelist Rules””.
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9.1.2.3.4 Drive Collection Rule

@ Drivelock
7% Device Scanner
- [@ Product updates and support
4 [B] Local computer policy
» &¥ Global configuration
a [&] Drives
{53 Settings
[ Removable drive locking

Vender 1D/ Rule type  Product ID / Condit...
Enter text here

S| Enter text here

Serial number
F| Enter text here

] Whitelist templat...
wm Drivelock Laufw...  Zugelassene Drivel...

.| O Drive whitelist rlec!
. 57 File filter te _NEW
=4 Drive colle View
@ Authorizec
> |29 Devices Export List...
> == Metwork profi _
> [@] Applications R
- & Encryption Help
. ¢® DriveLock Wek

e 2
- Bl Security awareness

o g‘@ Systermns management
3 Management console

[-: Policies

T Policy assignments

Right-click Drive whitelist rules and select New -> Drive collection rule from the context menu:

Vendor/Product ID rule...
Drive collection rule...

Metwaork drives rule...

WebDAY-based network drives rule...

Drive size rule...
Encrypted media rule...
Base rule...

Terminal services rule...
Rule from template...
Folder...

Hardware 1D rule...
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Computers I Metworks | |sers I Drive letters | Awareness

Messages | Encryption | Options | Commands

General | Pemissions | Fitter / Shadow | Time limits

Description | Drivelock Drives

Drive collection

Allowed Drivelock Drives

vl

A drive collection rule is selected for all drives with a matching entry in the
selected drive collection.

All drives allowed for intemal use

After entering a description, select a drive collection you created earlier. You can also enter a comment.
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9.1.2.3.5 Network Drives Rule

Use a network drives rule to control access to network shares.

'4{’1 CenterTools Divetock

File Action View Help
=»|2|H0= Bl e|F
4 Drivelock Standard CSP - Centrally storec|| VendorID / Rule type  Product ID/ Condit... Status Rule type Comment
» G Global configuration Enter text here F| Enter text here F| Entertext h.. 7] Entertext h.. 7| Entertext here _ﬂ
4 = Drives =
@ Settings EWh\tEI\st templat...
B Reivsbl dive Jockitiy C2'PINGTEC Flash Disk Mot locked Drive rule
i i
» 53 Filefilt New » Vendor/Praduct ID rule...
@ Authe R Network drives rule...
View 3
P E Devices WebDAV-based network drives rule...
b X Networkp Biport k.. Drive size rule..,
1 [E] Applicatio
, D Evyptic Properties Base rule...
3 w Antivirus Terminal services rule...
Help
I % Managem Rule from template...
Folder...
4| 11 | F
Creates a new rule based on a network drive (server and share name).

Right-click Drive whitelist rule and then click New -> Network drives rule.

L

T

’I"qlla-.r drive ﬂceﬁﬁun.ﬁmpeﬁ;ss . x
_| Computers | MNetworks | Lsers Options
General | Pemissions | Fitter # Shadow Time: limits
Server \DLSERVER
Share Drivelock]
Comment
Symbol ' -
OK | [ Cancel || ooy |
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Type the name of the server and the share or click “...” to browse the network for the share.

Locking Drives and Devices

Btowse For éohﬂer

Select network share

BE Desktop
I il Libraries
I B Administrator
I /M Computer
i+ €l Netwaork
. FDE

Folder: Administrator

[ Make Mew Folder J [_

ok || cance |

Settings on other tabs are described in the section “Common Settings for Drive Whitelist Rules”.

Only a subset of drive configuration options is available when configuring whitelist rules for network drives.

9.1.2.3.6 WebDAV-Based Network Drives

Use a WebDAV rule to control access to network shares that are accesses using HTTP or HTTPS..

= CenterTools DrveLock

[E=R E=0 5

€| L

Rule from template..,
Folder...

F

File Action View Help
=7 0= 0 =H 83
¥4 DriveLock Standard CSP - Centrally storec | VendorID / Ruletype  Product 1D/ Condit... Status Rule type Comment
@ Global configuration Entertexthere 7| Entertexthere F| Entertet ho. 7| Entertext ho. | 7| Entertext here
D
‘ uév::ttings @Wh\tehst templat...
=@ ’ d
"} Removable drive locking CZ'PINGTEC Flash Disk Mot locked Drrive rule
3 ﬁ Drive whitelist rules e
s @ File filter ter| New 4 Vendor/Product ID rule...
i} Autherized | - Network drives rule..,
> F Devices View i
e — | WebDAV-based network drives rule...
b kg veadly Export List... -
» [&] Applications Drive size rule...
l D Encryption Properties Base rule...
3 EIJ Antivirus Terminal services rule...
- % Management q’ kel

Creates a new rule based on a WebDav-based network drive (URL).

Right-click Drive whitelist rule and then click New -> WebDAV-based network drives rule.
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“N:ew d.ﬁ".-e m{cepﬁun.ﬁmpeﬁ;sﬂ
J_;_:_q_n]gl_.gers | Metworks | Lsers Options
General | Permissions | Fitter +* Shadow Time limits

Server URL I'r.ttps :f;'.".';u'ebsh.are storage net

T

Comment WebDAV drive in the cloud

Symbol

Lok J[ Conca J[ ooty |

Type the URL of the share, starting with http:// or https://.
Settings on other tabs are described in the section “Common Settings for Drive Whitelist Rules”.

Only a subset of drive configuration options is available when configuring whitelist rules for network drives.
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9.1.2.3.7 Drive Size Rule

=3 =l <)

Rule type

F| Entertext h.. F| Entertext h..

Comment
| Entertext here

Mot locked

Drive rule

'*j CenterTools DiveLock
File Action View Help
«=»|7|0= B/ e|F
%A DriveLock Standard CSP - Centrally storec | VendorID / Ruletype  ProductID / Condit.. Status
b G Global configuration Enter text here | Enter text here
Dri
‘ uév::ttmgs @Wh\tel\st templat...
@E?m[)}[a,blef’i"f?‘?d(ing = PINGTEC Flash Disk
b g Drive yiealicemlec
5 -@ File fil New 3 Vendor/Product ID rule...
'@ Autho : Network drives rule...
View 3
F E Devices WebDAV-based network drives rule..,
[ &% Metwork
- .ur 2 Export List... Dirive size rule...
» [B] Applicati
. Q Encryptio Properties Base rule...
P @ Antivirus Terminal services rule...
Help
I % Managen Rule from template...
Folder...
4| 1. | ¥
Inserts a new rule based on the drive's size.

Use a drive size rule to control drives based on their capacity.

Right-click Drive whitelist rule and then click New -> Drive size rule.

o

‘N:a-.r drive m{ceﬁﬁun.ﬁmpeﬁ;ss

]_N&Lwﬂs | Users I Drive letters | Messages | Options I Commands

General | Permissions I Filter # Shadaow I Time limits I Computers

6 Configure device access based on size of device.

Rule is applied when device size is within specified range.

Rule is applied when drive size is at least {x=) 512

=L
and smallerthan {2) 1024 : MB

Comment

Apply this rule to drives connected to these hardware buses:

[] 1354 {Firewire) -
[F] ATA/ IDE L
[¥] Other

[Fl caTh fcac 2

Important: Rules that apphy to ATA or SCSlconnected drives may
alzo affect intemal hard disks.

Ok | [ Cancel || Aoply
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Specify the drive size, and under “Activate this rule on drives connected to the following buses” select one or more of
the bus types that the drives you want to control are attached to.

If you activate the rule for ATA/SCSI it also applies to local hard drives. If you lock a local hard drive by mistake,
you must start the computer in Safe Mode and reverse the configuration setting. This requires that the
DriveLock Agent is not configured to start in Safe Mode.

Settings on other tabs are described in the section “Common Settings for Drive Whitelist Rules”.

9.1.2.3.8 BaseRule

[E=R E=0 5

= Cen"te,r'ifu-u}s DriveLock
File Action View Help
|2 |H= B H 8 |F
¥4 DriveLock Standard CSP - Centrally storec | VendorID / Ruletype  Product 1D/ Condit... Status Rule type Comment
@ Global configuration Entertedhere | Entertedhere | Entertextho. | Enterten ho. 7] Entertext here
D I
“ ué\r::ﬂ. @Wh\tehst templat...
ings E I
&
ﬂ Remouabledive Joeking =/ PINGTEC Flash Disk Mot locked Drive rule
¥ @ [-J_m-r- ] New 3 | Vendor/Product [D rule...
s @ File filter temp i
.@ Rurtbaiizediong View " Network drives rule...
3 Ip Devices WebDAV-based network drives rule...
b ‘E‘ Metwaork profiles Export List... Drive size rule...
& [ ApphCEFIDnS e Bl
L D Encryption .
Enk Terminal services rule...
- EIJ Antivirus Help
- % Management consore | Rule from template...
| Folder...
ar i '
Inserts a new base rule (based on drive type or connection).

Right-click Drive whitelist rule and then click New -> Base rule.

Use a base rule to define exceptions for all drives of the same type. Use this rule to specify time limits, computer
restrictions or network restrictions for a type of device. Base rules are appropriate if the rules don’t need to be

device-specific or based on

drivesize.
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o T

Mew drive exception Properties i

General | Permissions | Fiter/Shadow | Timelimits | Computers |

+'m1 Define a base rule for a device type or device connection.
A base rule configures access for all devices of the same type or
using the same connections. Base rules can contain exceptions,

such as time limits or computer constraints.

Device type or connection

Comment

2 LUSE bus connected drives

=3 Firewire {1394) bus connected |
A SDcard diives (SDbus) |2
8 Other removable drives

&5 Fixed disks (2SATA and otherr
Q Encrypted volumes

ﬁ," Metwark drives i
:;: WebDAV-based network drives .

| ok || Ccaneel Apph

Select the drive or connection type to specify which drive type the rule applies to.

Settings on other tabs are described in the section “Common Settings for Drive Whitelist Rules”.

9.1.2.3.9 Terminal Services Rule

For information about Terminal Services rules, refer to the chapter "Using Drivelock in Terminal Server
Environments".

9.1.2.3.10 Creating a Rule Based on a Template

If you need to create several similar whitelist rules, for example for the same type of flash drive but with different
user settings, a whitelist template can save a lot of time. Instead of creating each rule step-by-step, selecting the
same configuration settings each time, you can base each rule on a whitelist template that contains the common

“«,

settings for all rules. Refer to the chapter “Creating Rule Templates” for details on how to create a whitelist template.
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= e

Comment

T| Entertext here

Rule type
F| Entertext h.. 57| Entertext h..

Drrive rule

= Ceﬂ'te,r'ifu-u}s DriveLock
File Action View Help
|2 |H= B H 8 |F
%4 DriveLock Standard CSP - Centrally storec | VendorID / Ruletype ProductID/ Condit... Status
- G Global configuration Entertethere 7| Enter text here
D I
“ ué\r::ﬂ. @Wh\tehst templat...
ings :
&
ﬂ Remouabledive Joeking =/ PINGTEC Flash Disk Mot locked
3 =$ Drive whit=li=tmlasl =
4 @ File filter t MNew (& Vendor/Product ID rule...
'@ Authonze! 3 i Metwork drives rule...
View (3
p ‘E Devices | | WebDAV-based network drives rule..
b Netmfcrrk. pref Export List... | Drive size rule...
i» [] Applications |
] D Encryption Properties | Basze rule...
3 @ Antivirus | Terminal services rule...
Help |
I & Management. Rule from template...
Folder...
ar i ] '
Creates a new rule based on an existing whitelist rule template,

Right-click Drive whitelist rule and then click New -> Rule from template.

Select a whitelist template. A new whitelist ruleis created containing all settings from the template. Add all required

additional settings.

Settings on other tabs are described in the section “Common Settings for Drive Whitelist Rules”.

9.1.2.3.11 Hardware-ID Rule
'ﬁr JLLLIIIHJ

@ Removable drive locking

s Q Drive whitelist rL_lIF-cl

- 57 File filter t Mew ,
=5 Drive colle y X
@ Authorize 1ew

58 Devices i

“ Metwork prof

[@] Applications Properties
& En_cr}rptlcun Help
% Drivelock W

T

E5l Security awareness
g@ Systems managerment
Management conscle
* Policies

' Policy assignments

Vendor/Product ID rule...

Drive collection rule...

Metwork drives rule...
WebDAV-based network drives rule...
Drive size rule...

Encrypted media rule...

Base rule...

Terminal services rule...

Rule frem template...

Falder...

Hardware ID rule...

| DrivelLock Enterprise Services [PMWS20
' Drivelock Cloud

Right-click Drive whitelist rules and select New -> Hardware ID rule from the context menu:
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MNew drive exception Properties ?

Computers Metworlcs |sers Drive letters Awareness
Messages Encryption Options Commands
General Pemissions Filter / Shadow Time limits
Hardware |0 ||

This type of rule is based on the Windows hardware 1D {e.g. "USBSTORY
DiskVendar_Product™) and is pravided mainby for upgrading from other
endpoint security solutions to Drivelock.

Comment

Symbol v

[ ] Onty allow selected serial numbers

Serial number Comment Aad...

Cancel Apply

Enter the hardware ID you want these settings to apply to.

Typically, hardware ID rules are only relevant for customers migrating from another Endpoint Security solution
to Drivelock and wishing to adopt or maintain the known configuration. In all other cases, the deviceruleis a
more practical configuration option that uses the product and vendor ID as a parameter.

As with device rules, you can define an additional list of serial numbers to restrict the scope of the rule further.

9.1.2.4  Common Settings for Drive Whitelist Rules

The tabs “Permissions”, “Time limits”, “Computers”, “Networks”, “Users”, “Drive letters”, “Messages”, “Options” and
“Commands” are available for most types of drive whitelist rules and therefore described in this section.

Settings on the “Filter / Shadow” tab are described in the sections “Using a File Filter Template” and “Configuring
Shadow Copies in Drive Whitelist ” of this manual.

9.1.2.4.1 Controlling and Auditing File Access

On the Filter/Shadow tab you can configure which files users can access and how this access is audited. By default
file filter, auditing and shadowing settings are inherited from the corresponding settings for the drive type. You can
instead configure different settings that apply to the current whitelist rule.
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ADATA Properties |2 |23

Metwarks I Lsers | Drive letters l Messages | Options I Commands

General i Pemissions | Fiter /* Shadow ITiI'I'IE.' limits i Computers

[] Use the fiter settings configured under "Removable drive locking”
[] Fitter files read from or written to drives of this type
[¥] Audit and shadow files read from or written to drives of this type

Filter / audit / shadow files using template

Order Fitter template

1 Allow only Office documents, create audit events
2 Create shadow copies of written files

Add.. ] [ Remowve |E @

Lok J[ Conced J[ ooty |

To use different settings for the whitelist rule, deselect the checkbox “Use the filter settings configured under
Removable drive locking” and then select “Filer files” and/or “Audit files”.

Click Add to add one or more previously created filter templates. Click Delete to remove the selected template from
the list. Click ® land 2 to move the selected template up or down.

When Drivelock applies this whitelist, it evaluates all filter templates in the list, starting from top. The first template
matching all specified criteria (“file size”, “exceptions”, “user and groups”, “computer” or “networks”) is applied, any
templates that follow are ignored. The following exampleillustrates this process: You created two templates: The
first template applies to administrators and does not filter files. The second template applies all users and blocks
access to program files. If administrator attempts to access a program file, DrivelLock applies first template and
access is granted. If a user who is not an administrator, DriveLock ignores the first template and instead applies the
second template, blocking access to the program file.

9.1.2.4.2 Assigning Drive Letters

Use this option to define which letters are assigned to a drive when itis connected to the computer.

If you select multiple drive letters the DriveLock Agent automatically assigns the first available drive letter from the
list.
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ADATA Properties 5 -

General I Pemmissions | Filter # Shadow I Time limits I Computers
MNetworks | Users | Drive letters | Messages IDptions | Commands
[¥] When a drive is connected, assign the first unused drive letter in list:

[ A
[ B
B
[ o
F]E:
[ F:
[l G:
[ H:
[ i:
[l R
Bl &
L
] M:
] N:
" o
] P:
a:
[ R: »

13

m

OK || Cancel || Apply |

Be careful not to select drive letters that are currently in use, such as drive letters used for network shares or
home directories.

9.1.2.4.3 Defining Custom Notification Messages

You can define a custom user notification message for each whitelist rule. Unless specified otherwise, DriveLock will
display this message when it denies access to a drive because of the whitelist rule.
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Mew drive exception Properties ? >

General Pemissions  Filter / Shadow  Time limits  Computers  Networks
lsers Drive letters ~ Awareness  Messages  Cptions  Commands
Display custom message in user notification

User notification message to display when access is denied

i Mote our usage paolicy!

-

[] Also display message when access is granted
[] Display no message when this rule is activated
[[] Do not generate audit events when this nuls is activated

Carcel Aply

Select the “Display custom message in user notification” checkbox to activate the user notification message for the
whitelistrule.

In the text edit box, type the message. DriveLock will display this message regardless of the client computer’s
language setting. If you use this type of notification message, Drivelock displays a key icon near the top left corner
of the text edit field.

If you have defined multilingual messages you can select this message type instead. To select a multilingual
message, click the “down arrow” button and then on the drop-down menu click Select multilingual message.
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Mew drive exception Properties ? x

General Pemissions  Fitter / Shadow  Time limits  Computers  Networs
lsers Drive letters ~ Awareness  Messages  Options  Commands

Digplay custom message in user notfication
User notification message to display when access is denied

‘ Mote our usage palicy!

1}
A Clear message

Select multilingual message...

Lic Test message

D DLI NOL Jerieidle dUUil 2VeTILs WIS s 1Uie 1S dLFlIleEd

Concel | [ oo

Multilingual messages contain separate messages in multiple languages for the same notification. Before you can
use such a message, you must define itin the Global configuration section of the policy. When you select a
multilingual notification message, Drivelock displays the text in the language of the currently logged-on user.

Click the message and then click OK.

If you use this type of notification message, DriveLock displays a speech bubble icon near the top left corner of the
text edit field.

To also display the message when a user connects a drive and the rule allows access, select the “Also display
message when access is granted” checkbox. To not display any notification message when this ruleis activated,
including any default language message that you defined for all drives, select the “Display no message when rule is
activated” checkbox.

To not generate any audit events when this ruleis activated, select the corresponding check box.

9.1.2.4.4 Additional Options

Encryption

On the Encryption tab you can configure settings for enforced encryption.
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Lexar Praperties ? *,
Computers Metworlcs |Isers Drive letters Awareness
General Pemissions Fitter / Shadow Time limits
Messages Encryption Options Commands

Require drive to be encrypted
Automatically encrypt unencrypted media

[ ] Encrypt on firet write attempt (allow unencrypted read access)
[] Strict checking for encrypted media {no non-DriveLock files allowed)

[ ] Do not automaticaly mount encrypted media

1 Also configure: Encryption | ... | Erforce encryption

Concal | | ool

Select the “Require drive to be encrypted” checkbox to control whether removable drives must be encrypted.

If you select this option, DrivelLock lets users access only encrypted removable drives; unencrypted drives are locked.
You can also select whether a user will be prompted to encrypt an unencrypted removable drive when the user
connects it to the computer.

If you select the “Strict checking for encrypted media” checkbox, Drivelock treats a removable drive as being
encrypted only if it contains no files other than the following three:

e *DLV (required): A DriveLock encrypted container file. The drive must contain exactly one encrypted container
file to be treated as an encrypted drive by Drivelock.

e DLMobile.exe (optional): The DriveLock Mobile Encryption Application.

e Autorun.inf (optional): Afile that instructs Windows to start the Mobile Encryption Application when the drive
is inserted.

If the option “Automatically encrypt unencrypted media” is selected and a user connects an unencrypted removable
drive that already contains files, you can configure under the settings for enforced encryption whether any existing
files are retained or deleted.

When you want your users to mount encrypted drives manually, select "Do not automatically mount encrypted
media".

Due to technical limitations, the option “Require drive to be encrypted” is not available for CD drives, network
drives and WebDAV drives.

Options
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On the Options tab you can configure the following settings:

Lexar Properties ? e
Computers Metworls |Isers Drive letters Awareness
General Pemissions Fitter / Shadow Time limits
Messages Encryption Options Commands

[] Require media autharization on this drive (CD/DVD dives only)
Drive type or letter exceptions
Do not apply this whitelist nule to drives of the following type

[]CD/DVD-ROM drives [ ] Fixed disks
[] Removable disks
[ ] Do not apply this whitelist rule on dive letters
[ A e []E: [laG:
[ ] B: []D: [1F: [1H:
£ >
Onconnect actions
[ Verify system details before granting access to the drive
Type Description
Add..
Edit.
Delete

Cancel Aoply

Select “Require media authorization on this drive” to only unlock a drive when it contains authorized media. Refer to
the section “Using Media Authorization” for more information about this feature.

To enable the display of a usage policy each time a CD or DVD is inserted, you need to select the Require media
authorization on this drive option. Without selecting this option the usage policy is only displayed when a
CD/DVD drive is attached to the computer.

Some devices register with Windows as multiple drive types. For example, U3 drives appear both as a removable
drive and a CD-ROM drive with identical manufacturer, model and serial number information. To configure unique
settings for only one of these drives, select the drive types or drive letters to which the whitelist rule will not be
applied. For example, to apply a whitelist rule only to the removable disk component of a U3 device, deselect the
CD/DVD-ROM checkbox. With this setting DriveLock will apply the general rules to the CD/DVD-ROM drive, or you can
create a separate whitelist rule for the CD drive.

To verify certain system settings on the client computer before granting access, select the “Verify system details
before granting access to the drive” checkbox. Click Add to add system verifiers.
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System wverification action

Description

Storage Encryption Service Running|

When the drive is connected to the computer, check whether

@ Windows service is started

Storage Encryption Service -

File system filter is attached to the drive

") Custom command retums success
Command line

The exit code of the command must be zero for success and
non-zero to indicate a failure.

[ ok || cancel |

Type the display name in the Description field and then select from the following test types:

e To check whether a Windows service is running, select “Windows service is started” and then select a
Windows service from the drop-down list.

e To check whether a Drivelock file system filter is attached to the drive, select “File system filter is attached to
the drive”.

e To run a custom command, select “Custom command returns success”. Acommand can be any program that
you can run from a command line, including program files, (.exe), Visual Basic scripts (.vbs) and Windows
PowerShell scripts, that signals successful execution with a return code of 0.

Custom commands can be located in the file system on the client computer or the DrivelLock Policy File Storage.
The Drivelock Policy file storage is a file container thatis stored as part of a Local Policy, Group Policy Object

or a Drivelock configuration file. The Policy File Storage can contain any file, such as a script that must be
deployed to DrivelLock Agents automatically along with the configuration settings.

Files in the Policy File Storage are prefixed with an asterisk (*). You must use the Policy File Storage path variable
along with any file stored in the Policy File Storage.

Click OK to save the action.

9.1.2.4.5 Specifying Commands

DrivelLock can run a command that you specify each time one of the following events occur for a drive thata rule
applies to:

e Adriveis connected to the computer and is locked by the Agent
e Adriveis connected to the computer and is not locked by the Agent

e Adriveis disconnected from the computer
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ADATA Properties

I_@_en;em_l_l_PenﬂissiDns | Filter # Shadow I Time limits | Computers_!

| Metworks | Users I__Dfive letters | Messages iiptiog} Commands

[] Run program when drive is connected and locked

Command line

[] Run as the cumently logged-on user

[#] Run program when drive is connected and net locked
Command line
wseript "%FILESTG%\GetdPEGirfo.vbs" [e] i)

[] Run s the cumertly logged-on user

[7] Run program when drive is disconnected

Command line

[] Run as the curently logged-on user

To run a script (VBS, J5), use the command line "CSCRIPT.EXE <scriptfiles".

[ ok ][ cancel |[ pply |

A command can be any program that you can run from a command line, including program files, (.exe), Visual Basic
scripts (.vbs) and scripts for the new Windows PowerShell.

Common examples for actions you can perform by using a script are: Every time a specific external hard disk is
connected to the computer, a backup script copies files from the internal hard disk to the external drive without
requiring any user interaction. A PowerShell script can copy images from a digital camera to a network share
automatically each time a camera is connected to the computer.

Or for example, you could use the command line script to have your anti-virus program check the external
drive.

To start a VB script, you must type the complete path to the script file (for example, “wscript C:\Program
Files\scripts\myscript.vbs”).

You can use variables in commands and scripts that the Agent replaces with the actual values when running the

command:
%LTR% Letter assigned to the drive
%NAME% Display name of the drive
%SIZE% Size of the drive
%USER% Name of the user who is logged on
%SERNO% Serial number of the drive
%HWID% Hardware ID of the drive
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%PRODUCT% Product ID of the drive

%VENDOR% Vendor ID of the drive
%FILESTG% Path to a file in the Policy file storage
ADATA Properties

I_@_E_eneml l Permissions | Filter # Shadow | 'I“lmeIiT_'rts_!___C_qmgl_.r_tg[_s_!
| Networks | Users i Drive letters | Messages i COptions | Commands ]

[] Run program when drive is connected and locked

Command line

[] Run as the cumently logged-on user

[¥] Run program when drive is connected and not locked

Command line
[_i]- Insert into text
[] Run as the cumently logged-on user | )
Drive letter
[7] Run program when drive is disconnected Drive size (bytes)
Command line Product ID
Vendor ID

[] Run as the cumertly logged-on user Serial number

Display name
To run a script (VBS, JS), use the command line "CSCRIPT EXE <scripth User name
Policy file storage path

[0k [ Conem ] [y

Toinserta variable into the command line, at the cursor position where you want the variable to appear, click “<”
and then click the variable to insert.

Click the “...”button to select a file name and insertit at the cursor position. You can select a file from the following
locations:

e The file system on the local computer

e The Drivelock Policy File Storage

The Drivelock Policy File Storageis a file container thatis stored as part of a Local Policy, Group Policy Object
or a Drivelock configuration file. The Policy File Storage can contain any file, such as a script that must be
deployed to DrivelLock Agents automatically along with the configuration settings.

Files in the Policy file storage are prefixed with an asterisk (*).You must use the Policy File Storage path variable
along with any file stored in the Policy File Storage.

You can also specify whether the command is run using the identity of the local System account or the account of the
user who is logged on at the computer when the command is run.

9.1.2.5 Locking and Controlling Recording to CDs/DVDs

To lock CD/DVD devices you configure settings for the CD/DVD drive class as described in the chapter “Enabling
Drive Locking”.
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Often recording software bypasses Windows file system drivers to burn CDs or DVDs. Drivelock includes a system
driver thatis linked into CD/DVD drives as a lower filter to prevent bypassing normal file drivers in most cases.

Supported recording software includes Roxio (WinOnCD), Nero, Windows (IMAPI) and Infra-Recorder.

To allow some users to use recording software, while blocking others, configure the user permissions in a whitelist
rule (or for the drive class) and allow or deny write access for specific groups.

Fe

o

CD-ROM :!.lﬁes.Pmperti'es -ﬁ’ o
General | Fiter / Shadow | Messages | Options | CD/DVD | Commands |
CD-ROM drives

7 Mllow
4 Dery Jock) for all users {default)
@ Derry ock), but allow access for defined users and groups
User ar group Fead Write
ﬂh.rtherﬂicated Userz D
ﬂ CrivelLock Admins
Add... I I Remove I

ok (e ] [ )

You can also configure CD/DVD writing settings in a whitelist rule.
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'%ﬂ CenterTools DrveLock
File Action View Help

e 2| KB = HH BB

@ Settings
G Removable drive locking
[ '@ Drive whitelist rules
s TQ File filter templates
'@ Autherized media
B F Devices
b ‘E" Metwork profiles
i» [] Applications
L D Encryption
4 @ Antivirus
@ Settings
% Realtime scanning rules
"\5“3 Scheduled scans
’E-‘, On-demand scanning profiles
I % Management console

¥4 DriveLock Standard CSP - Centrally storec | VendorID / Ruletype  Product 1D/ Condit... Status Rule type Comment

- @t Global configuration Entertedhere | Entertedhere | Entertextho. | Enterten ho. 7] Entertext here z]
D

S @Wh\tehst templat...

—E-pe

Mot locked Drive rule

v Show CO/DVD options
All Tasks
Delete
Properties

Help

€| I | F

When enabled, displays the CD/DVD options page

By default, the CD/DVD tab is disabled in whitelist rules. To enable the CD/DVD tab in a whitelist rule, right click the
whitelist rule and then click Show CD/DVD options.

= = = - ADATA Pmpeﬁiﬁj
CD-ROM drives Properties -7 |
r: - General | Permissions | Filter /* Shadow I Time limits | Computers | Networks
| General | Fiter / Shadaw | Messages | Options | CO/DVD | Commands Users | Diveletters | Messages | Options | CD/DVD | Commands
CO/DVD writing is controlled according to the write permissions specified on CD/DVD writing is controlled according to the write pemmissions specified on
the General tab. These pemissions are enforced for most CD/DVD writing the General tab. These pemissions are enforced for most CO/DVD writing
software. Refer to the manual for a list of supported software. software. Refer to the manual for a list of supported software.
Cirives where CD/DYD writing is blocked appearto users as if the drive does Drives where CO/DVD writing is blocked appearto users as if the dive does
not support writing to it {soft blocking). i any program attempts to write to a not support writing to it {soft blocking). K any program attempts to write to a
disc, the write operation fails with an "Access denied” emor thard blocking). disc, the write operation fails with an "Access denied” emor (hard blocking).
Blocking options = Blocking options
|| Disable soft blocking (do not hids CD/DVD writing capabilities) [ Disable soft blocking {do not hide CD/DVD writing capabilties)
[] Do net display user notification messages [ Do net display user notification messages
[~] Disable Windows XP builtin CD writing {regardless of pemmissions) [] Disable Windaws %P buittn CD writing {regardless of pemissions)
User / support staff notification = User / support staff notification
[T Change hardware revision information to "Lock" when CO/DVD wiiting is [ Change hardware revision information to "Lock" when CD/DVD writing is
denied denied
[T Change hardware vendor information (ast character will be "="for [ Change hardware vendor information {ast character will be =" for
unlocked and "#" for locked drives) unlocked and "#" for locked drives)

Compatibility options Compatibilty options
[7] Do net fiter CD/DVD write operations (Do not block CD buming) [ Do net fiter CD/DVD write operations (Do not block CD buming)
[7] Do net intercept lowdevel hardware drivers [ Do niot intercept lowevel hardware drivers

[ ok ][ cancel |[ Aoy | [ ok ][ Ganed || ooy

The configuration options for the CD-ROM class and whitelistrules areidentical.

By default, Drivelock hides the recording device (soft blocking), and recording software usually will recognize the
drive as non-recordable CD/DVD-ROM drive. Activate the “Disable soft blocking (...)” checkbox to deactivate soft
blocking.
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If you disable soft blocking (or when a recording software like Roxio bypasses the soft blocking capabilities of
DriveLock), the user will get an “access denied” message when trying to write to a CD/DVD.

Select the “Do not display user messages” to prevent user messages from being displayed when soft blocking is
active.

To disable Windows recording capabilities regardless of user permissions, select the “Disable Windows XP built-in
CD writing (...)” checkbox.

To enable administrators to recognize Drivelock soft blocking, select one or both of the “User / support staff
notification” checkboxes. DriveLock will change the hardware revision or vendor information, respectively.

For compatibility reasons you can turn off soft and hard blocking of CD/DVD recording completely by selecting the
two compatibility option checkboxes.

9.1.2.6  Creating FileFilters

Use file filters to control access to specific file types in removable media rules and drive whitelist rules. File filters
control which types of files users can read or write. For example, you can create a file filter template with read
permissions for .jpg files and write permissions for .docfiles. Asingle file filter template can include multiple
permissions entries to match your security requirements.

Drivelock can check the headers of files to ensure that a file’s extension matches the file type that’s indicated by the
extension. For example, it can check whether a file with a .doc extension is really a Microsoft Office file and not a
graphics file that a user renamed. Note that some file formats share the same file header such as some Microsoft
Office, while others have no file header atall or a variable file header.

After you have configured a file filter template, you can useitin a drive class or a drive whitelist rule.

9.1.2.6.1 Defining File Types

Drivelock includes built-in file type definitions for many common file formats. You can define file types for
additional file extensions by defining the content of these files.

=N =

=4 CenterTools Drivelock
File Action View Help

&2 |0 HE &|F

‘M Drivelock Standard CSP - Centrally storec [ Description

X 563 Global configuration
4w Drives

Enter text here

File extensions

| Entertest here

Comment
Ptest il |3 |
| Entertext h L

€ 1L

¥

G Settings [ P Archives ZIP; RAR; ISO; CAB; ARL ACE Z L. (built-in)
G Removable drive locking | i';}AudiU files MP3; MP4; M4P; M4A; WIMA: WAL, (built-in)
-*3 Drive whitelict rules <7 Executables EXE; SCR; PIF; DLL; BAT; COM JS; ... (built-in)
d @ File filter templates | ‘-;_?Images JPG; BMP; GIF; TIFF; JPEG; PNG; T..  (built-in)
1= File type definitions | <7 Office documents DOC; DOCXK; XLS; XLSX: PDF: MDB... (built-in)
{j File type arauns | £# Temporary files TMP; TEMP: {built-in)
% Authorized | New » et documents TXT; LOG, PS {built-in)
» P Devices All Tasks » Create built-in file type groups % BUP; WMV; MPEG; ... (built-in]
b Pﬁ" Metwork profi\e! L yreourures—————¥ eyl VHD (built-in]
[&] Applications View ¢
. b 1
& Encryption Export List...
p Qy Antivirus
b B Management c| Properties
Help

Containg actions that can be performed on the item,
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Before you can use built-in definitions you must generate a list containing the file extensions that are recognized by
Windows on your computer. To create this list, right-click File type definitions and then click All Tasks -> Create built-
in definitions.

=4 CenterTools DriveLock E]

File Action View Help

L AR T A
é5.,-"! Drivelock Standard CSP - Centrally storec | File extensions # Comment =
b G Global configuration Entertext here | Entertedt here E]

4w Drives
’\f;ﬂ Settings
= Removable drive locking
> @ Drive whitelist rules
a '@ File filter templates

386 Created frem 2 built-in file type
ACCDE Created from a built-in file type
ACCDE Created frem a built-in file type
ACCDR Created from a built-in file type

m

[¥= File type defimisi ACCDT _C_r_eg:_ald from a built-in file type

£ File type or| New | File type definition... from a built-in file type

'@ Authorized maﬁ All Tasks » Created from a built-in file type

b ? Devices ) Created frem a built-in file type
b i:i;“ Metwork profiles View ' Created frem a built-in file type
[:j Applications Export List.. Created from 2 built-in file type

L a Encryption Created frem a built-in file type
b Qﬂ Antivirus Properties Created from a built-in file type
v & Management cons Help Created frem a built-in file type
Created from a built-in file type

Created from a built-in file type
Created frem a built-in file type
Created from a built-in file type
Created from 2 built-in file type
Created frem 2 built-in file type
Created from a built-in file type
Created frem a built-in file type
Created from a built-in file type
Created from a built-in file type
Created frem a built-in file type
Created from a built-in file type
Created from 2 built-in file type

€ 11 | F

Creates a new file type definition for file filtering.

To create a new file type, right-click File type definitions, and then click New -> File type definition.

To change the definition of a file type in the list, double-click it.

Mew template Pmpﬂrﬁ'ﬁ .

General I-T'_.'pe definitian I Test |

File type definition applies to file extensions

Ex:len;ion Description [ Add..
[ JPG JPEG Image IW

Comment

& Afile type definition for this file type already exdsts.

oK || Cancel

Administration Guide 2021.1 195 © 2021 DriveLock SE



4 riveLock

Click Add to add one or more file extensions to the file type definition.

Locking Drives and Devices

Click the Type definition tab.

P

Mew template Properties

2
!Genaal-_ Type definition |-Test

@) |dentify fils type by validating content
Match file content with static values

DLL path

Function name

1 Do not check any heade

Start u:;ﬁset Length Content
| DooD 3 FFDEFF
[ Add... ] | Remove ] | Fitt I
When checking content 73 all entries must match (AND)

7 Identify file type using custom DLL

@ &t least one of the entries must match (OR)

rfar this file type

OK || cCancel || Apply |

Drivelock can validate a file by checking its content or by using a custom Dynamic Link Library (DLL). Such custom
DLLs contain code that you design to check the contents of a file.

Click Add, Remove or Edit to edit the list of content check conditions.

File Header Properties .
Start offset 0000 {bytes from beginning of the file)
Length 3 (bytes)

Expected content at the start offset
) Text iy

@ Hex bytes FF D& FF

[ ok ][ cance |

A content check conditions contains an offset (a hexadecimal value) and a content value that you can specify as text
or as hexadecimal byte values. For the condition to match, the content must be present at the specific location in the

file. DriveLock automatically calculates the length. Click OK to save changes.

Configure whether a file must match all conditions or only one of them needs to be validated.

To use a Dynamic Link Library that you have developed, type the full path for the DLL file and the function name.

The DLL file must be stored locally on the disk. You can’t use an UNC path or the Policy File Storage as a location.

Click OK to save the changes.

Administration Guide 2021.1

196

© 2021 DrivelLock SE



.:‘DriveLDCk Locking Drives and Devices

9.1.2.6.2 Defining File Type Groups

Use file type groups containing two or more file type definitions to add multiple file types to a rulein a single step.
You can create your own groups in addition to the built-in file type group definitions, which cover many common
scenarios, such as video files and images.

L3 Cen‘te,r"l'oub DriveLock =5

File Action View Help

e |2 |B= HIH &5
4 Drivelock Standard CSP - Centrally storec Description 2 File extensions Comment
k ﬁj} Global configuration Enter text here | Entertext here | Entertext h.. ‘ﬂ
Drivi =
e ‘E,g\:esttin . [ &7 Archives 7IP; RAR: 150; CAB; ARE ACE Z: L. (built-in)
=ty 5 | &7 Audio files MP3; MP4; M4P; M4A: WMA: WA...  (built-in)
u Removable drive locking |
It ,@ Dive il rules | ~-.q?Exect.n:ables EXE; SCR; PIF: DLL; BAT; COM; JS; ... (buflt—m]
d ﬁ File filter templates | leages JPG; BMP: GIF; TIFF; IPEG; PNG; T...  (built-in)
= File type definitions %# Office documents DOC; DOCK; XLS; XLSK: PDF: MDB... (built-in)
%3 File tg;rpa— 1 u |.?.?Iemporaryﬁlas TMP: TEMP: . (built-in]
w Authorzed | New b lext documents TXT: LOG: PS (built-in)
b ip Devices All Tasks 3 Create built-in file type groups B BUP; WMV: MPEG; ... (built-in)
b ¥ Network profl\el - [rthaldiEks VEADK: VRSN VHD (built-in)
=4 M. »
: [] Applications o
b [l Encryption Export List...
m Antivirus
» % Management c| Properties
Help

€| 1 ¥

Contains actions that can be performed on the item,

Before you can use a built-in group definition you must generate the group list. To create this list, right-click File
type groups and then click All Tasks -> Create built-in definitions.

To change the definition of a file type group in the list, double-click it.
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= CenterTools DrveLock
File Action View Help

&= |7 |B= HIE 8

Comment

| Entertext hi. E‘

“4 DriveLock Standard CSP - Centrally storec Description File extensions
b @ Biahal contenitaton Enter text here 5| Entertext here
D =
“ uév::ﬂ. S Archives ZIP; RAR; 1SO; CAB; ARJ; ACE; Z: L...
ings 5
JPee 7 . . 7 Audio files MP3; MP4; MAP; M4A; WA WA...
. Removable drive locking 5
I8 -@ Dinve whitelict rules <P Executables EXE: SCR: PIF: DLL; BAT; COM, JS; ...
4 43 Filefilter templates “#Images IPG; BMP; GIF: TIFF; IPEG; PNG; T...
File type definitions &2 Office documents DOC: DOCK; XLS; XLSX: PDF; MDB...
{5 Filetypeg—— T filae TMP; TEMP; .
3 Authorized m| NV Y| Fietypegroup.. k. 106 Ps
B ? Devices All Tasks b leofiles AVL VOB; IFO: BUP: WMV: MPEG; ...
l ‘E" Metwork profiles g wal disks VMDK; VMSN; VHD
. W View 3
& [&] Applications
- [ Encryption Export List..
b w Antivirus
» % Management cor Properties
Help
aalr e, | 7

(built-in)
(built-in)
({built-in)
({built-in)
(built-in)
(built-in)
({built-in}
{built-in)
(built-in)

Creates a new file type group for file filter templates.

New tempi.ate ﬁmp&!ﬁ'ﬁ

General | lIsage

Descrption  Recorded TV

Inzhuded file types (extensions)

Remove

Add..
[ Remove |

E:den;ion Description

@R Microsoft Recorded TV Shaw

M DVR-M5S  Microsoft Recorded TV Show
Comment

oKk || cancal ||

Apply |

To create a new file type group, right-click File type groups, and then click New -> File type group.

In the description field, type a group name. Click Add to add existing file types to the group. Select a file type and
click Remove to remove the selected type from the list.
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[

‘New template Properties
General |Usage

Description FlecordedW_
Inzluded file types lextensions)

Extension Description Add...

JGPP2Z Audio/Video Remove
IGPP AudioVideo

IGPPZ AudioVidea
IGPP AudioNVidea
€ ovR Microsoft Recorded TV Show
ﬂ DVR-MS  Microsoft Recorded TV Show

Comment.

[ Ok [ Goncd [ ooy |

To select more than one file type, press and hold the CTRL key, and then click each file type. Click OK to add the
selected file types to the list.

Click OK to save the file type group.

9.1.2.6.3 Creating a New File Filter Template

| CenterTools DrivelL ock
File Action View Help

®«s |z 0= B & e

%4 Drivelock Standard CSP - Centrally storec Description | Comment
I @ Global configuration Iénter tewt here F| Entertext here T
4 w Drives

”\@ Settings

ﬂ Removable drive locking

@ File type definitions
@Filetype groups
?Images - Allow but audit
__________ 1 9 Office Documents

New 3 | Template...
View 3

» P® D Export List..

b P.'i.-“' N

» [ A Properties

v @ E:1 Help

P An e

B Q Management console

4| 11 | v-

Creates a new item in this container,

In the console tree, expand Drives, right click File filter templates and then click New -> Template
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=

o

Hmtempia{-ebmperﬁbs '
_| Exceptions | Cther I Computers I Networks I Users I Usage
General | Readfiter | Witefiter | Audit | Shadow

Template description | Office and PDF Files|

Comment

OK || Cancel || Apply |

In the description field, type a name for the template. If desired, type a comment.

Click the Read filter tab.

| iiiewtempia‘iebmperﬁés '
Exceptions | Other | Computers I Networks I Users I Usage
Genersl | Readfiter | Witefiter | Audt | Shadow

When reading files ) Allow all files
(@ Allow only selected extensions
) Do not allow selected extensions

[] Use the same settings when writing files

File extensions to fiter when reading files

e Diescription Add w

File extensions...
Archives

Audio files
Executables
Images

Office docurnents
Temporary files
Text docurnents

[ Block files which are not content-scanned Video files
Virtual dizks
[ ok ][ Cancel [y—romy— ]
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T

ER<

Office and PDF Files Properties
Em:e-ptinns_l Other_l_Cornputers | Metworks I Users I Usage
General | Readfiter | Witefiter | Audt |  Shadow

When reading files () Allow all files
(@ Allow only selected extensions
7 Do not allow selected extensions

[7] Use the same settings when writing files

File extensions to fiter when reading files

[ Block files which are not cortent-scanned

Exten;ion Description Add w

File extensions...

Archives

Audic files
Executables
Images

Office documents
Temporary files
Text documents
Video files

Wirtual disks

[ ok || cancel [

FOpTY J‘]

The file extensions specified on this page are checked when a fileis copied or read from a drive.

To allow all file extensions, select “Allow all files”. To allow only certain file types, select “Allow only defined

extensions”. To block certain files, select “Do not allow defined extensions”.

Click Add -> File extensions to add one or more file extensions to the list. To add a file type group to the list, click

Add and then select the group.

Select or type or the appropriate file extension, and then click OK to add the file extension to the list.
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5"'... . Ml 3 LA LS S e
Dffice and PDF Files Properties

General |  Readfiter |

Witefiter | Audit | Shadow

When writing files V] Use the same settings as when reading files
Allow all files
(@) Allow only selected extensions

Do not allow selected extensions

File extensions to fitter when writing files

Extension Description Add w
¥ Group Cffice documents =
@ ... Contert
scanned
| Block files which are not content-scanned {buitt in}

i

OK | [ Cancel | [ Aeply

)

Exceptions I Cither I Computers | MNetwarks I lsers I lsage

To specify files without an extension, type a period (.) instead of an extension. For example, this may be
required for files created by Microsoft Excel 2003 and earlier. These versions of Excel save a file by first creating

a temporary file without an extension and then creating a file with the extension .xls.

Click the Write filter tab.
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=

Office and PDF Files Fmpefﬁés'

Exceptions I Cither I Computers | MNetwarks I lsers I lsage

General | Readfiter | Witefiter | Audit |  Shadow

When writing files V] Use the same settings as when reading files
Allow all files
(@) Allow only selected extensions
Do not allow selected extensions

File extensions to fitter when writing files

Extension Description | Add = _'
¥ Group Office documents s
@ ... Contert
scanned
| Block files which are not content-scanned {buitt in}

OK | [ Cancel | [ Aeply

)

o

|

fom

Office and PDF Files Fmpeﬁiﬁ'

Exceptions I Cither I Computers | MNetwarlks I Lsers I Usage

General | Readfiter | Witefiter | Audit |  Shadow

When writing files 7] Use the same settings as when reading files
7 Allow 2l files
@ Allow only selected extensions
1 Do not allow selected edensions

File estensions to fitter when writing files

Eﬂen;ion Description Add w

é ZIP Compressed (zipped) Folder

@ ... Content
scanned

[7] Block files which are not content-scanned buit in)

OK || Concel J[ el

)

The file extensions specified on this page are checked when a file is copied or written to a drive.
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To allow all file extensions, select “Allow all files”. To allow only certain file types, select “Allow only defined
extensions”. To block certain files, select “Do not allow defined extensions”.

Click Add to add one or more file extensions to thelist.

Click the Audit tab.

Office and PDF Files Properties

Exceptions I Cther I Computers I Netwp_ri*_:_s_‘__l.l;s&irs__l lsage

Genersl | Readfiter. | Wiiefiker | Audt | Shadow
Audt files ) Mone
@ Al

(") Read from removable media

) Written to removable media

Audit conditions -~ i@ Al
7 Success (access allowed)

() Failure {access denied)

ok J[ Concdl |[ ooy |

The file audit settings define when an audit eventis generated. Configure the audit settings to match your audit
policy.

Audit events can be sent to the Windows Event Log and, if configured, to the DrivelLock database.

File auditing can impact system performance. Also some user actions may generate multiple audit events. For
example, opening a Word document may generate three separate events because Word reads the file, writes
some information to it (last time accessed) and then reads the file again.

Settings on the tabs Shadow and Exceptions are explained in the section “Configuring Shadow Copies in Drive
Whitelist Rules”

Click the Other tab.
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New template Properties. _',..1
General | Readfiter | Witefiter | Audit | Shadow
Exceptions | Cther | Computers I Metworks I lsers I lUsage

[] When reading, deny access to files largerthan | = KB
[ When writing, deny access to files larger than E —| KB

Archives
When reading, scan archives
[7] Block nested archives
[7] Block password-protected archives

When writing, scan archives
[] Block nested archives
[7] Block password-protected archives

0K ]| Cancel Apply

Select one of the “... deny access to files larger than“ checkboxes and specify a size to prevent read and/or write access
to large files.

To enable Drivelock to apply the file filter to compressed archive files (ZIP and RAR), additional options exist for
reading and writing such files. To enable DrivelLock to apply the file filter settings to files in contained in an archive,
select one or both of the “...scan archives” checkboxes.

To block access to compressed archives that contain other compressed archives, select one or both of the “Block
nested archives” checkboxes.

To block access to password-protected archives, select one or both of the “Block password-protected archives”
checkboxes.

Scanning compressed archive files on network and WebDAV drives is currently not supported.

Click the Computers tab.
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= )

Office and PDF Files Properties )

General | Readfiter | Witefiter | Audit | Shadow
Exceptions | Other | Computers | Networks | Users | Usage

(") Rule is active on ary computer
7 Rule is active only on selected computers

@ Rule iz active on all computers, except the ones selected

Computer
M oLsERVER

[.Pnddv][ Hamnve]

ok J[ Concd |[ ooy |

Select from the following options:

e Activate this template on all computers
e Activate this template only on the specified computers
e Exclude the specified computers from this template

Click Add to add more computers to the list.
Click the Networks tab.
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= )

Office and PDF Files Properties )

General | Readfiter | Watefiter |  Audi Shadow

Exceptions I Other I Computers | NEtWDI'kS—| Users lUsage

7 Rule is active in any network location
@ Rule is active only in selected network locations

") Rule iz active on all networks, except the ones selected

Metwork location
E.?_; CenterTools

[ Add... ][ Remove ]

ok J[ Conced |[ ey |

Select from the following options:

e Activate this templatein all network locations
e Activate this template only in the specified network locations
e Exclude the specified network locations from this template

Click Add to add more defined network locations to the list.

Click the Users tab.
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Fe

" tfice and BDF Files Bropetiies | B |[es3m)

General | PReadfiter | Witefiter | Audt | Shadow |

Exceptions i Other | Computers | Networks | Users |_Usage_'

") Rule is active for all users and groups
@ Rule is active only for selected users and groups

") Rule iz active for all users and groups, except the ones selected

User ar group
ﬂ Drivelock Adming

L Add... ][ Remove ]

ok ) (] o)

Select from the following options:

e Activate this template for all users

e Activate this template for the specified users

e Exclude the specified users from this template
Click Add to add more users or user groups to the list.

Select the Usage tab to view the drive whitelist rules that use the current template.

Click OK to save the template.

9.1.2.6.4 Using a File Filter Template

Use a filter template to configure filter settings for one of the drive classes or a drive whitelist rule.

To assign a filter template to a class rule, open the Properties dialog box for the rule, and then click the
Filter/Shadow tab.

Select “Filter files...” to apply the file filter settings in the selected filter template(s). Select the “Audit and shadow
files...” checkbox to enable the auditing and shadowing settings.
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F -

USE bus connected drives Properties

| General | Fitter / Shadow | Messages I Cptions I Drive letters ! Commands | B

[¥] Fitter files read from or written to drives of this type
[F] Audit and shadow files read from or written to drives of this type

Filter / audit / shadow files using template

Order Fitter template
1 Office and PDF Files

Add.. | I Remove @ @

T |

You can also usefile filters in whitelist rules. By default a whitelist rule uses the filter settings you configured for the
corresponding drive class. To configure a different filter, clear the “Use the filter settings ...” checkbox, and then
select the “Filter files...” and/or “Audit and shadow files ...” checkboxes.

Click Add to add one or more previously created filter templates. Click Delete to remove the selected template from
the list. Click ® land 2 to move the selected template up or down.

When Drivelock applies this whitelist, it evaluates all filter templates in the list, starting from top. The first template
matching all specified criteria (“file size”, “exceptions”, “user and groups”, “computer” or “networks”) is applied, any
templates that follow are ignored. The following exampleillustrates this process: You created two templates: The
first template applies to administrators and does not filter files. The second template applies all users and blocks
access to program files. If administrator attempts to access a program file, DrivelLock applies first template and
access is granted. If a user who is not an administrator, DriveLock ignores the first template and instead applies the
second template, blocking access to the program file.

9.1.2.6.5 Using File Filter Templates with Encrypted Drives (Encryption 2-Go)

An additional step is required to use a file filter template for removable drives that have been encrypted using
DriveLock removable media encryption (Encryption 2-Go). When you configure a file filter for the removable drive,
this filter only applies to any unencrypted portion of the drive, which users are commonly not allowed to access.
Once the encrypted container on such a drive is mounted using a drive letter, DrivelLock treats it as belonging to the
class Encrypted volumes, even though the physical drive may be connected using a USB port.

For a file filter template to apply to an encrypted volume, you need to enable filtering and/or auditing and select the
template on the Filter Shadow tab under Drives -> Removable drive locking -> Encrypted volumes.
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9.1.2.7 Creating Drive Collections

A method of simplifying the configuration of settings and rules and reducing the number of whitelist rules required
is to group all drives to which the same settings apply firstinto a drive collection and then create a drive collection
rule for that collection with all settings.

. ¥ Global configuration
a [&] Drives
{08 Settings
[ Removable drive locking
- [ Drive whitelist rules
. 57 File filter templates

Drive collection [ Mew N
. |29 Devices View .
» = Metwork profiles
- [@] Applications Export List...
9 En.cr}rptn:.n Properties
- &® Drivelock Web Se
- Bgl Security awarenes Help

. 9% Systerns managenTent

. kdsmamarmarmt ~ane~la

To create a new drive collection, right-click Drive collections and select New -> Drive collections from the context
menu.
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Description |Nluwed DrivelLock Drives

Device class ! Drives

Comment Al allowed extemal Drivelock SE drives

Enter a description and an optional comment. The "Device class" is automatically set to "Drives" and cannot be
changed here.

Select the Drives tab.
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| General | Drives | Usage|

Wendor Product Serial number Comment
! USBSTORNGenSH...  USE FloppyDisk Dri...

! USE Flash Disk: fbf 1101122200001
! Sony Storage Media 5al812080001025

Properties... | | | | Remove | | Import w | | Export W

| 0K || Cancel | Aol

Here you can display, deactivate, edit and remove existing entries. You can also add new entries.

To add new entries, click Add and select whether you want to add a drive based on its product or vendor ID, or by its
hardware ID. Enter the required information in the next dialog or select it as usual from the currently connected
devices or the Device Scanner database by clicking "...".

If you do not want to delete existing drives completely, but only remove them from the collection for a certain
time, select the drive you want and then click Disable. A small additional icon now indicates that the entry is
currently not enabled and cannot be locked/unlocked using this collection. Disabled items can be re-enabled
later.

Use the Import button to import multiple drives in either CSV or INI format. A CSV file could look like this, for
example:

HardwarelD Comment Vendor Product SerialNumber
LSB Flash Disk fof1101122200001
Sony Storage Media 5a0812080001025

USBSTOR\GenSFloppy | USE FloppyDisk Drive

Click Export to save the current list as a CSV or INI file.

Tip: If you created some entries individually and then exported them as a file, you can use this file as the basis
for an import, since it already has the correct structure and/or the necessary columns.

The Usage tab shows you the drive collection rules where the collection is used already.
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9.1.2.8  Using Media Authorization

Use the Authorized Media option to unlock specific media even though CD/DVD drives are locked. For example, you
can allow the use of a DVD containing training videos while blocking the use of all other DVDs.

When creating a new “Authorized Media” rule for a permitted disk, DrivelLock calculates a unique identifying “hash
value” from the CD and unlocks the disk when this value matches the hash value of an authorized disk. Because the
hash value changes when any data on the disk changes, you can use media authorization only for disks that are not
writeable, but not for writable removable drives such as USB flash drives. Therefore “Authorized Media” rules
should only be used for read-only media (CDs/DVDs).

To create a new authorized media rule, in the console tree, expand Drives, and then click Authorized media.

“A CenterTools Drivelock || == @l

File Action View Help
|| 0= EEH 8
%4 Drivelock Standard CSP - Centrally storec| Description - Status
1 155‘3 Global configuration Enter text here | Entertext h.. E]
4w Drives
"\:_?) Settings There are no items to show in this view.
= Removable drive locking
E’a Drive whitelist rules
> '@ File filter templates
fj Authorized meq

p Mew 4 Authorized media... J
3 [‘ﬂ Devices L
8 ‘E‘- MNetwork profiles View v
» [&] Applications

m Encryption Export List...
3 [:D Antivirus | Picpertics
. % Management cons|

Help

4| 1 . F

Creates a new item in this container,

Right-click Authorized Media and then click New -> Authorized media.

The New authorized media Properties Dialog box opens.
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for

New authorized media Prﬂpeﬁiﬁ

)

71 Ay video DVD £ CD
@ Specific media
Media information

Read media information...

_!__C_D_I'I_'IE_L{t_E_![S | Netwarls | Options Commands
General i Pemnissions | Fitter / Shadow Time limits
Description |
Comment
Rule type 7 Any audio CD

| ok || Cancel

Type a description and an optional comment describing the Authorized Media rule.

Drivelock includes two predefined rule types, Audio CD and Video CD/DVD. Use these rules to authorize the use of
audio and video disks, respectively. To create a custom rule for a specific disk, click Specific media. Click Read media

information to calculate the hash value of the disk you want to allow.

Select media

Currently inserted media (@ local (71 on Agent Connect
Dirive Description
OD:'\. Volume name:; GRMCENXVOL_EN_DVD Senal number: EAED. ..

Select the drive with the CD or DVD you want to allow, and then click OK.
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=

‘New authorized media :i).“iﬂper'ﬁrs

|

_| Computers I Netwarls | Options | Commands

General | Pemissions | Fitter / Shadow I Time limits

Descrption  Windows 7 DVD

Commenrt

Rule type 7 Any audio CD
(7 Arvy video DVD £ CD
@ Specific media
Media information

olume name GRMCEMXNVOL_EN_DVD -
Serial number EAEDS306 |:|
Mumber of tracks 1 &
Mumber of audio tracks 1] 1|

DDE disc ID CORO0000 IE

Read media information...

[ ok J[ Concel |[ momty |

o

Drivelock reads the media information and adds it to the rule.

Settings on other tabs are described in the section “Common Settings for Drive Whitelist Rules”.

Click OK to save therule.

% CenterTools Drivel ock
File Action View Help

&2 |7 | XE= HE B FE &

%ﬂ Drivelock Standard CSP - Centrally storec)| Description
I @ Global configuration
4 w Drives

T@ Settings

Enter text here

1 [&] Applications

b D Encryption

P @ Antivirus

I & Management console

4| 11 | v-

5 Drivel ock installation €D

=) Removable drive locking Al Tesks A Lk
3 '@ Drive whitelist rules Delete Unlock
'@ File filter termplates
T3} Authorized media Properties
2 v Devices
I ‘E" MNetwork profiles L Helo

Status

| Entertext h..,

i

Lock the selected type of drive or device.
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To quickly lock or unlock the selected rule for all users, right-click a configured rule and then click All Tasks -> Lock
(or Unlock).

9.1.2.9 Monitoring Data Transfers by Using Shadowing

Shadowing creates copies of files transferred to or from removable media to allow administrators to review what
data users accessed. Drivelock can store these shadow copies on client computers and a server. You can define
which files DriveLock shadows.

If shadowing is enabled for CD/DVD recording devices, Drivelock creates an 1SO image file each time a CD or
DVD is recorded and saves the image in the location you configured.

9.1.2.9.1 Configuring Global Shadowing Settings

Define global shadowing in the settings for drive locking.

44 CenterToals DriveLock EI

File Action View Help

| H H B

%3 DriveLock Standard CSP - Centrally stored Configures optional CUstom texts and options when displaying Usage policies DETOre a User can Use a drive, =
. @ Global configuration
o - D:IVES ’ % -, | File digest generation configuration (Not configured)
@ Settings \/ Cenfigures glebal settings for creating digests (hashes) of files, such as the algorithm used and what type of

ﬁ Removable drive locking - digests are generated.
> '@ Drive whitelist rules
> ‘ﬁ File filter templates

@ Rirthio e e ‘;,f i Shad_owim conf'gurajtion (Mot conf\g_ured_)
. ?" Plices: =i Configures global settings for shadowing files, such as the location for storing shadow copies and methods to
4 - i control the storage space required for shadowing. To enable shadowing according to the settings configured here,
4 =2 Network profiles you must create one or more file filter templates and configure rules to use the template.
i [&] Applications
I Q Encryption
b w Antivirus Hard drive self-monitoring {S.M.A.R.T.) configuration (Not configured)

Configures whether DriveLock checks for and reports imminent hard drive failure using S.MART, (Self-
Monitoring, Analysis and Reperting Technology).

=
P
3 Advanced settings

These settings are used to configure advanced drive control options,

- o Management censole

yﬁi\ud\t device insertion / removal / lock (Not configured)
Select whether and how drive insertion and removal events are logged. By default, all events are logged to the
Windows Event Log.

m

,ﬁ Unlock drives when service is stopped (only Windows 2000 and Windows XP) (Mot cenfigured)
Configures whether locked drives are unlocked when the Drivelock service is stopped on a client computer, By
default this option is enabled. This option has no effect in Windows Vista,

fﬁ Disable file filtering while drives are temporarily unlocked (Mot configured)
Configures whether file filtering is active when drives have been unlocked using the temporary unlock feature.

4 i r -

Done

Click Shadowing configuration to configure the settings for shadowing.
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9.1.2.9.1.1 General Settings

F )

Properties

General |r0ptiuns I Exceptions ! Server upload l Time: limits | Networksl

Location for storing shadowed files on client -

@ Default
Stores shadow files in the All Users profile.

() Foeed location

Storage limitations -

[#] Shadow filezsupto 5000 =) KBinsize
[7] Shadowing orly copies | ~| KB of the file

[¥] Do ot use more than 1060 = MB of local disk space

Local storage cleanwup settings

Run cleanup every 5 | minutes
i@ Delete oldest files first 7 Delete largest files first
[7] Delete files older than d = | days

[ ok ][ cancel || 2oph

By default Drivelock stores shadow copies in the C:\ProgramData\CenterTools DriveLock\ShadowFiles folder. To
select a different location, select “Fixed location” and then type the name and path of the shadow files folder. By
default, only the Administrator account has full access to the shadow files folder.

Use the “Storage limitations” option to specify the maximum size of files to be shadowed or the maximum storage
space used by shadow copies. By default, only individual files of up to 5 MB are shadowed and no more than 100
MB of hard disk spaceis used for shadow copies. To reduce the impact of shadowing on performance you can limit
shadowing to the first part of each file. Configure how many KB of data of each shadowed file DrivelLock retains. If
you only retain portions of files you will not be able to open shadow copies using regular applications but you can
use an editor to view enough information to identify the original file.

Configure in which order files are deleted when the maximum storage space has been reached and how often the
cleanup process runs on client computers, or select a period after which shadow copies of files are automatically
deleted. These settings only relate to storage space on client computers; you must remove files in a central storage
location (network share) manually. The default for running the local cleanup process is every five minutes.
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9.1.2.9.1.2 Client Options for Shadowing

Use the “Options” tab to control access to shadow copies.

Properties

| General | Options [Ex;:eptiuns I Server upload | Time limits | Networks |

Access to shadowed files on client

F =

[] Create a local shared folder on clisnts

[] Do not delete local files after uploading to certral location

[ ok ][ cancel

When you select the “Create a local shared folder on clients” checkbox, DriveLock shares the local shadow files folder
on the client and assigns permissions to that folder. By default, the built-In Administrators group is assigned Full

Access permissions to access the files on the computer over the network. Users and Power Users are assigned
permissions to read the data.

After copying shadowed files to a central location, the DriveLock Agent deletes the local shadow copies. To retain the

files on the client after they are uploaded, select the “Do not delete files after uploading to central location”
checkbox.
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9.1.2.9.1.3 Shadowing Exceptions

Use the “Exceptions” tab to exempt certain processes or users from file shadowing.

Properties e
General I Optiong | Exceptions | Server upload | Time limits | Networks |
[#] Exclude selected processes from shadowing and auditing

[7] M=o exclude selected processes from file fitering

Process naFnE Description
@msmpeng.em Microgoft Forefront
| Add. || Remove || Edi.

[¥] Bxclude selected users from shadowing and audting
[ Also exclude selected users from fils fiterng

e

Uszer
ﬂ NT AUTHORITYASYSTEM
Add... I I Remove I

[ ok J[ Camcel |[ seey |

You can define processes and users or groups thatare excluded from shadowing by selecting the corresponding
settings. The main purpose of such exclusions is to avoid the creation of shadow files each time a virus scanner or

other automated process accesses a file.

Click Add or Remove to configure processes, users or groups to exclude from shadowing.

Process Properties .'
) Administrator-selected application
Program file { EXE file)

Comment

@ Predefined application

¥ F-Secure Artvius. z]
PL Kaspersky Antivirus -
ﬁ Microsoft Forefront
g McAfee Viues Scan o

TrendMicro OfficeScan ‘

— U Sophos AntiVirus
’ Symantec Client Security

. F-Secure Antivius

Specify a program file or select one of the pre-defined applications and then click OK.

To also exempt users or processes from file filtering, select the corresponding checkbox.
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9.1.2.9.1.4 Server Upload Settings for Shadowing

Define settings for uploading shadow copies of files to a central location on the “Server upload” tab.

F

! General I Cptions I Exceptions | Server upload | Time limits | Networksl

Properties @

|Upload shadowed files to central server
) Do not upload files
(@ File share
UNC path of shared folder
“WDLSERVERMShadow
User account for connecting to file share:

User centetoolshsve_shadow

Pazgword SEBEBBEEE

Confirmation TITITITIT]

Upload files every 15 2| minutes

w

[ ok || cancel |[ ool

)

-

Drivelock can copy shadowed files to a central network location so that administrators can review shadowed files
from a single location. To configure server uploads, type the UNC path of the shared folder that will store the files
and the credentials of a user account that can write to that folder. You must also specify the interval at which the

Drivelock agent copies files to the central location.
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9.1.2.9.1.5 Shadowing Time Limitations

You can define the times when shadow copies are generated on the “Time limits” tab.

e = ——
o =
| Genersl I Options | Exceptions I Server upload | Time limits | Networks

Upload files to central server during selected times
0 2 4 6 & 10 12 14 16 18 20
1

Sunday

=i

I 1 Rule active r @ Rule not active

Select the appropriate time block or blocks by clicking one or more rectangles, an entire column or a row, and then
click “Rule active” or “Rule not active”.
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9.1.2.9.1.6 Network Limitations

On the Network settings tab you specify whether shadowing is applied only in certain network locations.

F

! General I Cptions I Exceptions I Server upload I Time limits | Metworks _|

*) Upload to central server on any network location
@ Upload to central server on selected network locations

7 Upload to central server on all networks. except the ones selected

Properties @

Metwark location
Ei; CenterTools

[ Add... ]I Remove J

[ ok || cancel |[ ool

-

Select from the following options:

e Activate this rulein all network locations
e Activate this rule only in the specified network locations
e Exclude the specified network locations from this rule

Click Add to add more network locations to the list.

9.1.2.9.1.7 Encryption

In analogy to Anonymizing Event Data you may want to protect the shadow copies against access from non
authorized persons. Drivelock always encrypts the shadow copies before uploading with an internal key.
Additionally you can protect that key either by a password or by the public keys of one ore more certificates (Four-
Eyes-Principle). If you do so, you need to enter the password or the corresponding private keys of the certificate each

time you open the shadow copy storage.
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General Options Exceptions Server upload
Time: limits Networks Encryption

Shadow files are encrypted in any case. additional securty measures for the
encryption key can be configured:

() No additional security {"unencrypted™)

(_) Password security

Password
Corfirmation

(®) Cartficate securty
The following certificates public keys will be used to encrypt data. Private

keys of all cerfficates are needed to decrypt data in management console
or DriveLock Control Center,

Description File name
,&DriveLock evert paramete... DLEwventEncryptl.cer

gDriveLock event paramete... DLEvertEncrypt2.cer
,&DriveLock evert paramete... DLEwventEncrypt3.cer

Remaove Properties. ..

Car

If you loose the keys, you can no longer access the content of the shadow copies.

9.1.2.9.2 Configuring Shadow Copies in Drive Whitelist Rules

To activate file shadowing you must create a file filter template. Refer to the section “Creating a New File Filter
Template” for more information about creating file filter templates.

In a file filter template specify which files Drivelock creates a shadow copy of.
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i o

| New template Properties [EI

Exceptions I Cther I Computers I Networks I Userg_'_Usggg_!_
General | Readfiter | Witefiter | Audit | Shadow

Shadow ssttings ) None
i Al
() Files read from removable media

@ Files written to removable media

[¥] Shadow only selected file extensions
[¥] Do not shadow sslected file extensions (sxception list)

E::ten;ion Description Add...
[ Remove |

= JFEG JPEG Image T

oveE

OK || Cancel || Apply |

Configure whether Drivelock shadows no files, all files, or files written to or read from removable media. You can
additionally limit shadowing to specific file extensions or exclude files with specific extensions from shadowing.

You can create a separate file filter template specifically for the creation of shadow copies.

After configuring a shadowing template, assign it to a class of drives or a drive whitelist rule.

To assign a template to one of the drive classes (for example USB-connected drives), in the Properties dialog box for
the drive class, select the “Filter / Shadow” tab.
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: USE i}us connected dmre-s F'.mpe:.'t'aes Fﬂ ;
Genergl | Fitter / Shadow | Messages I Options I Drive letters I Cummands|

[7] Fitter files read from or written to drives of this type
Audit and shadow files read from or written to drives of this type

Filter / audit / shadow files using template

Order Fitter template
1 File Shadow Settings Template

[ Add.. H Remove: @ @

OK | [ Cancel || ooy |

To activate shadowing, select “Audit and shadow files ...” and then add a shadowing template.
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s it

" ADATA Properties el =)

Metworlcs I |sers I Dirive letters | Messages | Options I Commands
General i Permissions | Fiter / Shadow | Time limits I Computers

[] Use the fiter settings configured under "Removable drive locking”
[7] Fitter files read from or written to drives of this type
[¥] Audit and shadow files read from or written to drives of this type

Filter / audit / shadow files using template

Order Fitter template
1 File Shadow Settings Template

Add.. J [ Remowve @

K || Comcel || temy |

To activate shadowing settings for a whitelist rule that differ from the general settings you configured for drives,
deselect “Use filtering settings ...”, select “Audit and shadow files ...” and then select a shadowing template.

9.1.2.9.3 Viewing Shadow Copies

You can view shadowed files by using the DriveLock Management Console. In the console tree, expand Operating and
then click Shadowed files.
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?‘/} CenterTools DriveLock - iCenterTools Dr?veank\Ope:aﬁng\Shadowed frlej]

=y |

%4 File Action View Window Help

|5 E = HIF

"{d CenterTools Drivelock File name Date Time Size User
mDEvi(eS(annEr Enter text here | Enter .. F| Enter... 7| Entertexth.. 7| Entertexth...

Device identification  Acce

| Enter text here

Computer

| Enter text h...

i+ [@] Product updates and suppor
E:f Policies
2 g Drivel ock Enterprise Servicey
4 & Operating
@ Agent remote control
-@ T e T
Choose folder / Agent...

There are no items to show in this view,

Wiew
Mew Window from Here

Refresh
Export List...

Properties

Help

?1 Ente

< (1 | F |55

TIE

Chooses the shadow copy folder used to display shadowed files (on Agents or in central location).

Right-click Shadowed files and then click Choose folder/agent.

=

.SeFect sha:fow'f-ofcier to view

—

I a @ Metwork folder [central storage location)
@ Folderpath

Wdlserver'shadow|

-]

71 On cliert
Agent

oKk || Cancel |

Type the UNC path of the central location where shadow copies are stored or type the name of a DriveLock Agent
computer with locally stored shadow copies. Click OK to to view all shadow copies in the selected location.
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'fd CenterTools DriveLock - iCente:Tnols Dlivei.uck\Operaiing Shadowed files [\ hadi had 01
%4 File Action View Window Help
e 2B o= I
= CenterTools Drivelock File name Date Time Size User Computer Device identification  Access ty|
m: Device Scanner WP - NewThreats from ... 3j27/2010  11:57:47 &M 360 KB VMTEST\Administrator  DLCLIEMTEM  LEXAR JUMPDRIVE SECURE  Read
> [8] P'°_df'5t updates and suppor | [Slcebeiminformationen.doc 3/27/2010  11:57:31 &M 26,0 KB YMTESTiAdministrator  DLCLIENTEM  LEXAR JUMPDRIVE SECURE  Read
EF Policies a]DrweLockSTexts.doc 3j27j2010  L1ISTi31AM 67.0KE WMTEST\Administrator  DLCLIENTEM  LEXAR JUMPDRIVE SECURE  Read
=T - .
Drivelock Enterprise Service: | (sleep Away. mp3 3j27/2010 115730 AM 850 KE WMTEST\Administrator  DLCLIENTEM  LEXAR JUMPDRIVE SECURE  Read
4 g Operating [E]Moward. doc 3272010 115730 AM 181 bytes  WMTEST\Administrator  DLCLIENTEM LEXAR JUMPDRIVE SECURE  Read
@ Agent remote control .*.2:\ LittleTrojan.exe 312712010 115729 A 198 KB WMTEST\Administrator  DLCLIENTEM  LEXAR JUMPDRIVE SECURE  ‘Write
@ Shadowed files (\\dlserve ol LittleTrojan. exe 3272010 1LET29AM 193 KB WMTESTiAdministrator  DLCLIENTEM  LEXAR JUMPDRIVE SECURE  Write
ol LittleTrojan exe 3j27/2010  11L:5T:26 AWM 1S5 KE WMTEST\Administrator  DLCLIENTEM  LEXAR JUMPDRIVE SECURE  Read
% AutaRun.inf 3j27/2010  11L:57:24 AWM 34 bytes WMTEST\Administrator ~ DLCLIENTEM  LEXAR JUMPDRIVE SECURE  Read
e —.[ﬁ-__ rt ot : T £

After connecting to the location you specified the DriveLock management console displays the shadow copies in the
right pane.

%/ CenterTools Drivel ack - [CenterTaols Drivelock\Operating! Shad,

¢ g Drivelock Enterprise Service:
4 & Operating
@ Agent remote contrel
4 Shadowed files (\\diserve

Ty
MNotword, doc | Delete

@ LittleTrojan.s
9(: LittleTrojan.e
% AutoRun.inf

Help

)

I
Dio

I
. bio
3fz7fz010

11:57:30 AM
11:57:29 AM
11:57:29 AM
11:57:26 AM
11:57:24 AM

67.0 KB
B
181 bytes
193 KB
198 KB
195 KB
34 bytes

Adrministrator
YMTEST! Administratar
YMTEST! Administrator
WMTEST! Administrator
YMTEST! Administratar
YMTEST! Administratar

DLCLIENTEN
DLCLIENTEN
DLCLIENTEN
DLCLIENTEN
DLCLIENTEN

LEXAR JUMPDRIVE SECURE
LExAR JUMPDRIVE SECLURE
LEXAR JUMPDRIVE SECLIRE
LEXAR JUMPDRIVE SECURE
LEXAR JUMPDRIVE SECURE

d files ReHowAThAd AT
%4 File Action View Window Help
e AN N
#f} CenterTools DriveLock File name Date Time Size User Computer Device identification  Accessty
m« Uevice scanne WP NewThreats from ... 3(27/2010  11:57:47 AM 360 KB WMTESTiAdministrator  DLCLIENTEM  LEXAR JUMPORIVE SECURE  Read
> (@] Product updates and suppor | T"Typ - NewThreats from ... 3/27/2010  11:57:47 AM 360 KB YMTEST,Administrator  DLCLIENTEN  LEXAR JUMPORIVE SECURE  Read
I Policies [EloriveLacksTexts doc 3f27(2010 11:57:31 AM YMTEST|Admiristrator  DLCLIENTEN  LE%AR JUMPDRIVE SECLIRE  Read

Write
Write
Read
Read

1In

To view the properties of a shadow copy, double-click it or right click it and then click Properties.
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Sleep Away.mp3 Properties

General [

‘G'il Sleep Away.mp3

Size 360 kB

Access time 3272010 116730 AM

Acceszed on computer - DLCLIEMTEM

Accessed by user WA TEST “Administrator
Access type Read

File location E:\Sleep Away.mp3
Device svendar LE=AR

Device product JUMPDRIWE SECURE

| Device zenal number A02ac203025642261005

[ Entract shadowed file... l

[ 1[4 |[ Cancel ]

Click “Extract shadowed files” to copy the shadowed file to another location, such as your administration
workstation. If you configured a password or certificates to protect the shadow copies, now please authenticate with
the corresponding key.

i;"_“ CenterTools Drivelock - iCEnte:Tm)ls Dl‘ive‘luck\ﬂpem‘ting Shadowed files il had Luzd;un“rj
%4 File Action View Window Help

| 2| EH = HIF

=i CenterTools DriveLock File name Date Time Size User Computer Device identification  Accessty
E Ee"r:e S“"d"e' . WP - MewThreats from .. 3(27/2010 11:57:47 AM 360 KB VMTEST\Administrator  DLCLIENTEN LEXAR JUMPDRIVE SECURE  Read
b @] Product updates and supporl [Z1c  ivirformationen.doc - 3(27/2010 10:57:30 AM 26.0KB VMTEST\Administrator  DLCLIENTEN  LEXAR JUMPDRIVE SECURE  Read
L5 kalicres . || [EloriveLocksTexts doc 3/27/2010  1LE7ELAM  67.0KB VMTEST\Administrator  DLCLIENTEN  LEXAR JUMPDRIVE SECURE  Read
P g D”"ELU_‘* Enterprise Services Qﬁsleap By ma3 3(27j2010  11:57:30AM  S60KB YMTEST\Administrator  DLCLIENTEM  LEXAR JUMPDRIVE SECURE  Read
4 g Operating [E]noword.doc 32702000 11:57:30AM 181 bytes  WMTEST\Administrator  DLCLIENTEM LEXAR JUMPDRIVE SECURE  Read
'@ Agent remote control
'@ Shadowed files (dlcerue o
Choose folder / Agent...
View 3
Mew Window from Here
Refresh
Export List...
Properties
Help
i i vl BT v

Opens the properties dialeg box for the current selection,
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To view information about the location where shadowed files are stored, right-click Shadowed files and then click
Properties.

P

Shadowed files (\\dlserver\shadow) Properties
General [ Pemissions |
Statistice -~
Mumber of files 8
Dldest file from A2FF20T0 105724 Ak
Newest file from F2T2010 10:57:47 AM
Ciptions

Maximum number of files to display 50000 =

Timeout for reading shadowed files 10 = min

[ ok ][ Ccancel Aoph

The number of files in the shadow location and the timestamp of the oldest and newest file are displayed.

To customize the display of shadow files in the Management Console, configure the maximum number of files to
display and for how long the Management Console will try reading shadow files before timing out.

Click OK to close the dialog box.

9.2 Locking Devices

This manual uses a centrally stored policy to illustrate device locking. The example used shows how to control the
use of Windows Mobile devices, and how to allow connecting a specific Windows Mobile device to a computer.
Most steps also apply to other types of devices. Differences that may exist for other device types will be pointed out
along the way.

Configuring Agents by using a Group Policy or a configuration file uses the same settings as those used in a local
policy. There are no differences between these methods, except in how you deploy the settings to the Agents

Itis important to understand that DriveLock uses whitelist rules. After activating locking for a class of devices, any
device of this class is blocked (the “device firewall” is up and running and nothing is allowed to pass through). To
define any exception to the blocking of devices you need to create whitelist rules. This means that you must define a
whitelist rule for each devices (or groups of similar devices) that you need to use on a computer. If a device is not
recognized by the Drivelock Agent as being listed in a whitelist rule, Drivelock blocks the device and it can’t be used.
This ensures that any new devices that are introduced into your network by users are automatically blocked until
you explicitly allow their use.

Based on this basic principle, to complete a Drivelock configuration you should first create any required whitelist
rules and then enable the locking of devices.
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Whitelist rules define which devices are accessible even while other devices of the same type can remain locked. To
allow for maximum granularity without unnecessary administrative overhead, you can define device whitelist rules
for different scopes of devices (rules are evaluated starting with rules that have a broad scope, continuing towards
more detailed rules.

You can define device whitelist rules for the following scopes:
e Device class (for example, all Bluetooth transmitters)
e Device bus (for example, all PCI network cards)
e Hardware ID (for example, a specific smartcard reader model)
In addition to the scope you can specify conditions for when and where a whitelist rule applies:
e Does itapply to all computers or only to certain computers?
e In which defined network location is the rule active?
e Atwhattimeis the rule active? (For example, only on Monday to Friday and between 9 A.M. and 6 P.M.)
e Does therule apply to all users, or are only certain users allowed to use this device?

By using scopes and conditions, you can minimize the number of rules needed to implement your policy. (Computer
templates can also be used to create policy rules. Computer templates are covered in chapter “Using Computer
Templates”.)

To enable policy enforcement for most types of devices you also need to enable locking for the device class (i.e. you
have to activate the “device firewall”). This is covered in chapter “Enabling Device Locking”.

During an evaluation of DriveLock you may enable device locking first and afterwards define some whitelist
rules to enable specific devices. In a production environment it is recommended to create all required
whitelists rules before activating device locking.

9.2.1  Configuring Device Locking Using Basic Configuration Mode

The procedures for locking devices are similar to those for locking drives. By default, DriveLock doesn’t monitor any
devices other than drives, serial ports and parallel ports. You need to explicitly configure DriveLock to monitor
devices belonging to any device classes it recognizes. When you enable locking of a device class, all devices of this
class, including all devices connected to type of controller or port you lock, are blocked, except those thatare
allowed by a whitelist rule.

Drivelock distinguishes between controllers, ports and devices. You can lock the following types of controllers and
ports:

e Serial (COM) and Parallel (LPT) ports
e Bluetooth transmitters (interface)

e Infrared interfaces

e USB controllers

e FireWire (1394) controllers

e PCMCIA controllers

You can lock the following types of devices:

e Windows Mobile handheld devices and Smartphones

e Palm OS handheld devices and Smartphones
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e Scanners and cameras

e Modems

e Printers

e Network adapters

e Smartcard readers

e Audio, video, and game controllers

e Blackberry devices

e Virtual devices (VMware)

e Mobile phones

e Human interface devices (for example, keyboards and mice)
e Media player devices

e Biometric devices

e Software protection devices (dongles)

e Secure Digital Host controllers

e Tapedrives

e PCMCIA and flash memory devices

e |EC 61883 (AVC) bus devices

e Windows Media Center Extender devices
e Windows SideShow devices

e Sensor devices
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24 CenterTools Drvelock
File Action View Help

|5 H H B

[= f=]fs=]

‘-‘éj DriveLock Standard CSP - Centrally storec
. @ Global configuration
> @ Drives
4 EF Devices
@ Settings
[ % Device class locking
Tﬁ Computer templates
B '{3 Device whitelist rules
1+ ¥ Metwork profiles
. [@] Applications
b D Encryption
I w Antivirus
& % Management console

4 1 | }

Devices

The settings in this section determine how classes of devices that are not

drives are controlled.

Devices are controlled based on the device class they belong to (for example,
Bluetooth radios, modems, or BlackBerry devices). The device classes used by
DriveLock are identical to those used in the Windows Device Manager. &

separate global policy and whitelist exist for each class.

@ Drives..

" Device class locking

Configures the base policy used for all devices

of a certain global type.

After installation, hardware devices (except

drives) are not yet contrelled by Drivelock. ]

To control devices of a certain type, you need

to enable controlling the device class and then [
create whitelist rules for this class,

Bluetooth transmitters / radios

Maore device classes are available in &

Advanced configuration

Drive type
& Bluetooth transmitters /
radios

B Infrared interfaces

W Scanners and cameras

8 Windows Mobile
devices

Status

‘Whitelist rules active

Devices not controlled by Drivelock -

Mot configured

Devices not controlled by Drivelock -

Mot configured

Devices not controlled by DriveLock -

Not configured

>

@ Applications

Use the small arrows = and = to toggle the display of device type details.

To change settings for a device type (for example, Bluetooth radios), click the appropriate link. You can also use the
slider in the task view to highlight one of the device icons and then double click the highlighted icon.

'=‘.4 CenterTools .Df:rve.l.ock
File Action View Help

e HE R

=

9 DriveLock Standard CSP - Centrally storec
3 ﬁ Global configuration

1> <o Drives

I EF Devices

P ‘E‘ Metwork profiles
. [@] Applications
[ D Encryption
b L,S Antivirus
» o Management console

Devices

The settings in this section determine how classes of devices that are not

drives are controlled.

Devices are controlled based on the device class they belong to (for example,
Bluetooth radios, modems, or BlackBerry devices). The device classes used by
Drivelock are identical to those used in the Windows Device Manager. A&

separate global policy and whitelist exist for each class.

@ Drives..

‘F Device class locking

Cenfigures the base polit
of a certain global type.

After installation, hardwa
drives) are not yet contro
To control devices of a @
to enable controlling the
create whitelist rules for t

More device classes are a
Advanced configuration

Bluetooth transmitters / radios

Status: Whitelist rules active

Add whitelist rule.. Advanced configuration

UTIvE Type

(& Bluetooth transmitters /

radios

W Infrared interfaces

W Scanners and cameras

B Windows Mobile
devices

TS

‘Whitelist rules active

Devices not controlled by Drivelock -

Not configured

Devices not controlled by Drivelock -

Not configured

Devices not controlled by DriveLock -

Not configured

3

.a Applications._.

A popup window appears, displaying the current configuration setting. Click Change.
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=

Bluetooth transmitters / radios Properties

General |

B Bluetooth transmitters / radios

[] Enable locking and auditing devices of this type
| Audit device events for devices of this vpe

Do not lock system devices of this type

ﬁ Locking is disabled for this class: Drivelock does not
recognize any device of this class and does not lock
devices of this class.

[ ok ][ Gancel || eph

The configuration dialog box is identical for all device types, except for serial and parallel ports. For information
aboutlocking serial and parallel ports, refer to the section “Configuring Serial and Parallel Port Locking”.

=

Bluetooth transmitters / radios Properties

General |

o

B Bluetooth transmitters / radios

[¥] Enable locking and auditing devices of this type
[¥] Audit device events for devices of this type
[¥] Do not lock system devices of this type

@ Locking is enabled on this class: only the devices of this
type contained in computer templates or device/bus
whitelist rules are allowed.

(f-\_, Changes do neot affect any device already connectedto a
computer,
A reboot is required for changes to device class locking to
take effect.

[ ok || cancel |[ Aol |

To activate locking of devices in the selected class, select the “Enable locking and auditing devices of this type”
checkbox.

Administration Guide 2021.1 234 © 2021 DriveLock SE



’I‘Drive LOCI( Locking Drives and Devices

When Drivelock locks a device, a yellow exclamation mark is displayed next to itin Windows Device Manager.

You can also specify whether events for devices in this class are audited. If selected, the DriveLock Agent sends event
messages to destinations you defined, such as the Windows Application Log and the DrivelLock Enterprise Service.

To exempt system devices, such as network miniport drivers or UBS hubs from device locking, select the
corresponding checkbox. To avoid configuring whitelist rules for such “software” devices, this option is enabled by
default. If you disable this option, you must define whitelist rules for all system devices that are required for normal

computer operations.

Click OK to save your settings.

4 CenterToals DriveLock EI
File Action View Help
e H E B
24 DriveLock Standard CSP - Centrally storec -
3 ’Jﬁ Global configuration Devices
b Co Drives The settings in this section determine how classes of devices that are not
P Ez Deeiees) drives are controlled.
& NEt“‘f”’k_p’Uf"Es Devices are controlled based on the device class they belong to (for example,
» (2] Applications Bluetooth radios, modems, or BlackBerry devices). The device classes used by
Q Encryption DriveLock are identical to those used in the Windows Device Manager. A
+ K Anthvirus L separate global policy and whitelist exist for each class. |
B Management console " =
& 9 {3 Dives. £} Applications.. 3
;‘p Device class locking
Configures the base polit gy o408 transmitters / radios
of a certain global type. R
After installation, hardwa
drives) are not yet contra Status: Whitelist rules active
To control devicesof a o
to enable controlling the
create whitelist rules for t
Add whitelist rule.. Advanced configuration
More device classes are a
Advanced configuration vrve ype STatus
=] smi £ o
w ‘Whitelist rules active
radios
W idisied inteitoces Devices n.ot controlled by DriveLock -
e Not configured
B Devices not controlled by DriveLock -
Scanners and cameras 3
Not configured
W Windows Mobile Devices not controlled by Drivelock -
4 nr F devices Not configured -

Click Add whitelist rule to configure a new whitelist rule for this device class.
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Froperties

General [Penﬂissions _

Description

Device class Bluetooth transmitters / radios

Commert
Cptions [7] Do not restart device on user change
Scope 7 Bus
Bus identifier
@ Device
Hardware 1D

=

Add... |
Remove
[ Edt..

ok (e ] [ )

Compatible (additional) hardware 1Ds

In the description field, type a name for the rule. To record additional information about the rule, you can type a
comment in the Comment field.

Define the scope of the rule by identifying the device. To specify all devices of the selected type that are connected to
a specific hardware bus, select Bus and then select the bus from the dropdown menu.

When you specify a bus in a whitelist rule, the ruleis activated when any device in the selected class (for example,
Windows Mobile handhelds and Smartphones) is connected to the computer using the selected bus.

Example: To enable all PCI network cards in a computer, create a new whitelist rule for network adapters and
select “PCl” as the identifier. This enables all internal network adapters connected to the PCI bus while locking
all network adapters that are connected to an external bus, such as PCMCIA and USB.

For more granular device control you can create rules for devices with a specific hardware ID and compatible IDs.
Each device has a unique hardware ID. In addition Windows maintains a list of compatible hardware IDs. Windows
uses this hardware ID and any compatible IDs to find a driver for the device when itis connected to a computer.
Most hardware IDs can also contain a revision number thatis assigned by the manufacturer but which is not used
when selecting the device driver. If a hardware ID contains a revision number, Windows uses one of the compatible
IDs that does not contain the number.

You can find the hardware ID in the Registry. It may also appear in Event Log messages. Type this hardware ID in the
corresponding field of the dialog box.

Ensure that there are no empty spaces before or after the hardware ID.

To easily determine the hardware ID, click “...” next to the hardware ID field and then locate the device in the list of
installed devices or the Windows hardware database.
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J Se!vect device Prope:ﬁ& .

Installed devices | Hardware database | Device Scanner database

Yendor | Product

ALPS Bluetooth MTP Device Enumerator

Asus Bluetooth MTP Responder Service (Mull driver)
Belkin Bluetooth Printing Support

Brain Boxes Microsoft Bluetooth Enumerator

Broadcom E

Cambridge Silicon Radi...
Dell Computer Comp.

FIC

GenericAdapter

GVC =
Hewlett-Packard

IEM
Microlink
Microsoft HW -

Impot W Hardware ID |

Click Refresh to display recently connected devices. Palm or Windows Mobile-based handheld computers are
usually connected to the computer while the HotSync or ActiveSync process is running.

In the list of installed devices, you can select “Hide system devices” to hide all Windows system devices. By default,

these devices are not locked. (You can change this by deselecting the option “Do not lock system devices” in the
device class configuration dialog box).

Select a device from one of the lists and then click OK.

To configure user access, click the “Permissions” tab and then specify which users can use the device.
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Froperties @

| General | Pemigsions 1

Device locking behaviar
@ Allow
4 Dery Jock) for all users

(") Derry ock), but allow access for defined users and groups

User ar group

x|

Add. .

i
=
m

ok (s ] [ )

Select one of the following options:

o Allow: Any authenticated user can use this device.
e Deny (lock) for all users: Nobody can use this device, itis completely locked.

e Deny (lock), but allow access for defined users and groups: The device is locked, but the specified users or
groups are can use the device.

Click Add to select a user or group to add to the list. To delete an entry from the list, select the entry, and then click
Remove.

Click OK to save the whitelist rule.
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'='.’[‘1 CenterTools Drivelock
File Action View Help

| H H B

‘-‘éj DriveLock Standard CSP - Centrally storec
. @ Global configuration

> @ Drives

B EF Devices

b ¥ Metwork profiles

. [@] Applications

> D Encryption

I L,B Antivirus

& o Management console

4 1 | }

" Device class locking

Configures the base polit
of a certain global type.

After installation, hardwa
drives) are not yet contro
To control devices of a o

Devices
The settings in this section determine how classes of devices that are not
drives are controlled.
Devices are controlled based on the device class they belong to (for example,
Bluetooth radios, modems, or BlackBerry devices). The device classes used by
DriveLock are identical to those used in the Windows Device Manager. &

separate global policy and whitelist exist for each class.

@ Drives..

Bluetooth transmitters / radios

Add whitelist rule.. Advanced configuration

to enable controlling the Scope Name Status Comment ‘

create whitelist rules fort ¥ peyice Microsoft Bluetooth Enumerator Nt locked -
P i = (8

More device classes are a : — .

Advanced configuration urive type Status

& Bluetooth transmitters /
radios

B Infrared interfaces

W Scanners and cameras

8 Windows Mobile
devices

‘Whitelist rules active

Devices not controlled by Drivelock -

Mot configured

Devices not controlled by Drivelock -

Mot configured

Devices not controlled by DriveLock -

Not configured

m

ﬁ Applications

Done

A popup window appears, displaying the new settings. Click ® to close the popup window.

4{3 CenterToals Drivel ack
File Action View Help

a7 HE R

===

44 Drivelock Standard CSP - Centrally storec
s @ Global configuration

1> u Drives

I EF Devices

P ‘E‘ Metwork profiles

. [&] Applications

[ D Encryption

I w Antivirus

% Management console

L’ Device class locking

Configures the base policy used for all devices
of a certain global type.

After installation, hardware devices (except
drives) are not yet controlled by Drivelock.

To control devices of a certain type, you need
to enable controlling the device class and then
create whitelist rules for this class,

More device classes are available in #
Advanced cenfiguration

Bluetooth transmitters / radios

Drive type
& Bluetooth transmitters /
radics

W Infrared interfaces

M Scanners and cameras

B Windows Mobile
devices

B Palrn OS devices
W BlackBerry devices

& Mobile phones

W Media player / Portable

W Srartcard readers

B Moderns

)
»

Status

Whitelist rules active

Devices not controlled by Drivelock -

Not configured

Devices not controlled by DriveLock -

Not configured

Devices not controlled by DriveLock -

Not configured

Devices not controlled by Drivelock -

Not configured

Devices not controlled by Drivelock -

Mot configured

Devices not controlled by Drivelock -

Not configured

Devices not controlled by DriveLock -

Not configured

Devices not controlled by Drivelock -

Not configured

Devices not controlled by Drivelock -

Mot configured

n

The colors of the device type icons indicate the security level of your current configuration:

e Green icon: this device typeis locked for all users (high security level)

e Yellow icon: this device typeis locked for some users and unlocked for others (medium security level)

e Red icon: this device type is unlocked for all users (low security level)
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Scroll down in the taskpad to the Network settings section.

%A CenterToals Drivelack
File Action View Help

e |2 H BB

=S R >

1r1 DriveLock Standard CSP - Centrally storec
3 ﬁ Global configuration

> # Drives

I Ep Devices

“E‘ Metwark profiles

. [@] Applications

b Q Encryption

I Q:J Antivirus

o o Management console

.;u Networking settings
-y

B Infrared interfaces

B Scanners and cameras

& Windows Mobile
devices

B Paim 05 devices

B BlackBerry devices

W Mobile phones

B Media player / Portable
devices

W Srarteard readers

W Modems

W printers

B Tape drives

Devices not controlled by Drivelock -

Mot configured

Devices not controlled by Drivelock -

Not configured

Devices not controlled by Drivelock -

Not configured

Devices not controlled by Drivelock -

Mot configured

Devices not controlled by Drivelock -

Not configured

Devices not controlled by Drivelock -

Not configured

Devices not controlled by Drivelock -

Not cenfigured

Devices not controlled by Drivelock -

Not configured

Devices not controlled by DriveLock -

Not configured

Devices not controlled by DriveLock -

Not configured

Devices not controlled by DriveLock -

Not configured

m

Drivelock can control various networking settings. Among them | Change...
is the ability to prevent simultanous connections to a Wi-Fi
network and a wired network, which could pose a threat to you

local network.

Disable Wi-Fi cennections when computer is
connected to LAN: Not configured

Click Change to configure whether Wi-Fi connections are disabled when the computer is connected to a wired

network.

Generai nehuor.kéng sett:mgs
Network crosslink / bridging
Corfigure whether netwark crosslinks / bridging are allowed.
[7] Disable Wi-Fi connections when computer is connected to LAN

connected to a wired LAN.

When activated, all Wi-Fi adapters will be disabled while the computer is

2 Back [ Finish

J [ Cancel

Select the checkbox to disable cross-network links. Click Finish to save the settings.

Administration Guide 2021.1

240

© 2021 DrivelLock SE



’I‘Drive LOCI( Locking Drives and Devices

9.2.2  Configuring Advanced Device Locking Settings

Additional settings are available for controlling devices. To configure these settings, go to Devices -> Settings.

44 CenterToals DriveLock = e

File Action View Help
es|70EE8IE

24 Drivelock Standard CSP - Centrally storec

> f,(ja Global configuration Settings
> u Drives Configures the global seftings for controlling devices.
4 W Devices

i Settings

> % Device class locking

'ﬂ Computer templates

D '@ Device whitelist rules
‘E“ Metwork profiles

. [@] Applications o= Classic MMC view
> Q Encryption
I LS Antivirus
y . Mgt cotistle Q Custom user notification messages (Mot configured)
'\ —~  Configures whether and how custom user notification messages are displayed when devices are managed by
: Drivelock,

Advanced
These settings control advanced options,

yﬁ Restart devices if logged-on user changes (Windows XP or later) (Mot configured)
Restart devices if logged-on user changes (Windows 2000) (Mot configured)
Configures whether devices that are controlled by Drivelock are restarted when a different user logs on.
Restarting devices is required to let Drivelock correctly apply user-specific permissions for device usage.

yﬁAud\t device restarts (Mot configured)

Configures whether device restarts due to logon changes create device arrival event messages. Such messages
are logged according to the current audit policy.

Dene

9.2.2.1  General Device Locking Settings

To configure general settings for locking devices, click Settings.

9.2.2.1.1 Configuring User Notification Messages for Locking Devices

By default, Drivelock displays a notification message when a device is connected to the computer and locked. To
modify the content of these messages, click Custom user notification messages.

If you configured multilingual messages for the current language, DriveLock will display the messages you
defined for this language instead of the messages configured in this dialog box.
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Froperties @

General |

[7] Display custom message

Device locking message (%L0EVE replaced by device name)

=
I

st -

Message when computer restart is needed before device can be uzed
again {:DEV replaced by device name)

Test -

[ ok || Cancel Apph

Select “Display custom messages” to enable the messages specified on this dialog box. The device locking messageis
displayed each time a deviceis locked by the Agent.

Type the message to be displayed to the user. When the message is displayed, the Agent replaces the variable
“%DEV%” with the actual name of the locked device.

Click the Test button to preview the notification message on your computer.

You can use certain HTML-tags, such as “<b>Text</b>", to format a message.
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9.2.2.1.2 Advanced Global Settings for Controlling Devices

4:_', CenterTools DriveLock =

File Action View Help

|2 H H B

24 DriveLock Standard CSP - Centrally storec
}? Global configuration Settings
> C Drives Configures the global settings for controlling devices,
4 IP Devices
TE.? Settings
» % Device class locking
'ﬂ Computer templates
> '@ Device whitelist rules
3 ‘E“ Metwork profiles - 3 :
- [@] Applications fee Clissic MMC view
3 Q Encryption
b [& Antivirus
1 @ Mariagerment corsole Im Custom user notification messages (Mot configured)
N # Configures whether and how custom user notification messages are displayed when devices are managed by
Drivelock,
Advanced
These settings control advanced options,
,ﬁ Restart devices if logged-on user changes (Windows XP or later) (Mot cenfigured)
Restart devices if logged-cn user changes (Windows 2000) (Mot configured)
Configures whether devices that are controlled by Drivelock are restarted when a different user logs on.
Restarting devices is required to let Drivelock correctly apply user-specific permissions for device usage.
ﬁﬁAud\t device restarts (Mot configured)
Configures whether device restarts due to legon changes create device arrival event messages. Such messages
are logged according to the current audit policy.
] 1l - 3
Done

To define the following additional settings, click the corresponding links in the task view:

e Restart devices when logged-on user changes: When activated, each time a new user logs onto the system,
Drivelock restarts all devices.

e Audit device restart: When activated, DriveLock generates audit events each time a deviceis restarted.

Available options for configuring each of global settings are Enable, Disable, and Not configured.

9.2.2.2  Enabling Device Locking

Procedures for locking devices are similar to those for locking drives. By default, DriveLock doesn’t monitor any
devices other than drives, serial ports and parallel ports. You need to explicitly configure DriveLock to monitor
devices belonging to any device classes it recognizes. When you enable locking of a device class, all devices of this
class, including all devices connected to type of controller or port you lock, are blocked, except those thatare
allowed by a whitelist rule.

Drivelock distinguishes between controllers, ports, devices and smartphones. You can lock the following types of
controllers and ports:

e Serial (COM) and Parallel (LPT) ports
e Bluetooth transmitters (interface)

e Infrared interfaces

e USB controllers

e Firewire (1394) controllers

e PCMCIA controllers

You can lock the following types of smartphones:

e AppleiTunes-synchronized devices
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o iTunes software restrictions

Palm OS handheld devices and Smartphones
Windows Mobile handheld devices and Smartphones
BlackBerry devices

Nokia mobile phones

You can lock the following types of devices:

Scanners and cameras

Modems

Printers

Network adapters

Smartcard readers

Audio, video, and game controllers
Virtual devices (VMware)

Human interface devices (for example, keyboards and mice)
Media player devices

Biometric devices

Software protection devices (dongles)
Secure Digital Host controllers

Tape drives

PCMCIA and flash memory devices
IEC 61883 (AVC) bus devices

Media Center Extender devices
Windows SideShow devices

Sensor devices

To enable device locking, in the DriveLock Management Console, in the console tree, click Local policy -> Devices ->

Device class locking.
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"d CenterTools i]rivel.ock
File Action View Help

e« 2|EHH BB

‘-‘% DriveLock Standard CSP - Centrally storec

» G Global configuration

> @ Drives

4 i_F Devices

@ Settings

£33 Device dlass locking
'@ Controllers and Ports
'i Devices
@ Smartphones

ﬁ Computer templates
> 'ﬂ Device whitelist rules

¥ Metwork profiles

& (@] Applications

- Q Encryption

[ w Antivirus

1> % Management console

1| 1 | }

Controllers and ports

Configures the base settings for locking each type of controller or port.

Controllers and ports are the most basic types of devices, Locking a contreller, such as a USE controller,
completely disables its functionality. Te lock specific types of devices, such as scanners, use the "Devices”
configuration settings.

Devices

Device class locking

Configures the base locking policy for each device class. By default, DriveLock
does not monitor the use of devices belonging to any of these classes. Once
you change this setting by locking a device class, all devices of this class are
blocked except for devices you specifically allow by using a whitelist rule.

Configures the base settings for locking each type of device,

The device classes used by Drivel ock are identical to those used in the Windows Device Manager.

Smartphones

Configures the base policy used for all types of smartphones. Start here to define your default policy for
smartphone control.

Done

Click Controllers and Ports, Devices or Smartphones to display the list of all device classes in that category.

‘;d CenterToals ijﬁ:rvei.ock
File Action View Help

| #H B HIE B

44 Drivelock Standard CSP - Centrally storec
. ﬁ Global configuration
i a Drives
4 ip Devices
@ Settings
4 @ Device class locking
[ Controllers and Ports |
ﬁ Devices
@ Smartphones
'ﬁ Computer templates
> 'ﬂ Device whitelist rules
I ‘E"’ Metwork profiles
& [&] Applications
. Q Encryption
b @ Antivirus
i o Management console

Device class

3 Serial ports (COM)

T parallel ports (LPT)

Bluetooth transmitters / radios
ﬁ.USE controllers

f 1394 (Firewire} controllers
‘ilnfrared interfaces
ESIPCMCIA controllers

Value

Mot configured

Mot configured

Whitelist rules active

Devices not centrolled by Drivelo..,
Devices not controlled by Drivelo...
Devices not contrelled by Drivelo..,
Devices not controlled by Drivele..,

Administration Guide 2021.1

245

© 2021 DrivelLock SE



Locking Drives and Devices

4 riveLock

3‘4 CenterTools brivel.ock
File Action View Help

| 5| EHE=2 Hl &

‘-‘éj DrivelLock Standard CSP - Centrally storec|| Device class
. @ Global configuration
> @ Drives
4 i_F Devices
@ Settings
Pl % Device class locking
'@ Controllers and Ports =
ﬁ Devices &3 Printers
-@ Smartp-hcmes é‘:‘.\'irtuahzatimn devices (VMware)
ﬁ Computer templates
> 'ﬂ Device whitelist rules
1 ¥ Network profiles

) '+ Biometric devices

& [&1] Applications 153 Software protection devices

s Q Encryption X Secure Digital host controllers

[ w Antivirus B3P PCMCIA and Flash memeory devices
1> % Management console E?.Tape drives

£ IEC 61883 (AVC) bus devices

T+ Media Center Extender devices

%Scanners and cameras

&3 Modems

< Metwork adapters

j Smartcard readers

24 Sound, video and game controllers

E’}’jHuman Interface Devices
',?-Media player / Portable devices

! SicleShow devices
'Sensor devices
'g_ External display adapters

Value

Devices not controlled by Driveleo..,
Devices not controlled by Drivelo...
Devices not controlled by Drivela...
Devices not controlled by Drivelo..,
Devices not controlled by Drivelo..,
Devices not controlled by Driveleo..,
Devices not controlled by Drivelo...
Devices not controlled by Drivelo..
Devices not controlled by Drivelo..,
Devices not controlled by Drivelo..
Devices not controlled by Drivele...
Devices not controlled by Drivelo..,
Devices not controlled by Drivelo..,
Devices not contrelled by Drivelo..,
Devices not contrelled by Drivelo..
Devices not controlled by Drivele..,
Devices not controlled by Drivelo..,
Devices not controlled by Drivelo..
Devices not controlled by Drivele...

=4 Ceﬂ'ter'il'a-ob Drivelock
File Action View Help

=72 H G & EF

4 Drivelock Standard CSP - Centrally storec
I+ @ Global configuration
1 & Drives
4 iF Devices
@ Settings
a @ Device class locking
-}g Controllers and Ports
ﬁ Devices
8 Smartphones
'ﬁ Computer templates
> '@ Device whitelist rules
b ‘E“ Metwork profiles

3 Q Encryption
b EB Antivirus
» % Management console

£ Mot configured

=)

Smartphones

Configures the base policy used for all types of smartphones.
Start here to define how smartphones are controlled in your netwark.

+ [£] Applications E Apple iTunes-synchronized devices

Defines the basic locking policy for devices that synchronize using Apple iTunes, such as iPhone, iPad and iPod.

] Classic MMC view

m

[ I *

!g iTunes software restrictions (Not configured)

Coenfigures additienal end-user restrictions when accessing certain iTunes functions,

Palm 05 handheld devices and smartphones
=" Devices not controlled by DriveLock - Not configured

Defines the basic locking policy for Palm 05 handheld devices and smartphones.

Windows Mobile handheld devices and smartphones
" Devices not controlled by DriveLock - Not configured

Defines the basic locking pelicy for Windows Mobile handheld devices and srartphones,

BlackBerry devices

Done

Double-click a device class (such as Human Interface Devices) to open the configuration dialog box for that class.
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Human Interface Devices Properties ?

Gereral | Messages

)
u.'é Human Interface Devices
¥

Enable controling devices of this device class

Default action when a device of this class is connected and no whitelist
e is present

(®) Block device () Allow device
a Locking is enabled on this class: anly the devices of this type

contained in computer templates or device/bus whitelist rules are
allowed.

Machinedeaming: Leam devices during installation, allow these
devices and block any device connected later

Audit device events for devices of this type
[ ] Do not show user netifications for devices of this type
[ ] Disable locked devices in device manager

Do not lock system devices of this type
[ ] Do not restart these devices when another user logs on

1. Changes do not affect any device already connected to a computer.
A reboot is reguired for changes to device class locking to take effect.

ol | [ onh

Machine Learning

For many device types you may activate Machine Learning. If activated for the first time the devices which are
connected atinstallation time arelearned in a local whitelist and will be allowed during boot time in the future.
Devices of the same type which are connected later will be blocked. In the example above, a BAD-USB Stick which
simulates to be a keyboard will be blocked. To relearn the local whitelist, run drivelock -

recreatebootdevs fromthe command line.

The configuration dialog box is identical for all device types, except for serial and parallel ports. For information
about locking serial and parallel ports, refer to the section “Configuring Serial and Parallel Port Locking”.

When you lock a device, the Windows Device Manager displays a yellow warning icon next to it.

Also, in the configuration dialog box, you can specify whether events for devices in this class are audited. If selected,
the Drivelock Agent sends event messages to destination you defined, such as the Windows Application Log and the
Drivelock Enterprise Service.

To exempt system devices, such as network miniport drivers or UBS hubs from device locking, select the
corresponding checkbox. To avoid configuring whitelist rules for such “software” devices, this option is enabled by
default. If you disable this option, you must define whitelist rules for all system devices that are required for normal
computer operations.

9.2.2.3  Granular Control of iTunes-Synchronized Devices

For iTunes-synchronized devices granular control options are available. This differs from other device classes,
which only let you allow or deny access. This granularity lets you control the use of mobile Apple devices, such as
iPhones and iPods and monitor data transfers between computers and such devices. This functionality is in addition
to the restrictions you can configure in iTunes itself, such deactivating Apple TV.
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You can configure restrictions on these devices under Extended configuration -> Devices -> Device class locking ->

Smartphones -> Apple iTunes-synchronized devices. On the Filter/Audit tab, select which of the following data types

will be blocked during synchronization:

Music

Videos

Pictures

Applications

Audio books

eBooks (and PDF files)
Contacts

Calendars

Mail accounts
Bookmarks

Notes

Select the Audit all transferred files and data to create audit events for all data transfers. This functionality is similar
to file auditing for drives.

Apple r—runﬁ-synchronizeﬂ devices Properties

| General | Fitter / Audt | Messages |

R

[#] Always block selected synchronisation types

[#] Music [#| Cortacts

[¥] Videos [¥] Calendars

[ Pictures [ Mail accounts
] Applications [7] Bockmarks
[7] Audio books [ Motes

[ #Books (and PDF files)

| Audit all transfemed files and data
[ Audit system files and objects

[ ok || cancel ||

Apply

)

To restrict data transfers using iTunes, click Extended configuration -> Devices -> Device class locking -> Smartphones -

> jTunes software restrictions. Select Set to value and then select any of the following options:

Device synchronization

= Require encrypted device backups
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Disable registering new devices

Disable automatic device synchronization

e Software updates

Disable checking for iTunes updates
Disable checking for App updates

Disable checking for device firmware updates

e Media functions

You can configure custom user notifications on the “Messages” tab.

Disable podcasts
Disable iTunes store
Disable explicit content
Disable Internet radio
Disable iTunes ministore
Disable loading album artwork
Disable plugins

Disable opening streams
Disable Apple TV
Disable diagnostics
Disable sharing

Disable home sharing
Disable iTunes Ping!

Allow access to iTunes U
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P T

Apple iTunes-synchronized devices Properties i
[ General | Fiter / Audt | Messages |

[¥] Digplay custom message in user notfication

lser notification message to display when access is denied

“* |Please comphy with all company policies whils using this device |

[7] Also display message when access is granted
[ Display no message when this rule is activated

[7] Do not generate audt everts when this nule is activated

OK || cancsl || Apply ]

Select the “Display custom message in user notification” checkbox to activate the user notification message for the
whitelist rule.

In the text edit box, type the message. DriveLock will display this message regardless of the client computer’s
language setting. If you use this type of notification message, DriveLock displays a key icon near the top left corner
of the text edit field.

If you have defined multilingual messages you can select this message type instead. To select a multilingual
message, click the “down arrow” button and then on the drop-down menu click “Select multilingual message”.

Multilingual messages contain separate messages in multiple languages for the same notification. Before you can
use such a message, you must define itin the Global configuration section of the policy. When you select a
multilingual notification message, Drivelock displays the text in the language of the currently logged-on user.

Click the message and then click OK.

If you use this type of notification message, DriveLock displays a speech bubble icon near the top left corner of the
text edit field.

To also display the message when a user connects a drive and the rule allows access, select the “Also display
message when access is granted” checkbox. To not display any notification message when this ruleis activated,
including any default language message that you defined for all drives, select the “Display no message when rule is
activated” checkbox.

To not generate any audit events when this ruleis activated, select the corresponding check box.

To have the user accept a usage policy before granting access, activate the “User must accept usage policy before
rule will be applied” checkbox. To also require a password, type and confirm the password that a user needs provide
to access the drive.

Click OK to accept the settings.
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. =4 CenterTools DriveLock E‘

File Action View Help
e 4 =R

%4 Drivelock Standard CSP - Centrally storec

>

- &} Global configuration Smartphones

b g"\’es Configures the base palicy used for all types of smartphones.

P ﬁ;"“es Start here to define how smartphones are controlled in your netwark.
U Settings

a4 @ Device class locking
'@ Controllers and Ports
'i Devices 4
78 Smartphones ' o~ ) |
ﬁ Computer templates e il AL
5 '@ Device whitelist rules
¥ Metwork profiles
. [&] Applications
I+ m Encryption
b w Antivirus
¥ Management console

Apple iTunes-synchronized devices
0 Locked

=)

Defines the basic locking policy for devices that synchronize using Apple iTunes, such as iPhone, iPad and iPod.

m

fg iTunes software restrictions (Require encrypted device backups, Allow access to iTunes U)
Configures additional end-user restrictions when accessing certain iTunes functions,

Palm OS5 handheld devices and smartphones
)" Devices not controlled by DriveLock - Not configured

Defines the basic locking policy for Palm OS5 handheld devices and smartphones.

Windows Mobile handheld devices and smartphones
ED " Devices not controlled by DriveLock - Not cenfigured

Defines the basic locking pelicy for Windows Mobile handheld devices and srartphones.

€| I | ¥

BlackBerry devices -

Done o 40

Click iTunes software restrictions to specify which iTunes functions user can access and how iTunes will be
configured on users’ computers.

P

Properties
General

iTunes software restrictions

() Mot configured
@ Set to valus

w Device synchronization +
[¥]  Require encrypted device backups (default)| L |
i Disable registerng new devices (default)

RE=]

i Dizable automatic device synchronization (di

TS Software updates
[" _ Disable checkina for iTunes undates (defaut ™
4 1 | 3

Help
Festricts end user access to certain iTunes software features.

T |

Select “Set to value” and then select each setting that you want to enable and clear all settings you want to disable.
Click OK to accept the settings.

Administration Guide 2021.1 251 © 2021 DriveLock SE



4 riveLock

Locking Drives and Devices

9224

Configuring Serial and Parallel Port Locking

You can lock serial (COM) and parallel (LPT) ports for all users or allow access only for selected users and groups.
Additional granularity and whitelist rules are not available for these types of ports.

Serial ports (COM) Properties

General |

@) Seral ports [COM)
Serial port {COM port) settings apply to all serial ports on a computer.
Whitelist rules are not available.
) Allow
@ Deny fock) for all users

() Deny {ock), but allow access for defined users and groups

User or group

Parallel ports (LPT) Properties

General |

@8  Paslel ports (LPT)

Whitelist rules are not available.
) Allow
@ Deny flock) for all users

() Deny {ock), but allow access for defined users and groups

Parallel port (LPT port) settings apply to all parallel ports on a computer.

User or group

Select from the following options:

e Allow: All authenticated users can access the ports.

e Deny (lock) for all users: Nobody can access the ports, they are completely locked.

e Deny (lock), but allow access for defined users and groups: The ports are locked, but the specified users or

groups are allowed to use the ports.

To add an entry, click Add and then select a user or group. To remove an entry, select the user or group and then click

Remove.

Palm OS and Windows CE devices that are connected using a serial port can only be controlled by blocking
serial ports altogether. You can’t control such devices by using the device classes “Windows CE Handhelds and
Smartphones” or “Palm OS Handhelds and Smartphones” because Windows can’t identify which specific

devices are connected to a serial port.

9.2.2.5 Creating Device Rules

You configure whitelist rules for devices the same way as drive whitelist rules. The following exampleillustrates

how to create a whitelist rule for a modem.
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| "'d CenterToals i]rivd.ock .
File Action View Help
%7 0= 0 HRBIFYs0
4 w Devices || Type Description 2 Hardware ID Status Comment
%Y Settings Entert.. 7] Enter text here 7| Entertexth... 7| Enter text here F| Entertext h. E’J

4 % Device class locking
'@ Controllers and Ports
ﬁ Devices
@ Smartphones
ﬁ Computer templates
Pl '{3 Device whitelist rules
» g8 Controllers and Ports

There are no items to show in this view,

4 ﬁ Devices
ﬁ}canners and cameras
|4 Mode Show template rules |
&, Metwo "
;'g Smarts New i |
%, Sound
[@ Printes LT +
i
43 Virual Export List..
U Huma
[E] Media Properties
@ Biormel
Softw Help

;, Secure Digital host conti

B PCMCIA and Flash men|

B3 Tape drives

a IEC 61883 (AVC) bus dev

5 Media Center Extender ¢

=] SideShow devices

[ Sensor devices

FP External display adapter _
Leme

1| 1] | 3

Generates a new device or bus entry,

In the console tree, expand Devices, expand Device whitelist rules, expand Modems, right-click Modems, and then

click New -> Device or bus.

In the “New whitelist rule Properties” dialog box, configure the settings for locking the device.

=

New whitelist mfé'l"rupe:'ﬁﬁ
_| Netwarks I lsers I Options
General | Permissions Time limits I Computers
Description |
Device class || Modems
Comment

Options [7] Do net restart device on user change
Scope i) Bus
Bus identifier
@ Device
Hardware |D

Compatible (additional) hardware 1Ds

[ oK

| [ Cancd ||
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In the description field, type a name for the rule. To record additional information about the rule, you can type a
comment in the Comment field.

Define the scope of the rule by identifying the device. To specify all devices of the selected type that are connected to
a specific hardware bus, select Bus and then select the bus from the dropdown menu.

When you specify a bus in a whitelist rule, the ruleis activated when a device in the selected class (for example,
Modems) is connected to the computer using the selected bus.

Example: To enable all PCI network cards in a computer, create a new whitelist rule for network adapters and
select “PCl” bus as the identifier. This enables all internal network adapters connected to the PCI bus while
locking all network adapters that are connected to an external bus, such as PCMCIA and USB.

If no predefined device bus matches your needs, specify a new adapter type by typing the bus identifier in the
corresponding field.

In some cases whitelist rules can conflict with each other. In such cases, DrivelLock uses the following rules to
determine whether a driveis locked or access is allowed:

e Bus locked and device allowed -> device allowed
e Bus locked and device locked -> device locked
e Bus allowed and device locked -> device locked
e Bus allowed and device allowed -> device allowed

If a device or bus is locked by one rule and access is allowed by another, access to the device or bus is allowed.
Rules that are defined by using computer templates are processed the same way as manually created whitelist rules.

For more granular device control you can create rules for devices with a specific hardware ID and compatible IDs.
Each device has a unique hardware ID. In addition Windows maintains a list of compatible hardware IDs. Windows
uses this hardware ID and any compatible IDs to find a driver for the device when itis connected to a computer.
Most hardware IDs can also contain a revision number thatis assigned by the manufacturer but which is not used
when selecting the device driver. If a hardware ID contains a revision number, Windows uses one of the compatible
IDs that does not contain the number.

To specify a device, typeits hardware ID in the corresponding field. You can find the hardware ID in the Windows
Event Log or in the registry of the computer.

Ensure that no blank spaces precede or follow the hardware ID.

To determine the hardware ID more easily, click “...” next to the hardware ID field and then use the built-in hardware
databaseresults to find the device.
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Select device Properties F

Installed devices I Hardware databass I Device Scanner database

Cumently installed devices @ local () on Agent Connect

Device name Hardware 1D

Refrash [¥] Hide system devices

OK Cancel

Select currently installed local devices or connect to an Agent running on another computer to obtain a list of

devices currently connected to that computer.

Click Refresh to display recently connected devices. Palm or Windows Mobile-based handheld computers are
usually connected to the computer while the HotSync or ActiveSync process is running.

Select “Hide system devices” to hide all Windows system devices, which are not locked by default (as determined by
the option “Do not lock system devices” in the device class configuration dialog box).

You can select additional devices by remotely connecting to another agent and selecting an existing device. Select
"up" and enter the name of the computer you want to connect to. Make sure that the DriveLock Agent must be
installed on the target computer.

Note that the hardware ID is also read outin this way and included in the whitelist rule. When using a virtual
environment (e.g. VMWare), this rule may be ignored because devices are emulated in these virtual
environments and the hardware ID is not present or different.

Additionally, click the Hardware database or Device Scanner database tabs and then select a device from the list.

The hardware database contains information about all devices for which drivers are included with the operating
system. Drivelock provides access to this list to make it easy to configure devices, but DriveLock has no control over
this list. You can add devices to the hardware database by using an INF file that contains information about the
device. Such .INF files are typically included with device drivers that hardware manufacturers include with their
products.

To import new device data from an .INF-file into the database, click Import.
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Selec{ device Fmpe:fpes

Installed devices | Hardware database | Device Scanner database
Vendor * || Product B
GVC Accura 336 Message Modem PnP ‘
Haeussler Accura 336 Message Modem PnP =|
Hayes Aceura ISDN DSS1 PP ‘
Hewlett-Packard Accura ISDN D551 PnP L
Hotline Hayes 288 V.34 = FAX
IBM || Hayes 288 V.34 + FAX
Intel Z||| Hayes 56K Intemal Modem
Intertex Hayes 56K Intemal Modem
10 Data Device, Inc. Hayes Accura 336 Flash + Fax 471415
ke Kommunikations Ele... Hayes Accura 336 Flash + Fax 471415
KORTEX Intemational Hayes Accura 336 Flash Int + Fax 472305
Lasat Hayes Accura 336 Modem PC Card” //WHGQL -ether...
Legend Hayes Accura 56K PC Card" /AWHQL
Lucent Technologies Haves Accura BEK Bt Fax Modem 470305
Mac System ~ || Hayes Accura 56K Bxt Fax Modem 470305 =
Impot W Hardware ID |
. Impart single INF file...
Import INF file folder.. i

Select whether to import data from a single file or from all .INF-files in a directory, and then select the file or

directory.

9.2.2.6  Creating Device Collections

Device collections make it easier to manage devices of the same type if the same settings should apply and they
reduce the number of required whitelist rules. Device collections may contain several similar devices and can be

used to configure whitelist rules - similar to using individual devices based on their hardware ID.

At the same time, you can separate the management of the device collections from the configuration of the security

and lock settings.

Creating a device collection

. ¥ Global configuration
- [&] Drives
4 |79 Devices
{53 Settings
s Device class locking
E5 Computer templates
. |29 Device whitelist rules

[= Dovice cnllafionc|

BN R e U e e

15 Image Devices
= Printer MUC Office

Device collection |_ . Mew r
[ | - (@] Applications View R
> @ Encryption
. 4@ DrivelLock Web Se Export List...
. B Security awarenes .
. 2% Systerns managen Properties
s Management con Help
[T Policies I

P e T e

Scanners and cameras 0

To create a new list, right-click Device collections. Then select New -> Device collection from the context menu.
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General | Devices | |sage

Description |ﬁndmid Compary Devices

Device class #' Android devices

Comment

You can enter a description and a comment for the collection.

You can also select the device class from the list of available classes when creating a new collection. This device
class determines which types of devices you can add to the collection and can not be changed after you have saved
it.

The choice of device class determines which class this collection may be used for configuration and which
technical options are available for controlling these devices.

Click the Devices tab to manage the devices contained in this list
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Devices | Usage

Vendor Product Hardware |0 (or Ser...  Comment
Ii Wilware, WMware Virual 5 1 Data

Properties... | | | | Remove | | Import w | | Export W

| 0K || Cancel | Aol

Here you can display, deactivate, edit and remove existing entries. You can also add new entries.

To add new entries, click Add and select whether you want to add a device based on its product or vendor ID, or by
its hardware ID (only for devices that provide this information - if not, only the hardware ID is requested). Enter the
required information in the next dialog or select it as usual from the currently connected devices or the Device
Scanner database by clicking "...".

If you do not want to delete existing drives completely, but only remove them from the collection for a certain
time, select the drive you want and then click Disable. A small additional icon now indicates that the entry is
currently not enabled and cannot be locked/unlocked using this collection. Disabled items can be re-enabled
later.

Use the Import button to import multiple drives in either CSV or INI format. A CSV file could look like this, for
example:

HardwarelD Comment Vendor Product SerialNumber Enabled Classld
MF\BRMFCB60LPT_PRTO,Brother_MFC-860 | Brother MFC-8800 1 {4D3BE9T9-E325-11CE-BFC1-08002BE10318}
Xerox4520CCAD,Xerox_4520_PS Xerox 4520 PSS 1 {4D3BE979-E325-11CE-BFC1-08002BE10318}

Click Export to save the current list as a CSV or INI file.

Tip: If you created some entries individually and then exported them as a file, you can use this file as the basis
for an import, since it already has the correct structure and/or the necessary columns.

The Usage tab shows you the device collection rules where the collection is used already.
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You cannot delete the collection as long as a device collection is being used in a rule.

Click OK to save the collection and/or your changes and return to the list view.

Using a device collection for configuration

You can now use the device collection for a specific device class to configure settings for that class. To do so,
navigate to the device settings (e.g. Device whitelist rules -> Smartphones -> Android devices) in the DrivelLock
Management Console and right-click Android devices. Then select New -> Device collection rule from the context
menu.

| Time: limits I Computers I Metworlcs I |sers I Cptions
General | Pemizsions I Filter * Shadow I Lwareness

Description |Securit'_.r Settings for Android Smartphones

Device class | ' Android devices

Device collection

Android Company Devices

A device collection nile is selected for all devices with a matching entry in the
selected device collection.

Now you can add a description and a comment. Select the collection you created previously from the device
collection.

The system only displays collections with the same device class.

You can now use the other tabs to configure the security settings for the Drivelock policy in the same way as the
devicerule.

If you want to save the settings, click Apply. If you click OK, the changes are also saved and the properties window is
closed.

9.2.3 Bluetooth Devices

Drivelock version 2021.1 and higher provides settings for connecting devices via Bluetooth, allowing you, for
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example, to prevent pairing with new devices or to configure restrictions on preferred Bluetooth services.

Use case: You want to control the use of some Bluetooth devices (e.g. mouse, keyboard or Microsoft Surface Pen).
These devices will be allowed but all other Bluetooth devices (including their functions such as file transfer) will be
blocked.

Go to the Devices node in the DriveLock Management Console and select the Bluetooth sub-node in the Device class
locking section.

WP VYTV PUNILY © CSHLGHY SLUITU LY ELULR Uiy

& Global configuration Bluetooth
2% EDR h ol
[& Drives
v I
B5 Settings

W Device class locking
<3 Controllers and Ports

1} Devices
[ Smartphenes
% Bluetooth
% Computer templates
=. Device whitelist rules 2% Block Bluetooth advertising (Mot configured (Disabled))
& Device collections If enabled, prevents the device from sending out Bluetooth advertisemnents.
-~ Metwork profiles
[@ Applications % Block Bluetooth discoverabi.ligg (Mot (o.nfigu.red (Disabled)) ]
— If enabled, prevents the device from being discoverable by other Bluetooth-enabled devices.
& Encryption
7 Defender Management % Block Bluetooth pre-pairing (Not configured (Disabled))
Bl Security awareness If enabled, prevents specific Bluetooth devices to autornatically pair with a host device.,
% Inventory and vulnerability scan
; Operating system rnanagement % Block Bluetooth groximal_conne(tions (N_ot config_ur_ed (Disabled)) o )
o If enabled, prevents a device user from using proximity based scenarios like Swift-Pair.,
E= Management console
2% Allowed Bluetooth services (Mot configured)
Configures a list of allowed Bluetooth services and profiles as hex coded unique identifiers,

You can choose from the following settings here. By default, they are disabled.

¢ Block Bluetooth advertising
Select this option if you want to prevent the device from sending Bluetooth advertisements and for it to be detected
by other devices.

e Block Bluetooth discoverability
Use this setting to specify whether the device will be discoverable by other Bluetooth devices, such as a headset.

e Block Bluetooth pre-pairing
Select this option if you want certain bundled Bluetooth peripherals to automatically pair with the host device.

¢ Block Bluetooth proximal connections
This option prevents users from applying fast pairing and other short-range technologies.

e Allowed Bluetooth services
This setting allows you to add allowed Bluetooth services and profiles to a list (using strings in hexadecimal
format).

9.2.4 Using Computer Templates

Use computer templates to allow access all standard devices on a computer model.

Access to devices thatyou include in a computer template is always allowed without requiring you to create
separate device whitelist rules for them.

You can base a computer template on devices in the Drivelock hardware database or on the devices currently
connected to your own computer. The built-in hardware database already contains information about many popular
and widely deployed computer-models.

You can also create a template based on device types. Use this method to define a collection of devices that you
want to allow or deny access to, such as a pool of scanners.
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[ % Device class locking
ﬁ Computer templates
B '{3 Device whitelist rules
1+ ¥ Metwork profiles
. [@] Applications
b D Encryption
I w Antivirus
& % Management console

3‘4 CenterTools brivel.ock EI
File Action View Help
|| H HIEH EIPF
‘-‘éj DriveLock Standard CSP - Centrally storec|| Template name = Status
s Q? Global configuration Enter text here | Enter text here _7‘1
[ D
‘i; D"VES (_EDE” Computer Corp. Latitude D810 Devices denied
4 evices i .
@ Settings ngESk‘tDp Standard Configuration Devices allowed

To display all devices that are allowed because of templates you have configured along with any whitelist rules,
right-click Device whitelist rules and then click Show template rules. Use the rule icon to distinguish between the

two types of rules.

9.24.1 Creating a New Computer Template

';.4 CenterTools bfivei.ock
File Action View Help

e |2|B: HIE B[P

=

'Qj Drivelock Standard CSP - Centrally storec | Template name

3 Q‘?} Global configuration Enter-teste Here

Status

> # Drives
4 i_p Devices
@ Settings
[ @ Device class locking
Wom -
. Devicq' L
1 ¥ Network pf View »
. [@] Applicatio|
r Q En(ryptiofl
> L,E; Antivirus
¢ o Managem
| Help

(E Dell Computer Corp. Latitude D810
5 Desktop Standard Configuration

Template...

Export List...

Properties

1 I | }

| Enter text here _Y‘l
Devices denied
Devices allowed

Inserts a new computer template

To create a new computer template, right click Computer templates and then click New -> Template.
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New computer template
Add new computer template... ﬂ"
..zelect the template source Qﬁ

*You can create a new computer template from devices connected to the local computer,
a remote computer or a pre-defined template.

Select template sounce
@) Local computer
") Agent on remote computer
(7 Pre-defined templats from database

(") Create empty template

[ ok || Cancel |

9.2.4.1.1 Creating a Computer Template Based On the Local Computer

Select Local System as the template source and then click OK.

Select new computer template

Select new computer template q~
...select a template from the hardware database Qlﬁ

Wendor Product -
Bluechip Latitude C210
Latitude C240
| rComp. Latitude CPx JESDGT =
Fujitsu Siemens Latitude D400
Hewlett-Packard Latitude DE00
TOSHIBA Latitude DE10
OptiPlex GX110
OptiPlex GX150 L
| MieiDlene 2w340

| Database | [ ok ][ cancel |

Type a name for the computer template (for example the computer name or type).

Click the Device tab to have DrivelLock detect all devices that are currently connected to your computer and add them
to the device list.

“

Refer to the section “Working with Computer Templates” for information about how to add additional devices and

configure permissions.

9.2.4.1.2 Creating a Computer Template Based On a Remote Computer
The steps for creating a computer template from a remote computer are almost identical to those for creating a
template from local information.

To create a template based on a remote computer, the DriveLock Agent must be installed and running on that
computer.

Select Remote agent on computer, type the name of the remote computer, and then click OK.
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New computer template
Add new computer template___ q~
...select the template source Qﬁ

‘You can create a new computer template from devices connected to the local computer,
a remote computer or a pre-defined template.

Select template source
(7 Local computer

@) Agent on remote computer | CLIENT-8734|

(") Pre-defined template from database
(") Create empty template

[ ok ][ cance |

To establish a connection to a remote computer running Windows XP SP2 or later with the Windows Firewall
enabled, you must configure the Windows Firewall to allow incoming connections from TCP Ports 6064 and

6065 (default) and access by the program “DriveLock”.

Click the Device tab to have DrivelLock detect all devices that are currently connected to your computer and add them

to the device list.

“

Refer to the section “Working with Computer Templates” for information about how to add additional devices and

configure permissions.

9.2.4.1.3 Creating a Pre-Defined Template from the Database

Use a pre-defined template from the hardware database to create a new template thatis based on built-in

information or information based on a previous scan.

New computer template

Add new computer template__

...select the template source

‘You can create a new computer template from devices connected to the local computer,
a remote computer or a pre-defined template.

Select template source
() Local computer
() Agent on remote computer
i@ Pre-defined template from database

(7} Create empty template

[ ok ][ canesl |

Check Pre-defined template from database and then click OK to open the hardware database.
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Select new computer template
Select new computer template... q’
..zelect a template from the hardware database Q
Vendor Product e

Bluechip Latitude CE10
Latitude CB40
| Latitude CPx JE50GT =t
Fujitsu Siemens Latitude D400
Hewlett-Packard Latitude DEO0
TOSHIBA Latitude D810
OptiPlex GX110
OptiPlex GX150
|| PPl (2¥340 =

W [ QK ][ Cancel l

Select the existing template that you want to use, and then click OK.

Drivelock reads the template information from the database and adds them to the template’s device list.

1

Refer to the section “Working with Computer Templates” for information about how to add additional devices and
configure permissions.

9.2.4.1.4 Creating an Empty Template

Check Create empty template and then click OK to create a new empty template. You can add device information to
this template later.

New computer template
Add new computer template___ "
...zelect the template source Q‘ﬁ

‘You can create a new computer template from devices connected to the local computer,
a remote computer or a pre-defined template.

Select template source
(7 Local computer
() Agent on remote computer
(") Pre-defined template from database

i@ Create empty template

[ ok ]| Caneel

On the device tab no device are listed.

“

Refer to the section “Working with Computer Templates” for information about how to add additional devices and
configure permissions.

9.2.4.2  Working with Computer Templates

Unless you created an empty template, DriveLock has automatically added devices to the template, either from the
local computer, a remote computer or the built-in hardware database.

Use the device list to edit, add or delete listed devices.
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| Namtemp'.lai-e-Pmperl'Eés -'f?- :.

General | Devices | Permissions

Type Description < Hardware 1D &
F {info only)  UMBus Enumerator UMBSUMBLIS

IF {info only)  UMBus Enumerator UMEBSUMBLIS

IP {info only)  UMBus Root Bus Enumerator root \umbus

U Device USE Composite Device USBWWID_OEOFAPID_00034R..
E’%Deu’ice USB Input Device USB\WID_OEOF&PID_00034R..
&EﬁDevice USE Input Device USB\VID_OEOF&PID_00034R..

E Device USE Mass Storage Device USBWID_125F&PID_31244R..

i Device USB Root Hub USB\ROOT_HUB&VIDB086E. ..

i Device USBE Root Hub USB\ROOT_HUBZ208VID15A...
Eﬁ}ﬁﬁnfo only)  VMware Poirting Device ACPINPWPOF13

& irfoonly)  VMware SVGA Il PCIN\VEN_15ADEDEV_04054. ..

% Device WMware VMaudio (VMAUDIO) (WDM) PCINWEN_12744DEV_13714...

EF finfo only) ~ WMware VMCI Bus Device PCI\VEN_15AD&DEV_D7404..
I‘Ei. finfo only)  VMware, YMware Vitual S SCSI Disk Device  SCSI\DiskVMware_ VMware...
i’ (info only)  Volume Manager ROOTWOLMGR -
£ | 1 1
I Properties... ‘ I Enable J I Add. .. I I Remaove ‘ I Import w ‘ I Export w J

[ ok |[ camesl || Aesb

The type “info only” indicates that DriveLock recognizes the device but cannot lock this type of device.

9.2.4.2.1 Editing a Computer Template Device List

Select a device and then click Properties to change its description, device class or type (bus or single device).

o En =
Description
Device class [ ﬁ USE controllers =

Commert

Cptions [7] Do not restart device on user change
Scope ) Bus
Bus identifier
@ Device
Hardware 1D
USBYWID_125F&PID_312A&REV_0:00

Compatible (additional) hardware 1Ds

Add...

=
Cra ]

ok ) [ G ]

Configuring the properties of a device thatis part of a templateis similar to configuring a device whitelist rule. See
the section “Creating Device Rules” for more information about configuring devices by using whitelists.
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Click Disable to deactivate the selected device in the current template. The device remains in the template butis
locked. You can later simply re-activate the device, if required.

Click Add or Remove to add devices to or remove devices from a template. This procedureis identical to adding a

“,

device to or removing a device from a whitelist rule (see the section “Creating Device Rules” for more information).

9.2.4.2.2 Importing New Devices into a Computer Template

To import devices into a template, click Import and then select a source to import device data from.

Mew ternplate Properties @
! General i Devices | Pemissions |
Type Description  # Hardware 1D E
? {info only)  UMBus Enumerator LIMB\UMEBUS
F,U {info only}  UMBus Enumerator LIMBNUMEBUS
Eﬂ (info only)  UMBus Root Bus Enumerator oot \umbus
'd Device USE Composite Device USENWID_OEDF&PID_DDO3AR..
Cta Device USB Input Device USB'WID_DEOF&PID_00034R..
&;} Device USE Input Device USENWID_DEDF&PID_0DO3&R..
Q Device USE Mass Storage Device USBEAVID _125F&PID. 312A8R..
§ Device USE Root Hub USENROOT_HUB&VIDB0364...
ﬁ Device USE Root Hub USENROOT_HUBZ0&VID15A...
E\L}l‘,ﬁnfo only)  VMware Pointing Device ACFIPNPOF13
& Ginfo only)  VMware SVGA Il PCINVEN_15ADADEV_(4054...
% Device YMware VMaudio (VMAUDIC) (WDM) PCMNVEN_12748DEV_13714...
f_ﬂ {info only)  VMware YMCI Bus Device PCIVEN_15ADADEV_D7404...[ _
Iﬂ-flnfo onty}  VMware, VMware Vitual S SCSI Disk Device  SCSI\DiskVMware__ VMware... | ‘
? {info only)  Volume Manager ROOTWOLMGR -
4 L] 1
I Properties... ] I Disable I I Add. .. I | Remove I I Import W | I Export W I
= = =] /8

| From local computer
OK |
: From Agent...

‘ From hardware database...

From file...

You can import device information from a local computer, a remote computer or the hardware database by
performing the same steps as those for selecting a template source when creating a new template.

To import devices from an .INF file, for example an .INF supplied by a device manufacturer, click From file and then
select the file to import device information from.

9.2.4.2.3 Exporting Devices from a Computer Template

Click Export to save a device list to an .INI-File or to your hardware database.

Ensure that the template has been named and saved before exporting its data to the hardware database.
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New template Properties @
| General | Devices | Permissions |

Type Description Hardware D *
w {info only)  UMBus Enumerator UMBSUMEUS

IF {info only)  UMBus Enumerator UMESUMELS

'EP {info only)  UMBus Root Bus Enumerator root'umbus

a Device USE Composite Device USB\VID_OEDF&PID_DD03&R..
U;% Device USE Input Device USEWWID_DEOF&PID_OD034R..
%{,Device USE Input Device USB\WID_OEDF&PID_0D003&R..

é Device USE Mass Storage Device USBE\WID_125F&PID. 312A8R..

! Device USE Root Hub USEAROOT_HUBAVIDB0364...

i Device USB Root Hub USB\ROOT_HUB20&VID15A...
&g‘%ﬁnfo only)  VMware Poirting Device ACPINPNPOF13

K irfoonly)  Vhware SVGA || PCINWEN_15ADADEY_04054...

% Device VYMware VMaudio (VMALDIO) (WDM) PCINWEN_12748DEV_1371&...

EP {info onty)  VMware YMCI Bus Device PCINWEN_15AD&DEV_07408.
Iﬁ-ﬁrﬁo only)  VMware, ViMware Vitual S SCSI Disk Device  SCSPDiskVMware_ VMware.

? finfo only)  Valume Manager ROOTWOLMGR -
4 [ 1 | ¥
I Properties... ] I Disable I I Add... I l Remove J l Import W | I Export w I

To hardware database...

Tofile..

[ ok ][ caneal |

To save device data in the hardware database, click To hardware database and then select a manufacturer from the

list. The data will be associated with that manufacturer in the database.

Click OK to proceed.

To export the current device list to an .INI-file, select To file and select a file name.

9.2.4.2.4 Defining Computer Template Permissions

By default a template allows access to all the devices in it for all users. To change this, click the Permissions tab of
the template.

New ternplate Properties III

@ Allow

) Dery (ock), but allow access for selected users and groups

User ar group

oI
o
=
o

[ oK H Cancel ‘ Apphy

Check “Deny (lock), but allow access for defined users and groups” to allow access to the devices in the template only
to specific users. Click Add to add users and groups who are allowed to use the devices. Click Remove to remove the
selected user or group from the list.
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9.2.4.2.5 Activating a Computer Template

Mew template Properties B l

General [ Devices | Pemissions

Template name Dell Latitude D620

[¥] Activate template {Allow access to all devices in this template)

Commert

[ ok [ Goncel |[ sy |

To enable a computer template, on the General tab, select “Activate template” and then click OK. Once the template
has been activated, DriveLock allows access to all devices in it, according to the template settings you defined.

9.2.4.2.6 Displaying Devices Defined By a Computer Template

"!3 CenterTools Drivelock EI
File Action View Help
| a0 H G B
1r1 DriveLock Standard CSP - Centrally stored| 3
- G Global configuration T Device whitelist rules
I <o Drives A device whitelist defines exceptions to the default policy, such as rules for
4 [P Devices devices that are not blocked for all users and on all computers. Whitelist rules

“\.@ Settings
[ @ Device class locking
ﬁ Computer templates
[ Deviceswhitelist rules.
b % Metwork ¥ Show template rules
. [@] Applicat|
o [ Encryptit
> LE] Antivirur! Hel
1 P
b o Managelemeeonsere

apply either to all devices connected using a hardware bus, such as PCI or
USB, or to devices with a specific device identifier (hardware ID or serial
number). DriveLock uses a separate whitelist for each device class.

Properties

Controllers and Ports

Configures whitelist rules that define exceptions to the default policy for all types of controllers or ports.
Controllers and ports are the most basic types of devices, Locking a controller type, such as a USE centroller,
completely disables its functionality, Use "Devices” to lock devices based on the type of device, such as scanners,

Smartphones

Configures whitelist rules for all types of smartphones,

Smartphones will be controlled according to the settings in device class locking, but you can overrride the defaults
by creating whitelist rules for specific serial numbers.

=
i [}
=]
| Devices
L Configures whitelist rules for all types of devices,
L The device classes used by DrivelLock are identical to those used in the Windows Device Manager.
I_ " ||
&

4 [ r

Show or hide template-generated rules,

This option displays all computer template rules you created along with the whitelist rules for the corresponding
device class. To enable the display of template-based rules, right-click Device and then click Show template rules.

Template rules are identified by an icon with a yellow cogwheel.
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You can’t edit whitelist rules created by a template directly. Instead, to modify or delete such a rule, edit the
corresponding template.
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10  Configuring Network Profiles

Drivelock allows you to configure setting and rules for computers based on the network the computer is connected
to. This functionality is especially useful for laptop computers and other mobile computers because they often
connect to various in multiple locations, such as an office, at home or at a customer’s site.

Connections to unmanaged networks create new security threats and risks because you don’t control these networks.
While you can enforce that all employees must use your internet gateway to access the Internet while the computer
is connected to your company’s network, you can’t maintain this control when a sales engineer connects his laptop
to his private network at home. When a corporate computer is connected to an unmanaged network you can’t rely on
the security components, such as firewalls and antivirus software beingin place. As a result, your security policy
and standard mobile computer configuration must be restrictive enough to be effective when a computer is
connected to either a managed or an unmanaged network. Often these added security measures can make it more
difficult to perform business task while a computer is connected to your network.

Drivelock lets you define whitelist rules that are applied depending on the network a computer is connected to. For
example, you can block a network adapter whenever a computer attempts to connect to a network other your
corporate network (although this particular policy may be overly restrictive in most environments). You can also use
Drivelock to automatically configure some common computer settings based on the current network to make it
easier for users to roam between networks. These settings include the Internet Explorer network configuration,
Windows Messenger settings and the default printer. DriveLock can also initiate a Group Policy update whenever it
detects that the network has changed.

You can use network profiles in conjunction with DriveLock Application Control. This lets you allow or deny
programs depending on the current network environment. For example, you can prevent users from using Skype or
Microsoft Messenger while at work, but allow them to use these programs at home or while traveling.

Network profiles can also be used for configuring antivirus scan engine settings. For example, you can set scanning
heuristics to a higher level when client computers are connected to unknown networks to scan more aggressively for
malware.

You define network locations and configuration policies by using the DriveLock Management Console or the Group
Policy Object Editor.
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. =4 CenterTools DriveLock E‘

File Action View Help
L dRaNEN I

4 DriveLock Standard CSP - Centrally storec|

b P Global configuration Network pfoﬁles
[ ; g”"&‘ MNetwork locations and associated configuration policies are used to control
P EVICES

access to networks and dynamically change configuration setfings. Network
locations can also be used in Drive and Device whitelist rules that only apply
when a client computer is connected to a specific network.

|8 Network profiles

s [@] App\lﬁatlons

[ g Encryption

i3 @ Antivirus

i o Management console

= Settings
X ?’ Includes general policy settings for controlling and cenfiguring network cennections,

| Locations / Sites
Configures network locations. A network location uniquely identifies a network that a client computer is

Y connected to. Network locations can be based on IP configuration (subnet, DNS domain name], Active Directory
sites, wireless LAN identification (SS5ID) or other parameters,

7 LConfiguration profiles
| Caonfiguration profiles define client configuration settings, such as browser settings or the default printer, that
L= can be associated with a network location. You can link each network location to & configuration profile,

This section covers how DrivelLock identifies networks and how to use network locations to define policies.

When a network cable is disconnected during sleep or hibernation mode and the computer doesn’t connect to a
network after resuming, DriveLock does not connect that the computer is offline until you restart the
computer.

Once you have configured network locations, you can use them in whitelist rules, including drive rules, device rules
and Application Launch Filter rules.

When configuring whitelist rules, click the “Networks” tab and select one of the options.
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P T

New drive exception Properties ]

|_GEﬂE.‘|lI Penﬂiss.imls_l Fitter # Shadow I Time limits I Computers |
Metworks | lsers I Drive letters | Messages I Options I Commands |

1 Rule is active in any network location
@ Rule is active only in selected network locations

(") Rule is active on all networks, except the ones selected

Metwork location
%Centerﬁmls

ok J[ Concel |[ Awely |

“Rule is activated at any network location” is the default selection when you create a new whitelist rule.

If you change the default settings, add at least one existing network location. To add a network location, click Add,
select one or more locations, and then select whether the ruleis active in these locations.
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10.1 Configuring Global Network Profiles Settings

Configuring Network Profiles

=4 CenterTools Drivelock
File Action View Help

|70 H E &E

%4 Drivelock Standard CSP - Centrally storec
@ Global configuration
» w Drives
> I! Devices
4 ‘E“' Metwork profiles
‘\f,? Settings
'ﬁ Locations / Sites
"\.r_]' Configuration profiles
1+ [&] Applications
b m Encryption
> @ Antivirus
» o Management console

1l i I "

Agent end-user appearance

These settings define whether network profiles are available to users and how they appear.

ETaskhar notification area settings (Popup window)

Settings

Configures global settings for DriveLock network control and configuration.

Fn:{; Classic MMC view.

Configures optional custom user notification messages that Drivel ock can display when using network

profiles,

j& Allow user te cenfigure private network profiles (Not configured)

Configures whether users can use their own network locations and profiles in addition to globally configured
ones. Globally configured profiles take precedence over private profiles.

Networking settings

These settings define miscellaneous options for network adapters.

fé Disable Wi-Fi connections when computer is connected to LAN (Mot configured)

Caonfigures whether DriveLock disables all Wi-Fi adapters while the client computer is connected to a wired

netwerk, such as Ethernet,

fi

Done

There are three global network profile settings that are not specific to any particular network profile and will work

for all of the configured locations. Two of these settings define how network profiles appear to users and the third

specifies whether Wi-Fi connections are allowed while a computer is connected to a wired network. You can find

more information about private network profiles in the section “Defining User-Specific Network Profiles”.

10.1.1 Defining Network Profile End-User Appearance

Select Taskbar notification area setting to configure whether users are alerted to network connection changes and
how these notifications are displayed.
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Py T

Properties .
General

User notfication type

71 Digplay balloon messages
@ Display popup window

71 None

|| Display notfication area icon

Display messages for U 22 sec.

Preview

& Driveleck x

HTML Text... HTML Texdt...

| oKk || cancel || ooty |

To hide network profiles completely, deselect Show notification area icon. When this option is selected, icons defined
in network profiles are be displayed as tray icon in the taskbar. You can also select whether theicon is also
displayed or only when a message is displayed.

Use the slider to select for how long messages are displayed.

10.1.2 Disabling Simultaneous Wi-Fi and LAN Connections

Drivelock can disable a wireless network adapter while the computer is connected to a wired LAN to prevent the
bridging of network, which can endanger the security of your company’s network.

To prevent bridging between wired and wireless networks, select Disable Wi-Fi connections when computer is
connected to a LAN and then select Enable.
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Py T

Fi’mpertiﬂ- 2 ]
General

Dizable Wi-F connections when computeris connected to LAM

(") Enable
7 Disable {default)
@ Mot configured

Help

When activated, all Wi-Fi adapters will be disabled while the computer is
connected to 3 wired LAN.

[ 0K | | Cancel Anph

10.1.2.1 Using Third-Party VPN Clients

When you select the option to disable Wi-Fi connections while connected to a LAN and you use a third-party VPN
client (i.e. not the VPN client builtinto Windows) to connect to a corporate LAN, an additional configuration step is
required.

Many third-party VPN clients appear in Windows as a virtual network adapter and are indistinguishable to
DrivelLock from wired network connections. When a user connects to the corporate network using such a VPN client,
Drivelock detects that a LAN connection exists and disables the Wi-Fi connection if your configuration prohibits
simultaneous connections. If the VPN connection was established over a Wi-Fi network, the VPN connection will fail.
To prevent this from happening you need to create an exception for the VPN client’s virtual network adapter.

To do this, right-click Network profiles -> Locations / Sites, point to New and then click Network adapter.
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Fi’mpertiﬂ- 2 ]
| Geneml-_i Adapter |-.|°u:ti0n | Usage |

Metwork location is detected based o one of ..
[] Interface name {=.g. "Local Area Connection)

Interface name

[] Metwork adapter name {hardware name)
Adapter name Third party VPN

[7] Metwork adapter type
Adapter type

[7] Do ot detect thiz network location as LAN connection
[7] Do not detect this network location as Wi-Fi connection

Import cumert settings | from ILucal Area Connection v|

| oKk || cancel || ey ]

In the Properties dialog box, on the Adapter tab, configure the following settings:

Select a method to uniquely and reliably identify the VPN client’s virtual network adapter. If the virtual network
adapter is installed on the local computer, you can importits current settings. Otherwise, you need to select one or
more of the following checkboxes and define the associated settings:

e Interface name: Name of the network connection. This is not very reliable as network interfaces can be
renamed.

o Network adapter name: Name of the network adapter. This name generally doesn’t change.
e Adapter type: Type of the virtual network adapter. The type varies based on the VPN client’s vendor.

To ensure that Drivelock correctly identifies the adapter, select one or both of the following checkboxes:

e Do not detect this network location as LAN connection: DrivelLock does not identify the connection as a LAN
connection and any rules that apply to LAN connections are not applied.

e Do not detect this network location as Wi-Fi connection: DriveLock does not identify the connection as a Wi-Fi
connection and any rules that apply to Wi-Fi connections are not applied.

10.2 Defining Network Locations

To configure settings and assign whitelist rules based on a network connection, you must define how DrivelLock
identifies networks. You can define the following types of locations:

e Active Directory site
e Network location (based on IP address information)
e Network adapter

e Geographic location
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4 riveLock

e Wireless network SSID
e Special location

e Command result

<A CenterTools Drivebock
File Action View Help
%|2|0=H 8@
¥4 DriveLock Standard CSP - Centrally storec|| Description Type Status Configuration profile
> G Global canfiguration Enter text here | Enter text here *f| Entert.. | Entertext here
> Drives
; s [@CenterToo\s MNetwork location Allowed <no profile associated >
: ‘E: Ritwoik praric @Narth America Geographical locati..  Allowed «no profile associated»
f,.j Settings
'ﬁ Locati 7] : 5 2
R iomisad| New L8 Active Directory site...
& Confil ! =
» [B] Applicatid View il Metwork location...
S m Encryptio| MNetwork adapter...
> @ Antivirus Export List... Geographical location...
» o Managen Properties Wireless network SSID...
Other location...
Help
L el Cornmand result...
1 e i | '
| Creates a new location based on an Active Directory site.

To define a network location, right-click Location/Sites, point to New, and then click the type of network to define.

For each type you must select an associated configuration profile from the dropdown list.

If you have not created any configuration profiles yet, don’t select a profile at this time. Instead, finish creating
locations and then specify profiles later by double-clicking each network location to open the configuration
dialog box and selecting the appropriate profile.

You can also selectan icon to be displayed in the computer’s system tray when the computer is connected to the

network you are defining.

When you configure a network location you must specify what the DriveLock Agent will do when the computer is
connected to the location. Select one of the actions on the “Action” tab:
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.'-Cen'té:r"l'mlks Properties -.
| General I IP settings | Action I-Usage
When computer is connected to this network location

@) Allow this connection
=) Disable network connection until nest reboot
" Disable network connection urtil enabled manually

) Shut down computer

Use caution when configuring Agents to disable network connections. If you inadvertently configure DriveLock
to block network connection until manual intervention, you must manually undo this configuration on each
computer because remote control connections to that computer are no longer possible.

10.2.1 Active Directory Site

When you select an Active Directory site, the location is determined by using the name of site that the computer is
currently connected to.
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T

Properties
General I-.Pv:tion | lUsage
AD Site name CerterTools Main Cffice] |:J
Diomain GUID 232200a4-2968-471-8859:-4840dd 36 7bc D
Tray symbol -%%@ -
Corfiguration profile [r.n-:: profile associated > -
Comment
Import curent settings |
ok J[ cancdl |[ Mooty |

Import the current settings by clicking Import current settings. DriveLock uses the current site information from
Active Directory and automatically completes fields “AD Site name” and “Domain GUID”. To specify a different site,
type the name of that site, or click “...”, to select the appropriate site from Active Directory.

Selectan icon to display in the system tray when the connection is detected by the DriveLock Agent.
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10.2.2 Network Location Based on IP Information

To define a network location based on an IP address range, click Network location on the context menu.

P

CenterTools Properties -
General I-IF‘ settings I Action | Usags |

Location description | B sl

Tray symbol

Configuration profile [mo profile associated = -

Comment

i)

[ DK ] | Cancel Anply

Type the name of the location and select a symbol to be used for the taskbar icon. On the “IP settings” tab, configure
the location by providing its IP information.
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P T

CenterTools Properties )
| Geneml-_i IP settings | Action | Usags

Metwark location iz detected based on one of ...
[#] IP subnet (IP address and subnat mask)
IF address 2. 168 2 . 12

Subret mask 2hh . 255 M8 . 0

[7] Primary DNS domain name

Domain name

[7] Defautt gateway address

IP address 92, 168 1 254

[ DHCP server address

IF address 0 0 0 ]

[7] Do not detect this network location as LAN connection
[ ] Do not detect this network location as Wi-Fi connection

l Import cument settings | From ILocaI Area Connection -

[ OK ] | CET'ICE':I -!l'_-_'.'-,

You can import the network setting from one of the current network connections or type the information. Select one
or more address criteria, such as the IP address range, the name of the primary DNS domain, the default gateway
address or the DHCP server address.

10.2.3 Network Adapters

Network locations based on the network adapter are normally used to identify third-party VPN client connections.
For more information about defining such network locations, refer to the section "Using Third-Party VPN Clients".

10.2.4 Geographic Locations

You can create network locations that are based on a computer’s external IP address. When you define such a
location, Drivelock attempts to detect the computer’s public IP address, compares the result to its local GEO-IP
database, and then assigns the computer to the country that the address is registered in.

To identify a client computer based on the country where itis located, right-click Extended configuration -> Network
profiles -> Locations / Sites, point to New and then click Geographical location.
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P

North America Pro perﬁa

General !-.-%::tion | lUsage
Description North America
Active countries [7] Cambodia -
[7] Cameroon —
[#] Canada !
[T Cape Verde
[7] Cayman lslands
[7] Central African Republic
[] Chad '
Tray symbaol @ -
Configuration profile [mu profile associated » -
Comment
[ ok J[ camcel |[ ooty |

Type a description of the location and then select one or more countries. Once you have configured a geographic
location, you can useit like any other network location in Drivelock rules or to prevent network connections while a

computer is in the location you defined.

For example, to ensure that notebook computers can only communicate over a network while they are traveling

inside the United States or Canada, create a network location that contains these two countries and, on the Action

tab, select Allow this connection. Then create another rule for the Other location “No defined network location is

active” and, on the Action tab, select Disable network connection until next reboot.

To detect the network location based on a computer’s public IP address, DriveLock needs to have an active

Internet connection.
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10.2.5 Wireless Network SSID

If your network can be determined by using a Wireless-LAN SSID, click Wireless network SSID on the context menu.

Firopeﬂiﬁ. i
General !-Action | lUsage

Wireless LAN 551D

T

AIRPORT PO -
Tray symbaol

Corfiguration profile lmn profile associated = -
Comment

[ OK ] | Cancel Apply

Type the SSID name as shown above.

10.2.6 Other Locations

Use “other location” in the following scenarios:
e To define settings that apply when the computer is offline and not connected to any network
e To define settings that apply the computer is connected to an unknown network

You can select an icon for this connection from the dropdown list.
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Properties
General i-Au::tion | Usage

MNetwork location is selected by Drivelock if
@ Computer is offine {no network connectivity)

71 Mo defined network location is active

Tray symbol s -
Configuration profile [dno profile associated: -
Comment

[ DK ] | Cancel Aniply

10.2.7 Command Result

In some situations network detection thatis based on Active Directory information or an IP address range may not
be accurate or dependable enough to meet your security requirements. In such cases you can create a custom script
or program to determine the network. Such a script or program must return the environment value “1” if the network
is detected. For example, a script could check whether certain servers or services are available, or it could examine
the computer’s security configuration before allowing it to connect to your company’s network.

Properties
General i-Au::tion l Usags

Location description  Training Room|

Command line I:I

Tray symbal

Configuration profile [mo profile associated -

Comment

MNote: The program or script must retum 1 as the exit code if the computer is
connected to the network and 0 not connected.

Lok [ Concsl [[ ooty |
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A command can be any program that can run froma command line, including program files, (.exe), Visual Basic
scripts (.vbs) and scripts for the new Windows PowerShell.

To starta VB script you must enter the complete path to the script file (“cscript c:
\programing\scripts\myscript.vbs”).

10.3 Creating Configuration Profiles

Drivelock can use a network configuration policy in conjunction with a network location to change certain computer
settings automatically after identifying a network. Such a policy defines how the following types of settings are
configured:

e Internet Explorer LAN settings
e Windows Live Messenger / MSN Messenger settings
e Default printer

Drivelock can also refresh the Group Policy for the computer and the user when it detects a network location change,
execute a program or run a script.

=4 CenterTools Drivel ock | @

File Action View Help
|| H= H H 8 |F

4 DriveLock Standard CSP - Centrally storec Description Comment
oS @ Global configuration Enter text here F| Enter text here E}
> w Drives
> EP Devices There are no items te show in this view,
4 ‘E" Metwark profiles
-'fg Settings
@ Locations / Sites
"\.FJ C_ar‘lfiguratiu‘n“p‘rqfi\les

» & Ap;p\icaticms New v Configuration profile...
i3 m Encryption =
> @ Antivirus e ¥
» o Management console Export List...
Properties
Help

1 i | b

| Creates a new configuration profile.

Right-click Configuration profiles and then click New -> Configuration profile.
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Properties R
General | Prooy | MSH Messenger I Other | Usage |

Profile description Standard Profile]

Comment

0K [ Cancel |[ Aeply |

In the Profile description field, type a name for the profile and type an optional descriptive comment.

10.3.1 Internet Explorer Proxy Settings

In the network profile settings dialog box, click the Proxy tab.

Properties ==
General | Proxy | MSN Messenger | Other | Usags |

[#] Configure proxy server settings

Automatic configuration may ovemde manual settings. To ensure the use of
manual settings, disable automatic configuration.

[ Automatically detect settings
[ Use automatic configuration script
Address

[¥] Use a prosy senver for your LAN
Addreas 19216821 Port | 8080

[ Bypass prowy for local addresses

I Import cument settings |

[ Ok |[ Concel [[ et |
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To configure proxy server settings for Internet Explorer, select the “Adjust proxy settings” checkbox, and then import
the current settings from Internet Explorer or enter other settings. (See the Internet Explorer documentation for more
information about how to configure Internet Explorer proxy settings.)

10.3.2 Windows Live Messenger / MSN Messenger Settings

Properties ?:I'

| General | Proxy | MSN Messenger | Gther | Usage |

[¥] Corfigure Windows Live # MSN Messenger settings

[¥] Sign in automaticaly
[ "] Change personal status message
Message
Image @B i’ | b

[7] Change display picture

Import cument settings |

[ oKk || Cancsl || Apply ]

Click the MSN Messenger tab and then select the “Adjust MSN Messenger settings” checkbox to enable automatic

configuration of Messenger settings, and then select the appropriate settings, or import the setting from your local
Messenger configuration.

Type a status message and select an image to be displayed to your Messenger contacts. To change the display
picture, select Change display picture and then click “...” to the right of the field to select an imagefile.

(Refer to the Windows Live Messenger and MSN Messenger documentation for more information about how to
configure these programs.)
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10.3.3 Default Printer and Group Policy Processing

To change the default printer, click the “Other” tab and then select the Change default printer checkbox.

Properties E

| General h Proney JlMSN Messenger;i Other ;:_Usage |

Group Palicy processing
[7] Refresh machine policy when network is detectad
[7] Refresh user policy when network iz detected

[7] Set defautt printer

[7] Run program when profile is applied {ahways executes in user context)

=

Command line

[ ok || cancel |[ meply |

Select a printer from the dropdown list.

To refresh the Active Directory Group Policy for the compute or user after a connection to the network has been
detected, select the corresponding checkboxes.

DrivelLock can run a command each time it detects a new network connection. Acommand can be any program that
you can run from a command line, including program files, (.exe), Visual Basic scripts (.vbs) and scripts for the new
Windows PowerShell.

To start a VB script, you must type the complete path to the script file (for example, “cscript C:\Program
Files\scripts\myscript.vbs”).

Click the “...” button to select a file name and to insert it at the current cursor position. You can select a file name
from two locations:

e Thefile system on the local computer
e The Drivelock Policy file storage.
The Drivelock policy file storage is a file container stored as part of a Local Policy, Group Policy Object or

DrivelLock Configuration file. It can contain any file, such as a script that will be deployed to the Drivelock
Agents automatically along with the configuration.

Files selected from the Policy file storage are prefixed with an asterisk (*).

10.4 Using Network Locations in Whitelist Rules

Once you have configured network locations, you can use them in whitelist rules, including rules that control the use
of drives, devices or applications.

To use a network location in a whitelist rule, on the rule’s Network tab, select one of the following options:
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New drive exception Properties &

| Genersl | Pemmissions | Fitter # Shadow I_TiITIE limits I Computers |

Metwarks | lsers i-_[iﬂ'_ve letters | Messages .i_O[_:tions i Commands |
1 Rule is active in any network location
@ Rule is active only in selected network locations
() Rule is active on all networks, except the ones selected
Metwork location
%Cerﬂerﬁnls
Add... ] [ Remove J

ok ) (e ) oo

e Ruleis activein any network connections
e Ruleis active only in selected network connections

e Ruleis active on all networks, except the ones selected

Rule applies to all network connections is the default setting for all new whitelist rules.

If you change the default network setting for a whitelist rule, ensure that you add at least one network connection.
Use the Add and Remove buttons to edit the network list.

10.5 Defining User-Specific Network Profiles

Administrators can use network locations and configuration profiles to enforce company policies on mobile
computers. Some of the settings enforced by the DriveLock Agent are not designed for security but automate the
configuration of network settings for users. If you want to enable users to select these configuration settings
themselves, you can allow them to specify their own private network profiles to automate changes to their

configuration settings.
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= CenterTools DrveLock
File Action View Help

- Eri=E =)

[E=R E=0 5

S DriveLock Standard CSP - Centrally storec
[ @ Global configuration
1> @ Drives
B F’ Devices
4 ? Network profiles
’\f,? Settings |
'@ Locations / Sites
”\5:\'[’ Configuration profiles
1 [&] Applications
m Encryption
[ @ Antivirus
» % Management console

Settings

Caonfigures global settings for DriveLock network control and configuration.

=] Classic MMC view

Agent end-user appearance
These settings define whether network profiles are available to users and how they appear.,

ETaskbar notification area settings (Popup window)
Configures optional custom user notification messages that DriveLock can display when using network
profiles.

‘éAHcW user to cenfigure private network profiles (Not configured)
Caonfigures whether users can use their own network locations and profiles in addition to globally configured
ones. Glebally configured profiles take precedence over private profiles,

Networking settings
These settings define miscellanecus eptions for network adapters,

,ﬁ Disable Wi-Fi connections when computer i connected to LAN (Not configured)
Configures whether Drivelock disables all Wi-Fi adapters while the client computer is connected to a wired
network, such as Ethernet,

1

To allow users to define their own user-specific network profiles, on the “Network profiles” node, click Allow user to

configure private network profiles, and then click Settings

Properties

General

;

7 Disable

Help

interface.

) Net configured

Allow users to configure personal networking profiles

@ Enable {default)

F enabled users can corfigure personal netwark profiles using the agent user

[0k [ Ganced |[ fopy |

Select whether or not users can configure their own profiles.

Refer to the DriveLock User Guide for information about managing user defined profiles.
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11 DriveLock Application Control

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at DriveLock
Online Help starting with version 2020.1.

Use Drivelock Application Control to limit or allow the use of applications on your company computers.

Please note that application control is not automatically part of the standard DriveLock functionality. If you do
not have a license for it, this node will not appear in your DriveLock Management Console.

Drivelock has two different scopes of application control functionality:

1. With the help of blacklists or whitelists you can set up simple rules that define which applications can be
executed and which are blocked. For more details, please refer to Basic Drivelock application control and

Extended Drivelock application control.

2. Byusingapplication permissions, you can configure, what the applications are allowed to do. For example, you
can define which permissions the applications have, which directories they write to, or which processes they are
allowed to start. You can also group different application permissions.

Depending on the licenses you have purchased, some application control functionality may not be available to you,
for example Predictive Whitelisting or application permissions require separate licenses.

11.1 Standard Application Control

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

This section contains information about how to configure and use DrivelLock Application Control. This document
describes the criteria used by the Agent to determine whether an application is allowed to start and how to configure
application policies.

Application Control is an optional component.

You need a license for the DriveLock application control, which activates all functions of our established
application control plus the advanced intelligent functions of predictive whitelisting.

Application Control lets administrators control which applications can run on a computer that has the Drivelock
Agentinstalled. You can use several types of rules and strategies to specify which application are allowed and
which are blocked by the Application Control.

You can use the following types of application rules to specify an application:

e Hash databaserule
e Publisher certificate rule
e File owner rule

MDS5 hash rule

Special rule
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File path rules and template rules are additional types that can be useful in certain situations. They are primarily
included for backward compatibility with older versions of Drivelock.

Using application hash databases is the easiest method for defining a collection of applications. Configure hash
database rules to quickly create one or more collections of applications that users are allowed to run or thatare
blocked. DriveLock can automatically create a hash database by scanning all applications in directories that you
specify. For example, you can create a hash database whitelist rule by automatically scanning the complete hard
disk of a reference client computer that has all your business applications installed. When you apply this whitelist
rule to other computers in your organization, users can startall applications installed on the reference client while
any other application is blocked by Drivelock.

A more flexible approach, which provides more flexibility in an environment with frequent changes and updates, is
to use publisher certificate rules. Software publisher certificates can be used to determine which company published
an application. For example, all software products developed by Microsoft are signed with a certificateissued by
Microsoft Code Signing PCA. Drivelock products are signed with a certificate issued by VeriSign. A publisher
certificate rule can be used to verify the authenticity of a program file and then allow users to run applications
based on certain properties, such as the software publisher or the program version. For example, you can allow all
applications that were signed by Microsoft, any application signed with a certificate that was issued by VeriSign, or
a single application with a specific certificate ID. You can use wildcards in publisher certificate rules for maximum
flexibility.

Whitelist rules can also be based on file ownership. In Microsoft Windows every file has a file owner. For example,
when an administrator installs a new application, Windows assigns ownership of all files that are part of this
application to the administrator’s user account or the local Administrators group. You can create a file owner rule
to allow users to start any application that was installed by an administrator. If you deploy client software using a
service account with administrative rights, you can create whitelist rules based on this account.

An MD5 hash rule is based on a calculated value that uniquely identifies a file. This type of ruleis most appropriate
for a whitelist rule or blacklist rule that covers a single application.

Special rules let you easily refer to all program files on a computer that match certain common criteria, for example
whether the file is part of the Microsoft operating system, is part of DriveLock or is a .NET application. You can also
use a special rule to override a blacklist rule and allow some users, such as a service administrator, to run all
applications.

The flexibility of combining blacklist rules with whitelist rules makes the Application Control both easy to configure
and powerful enough to secure your client environment.

11.1.1 Basic configuration

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

The Basic Configuration mode of the DriveLock Management Console lets you configure the most common settings
for Application Control. To access advanced configuration settings, navigate to the appropriate subnodes in the
console tree.
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Drivelock Application Control

-(g Publisher certificate rules
'ﬁ File owner rules
Tyj Hash rules
’E] Special rules
I» Tf\j Other rules
p B Encryption
@ Antivirus
- % Management console

€| L ¥

ﬁi Scanning- and Blocking-Mode

=]

The application blocker is turned off by default. To block

applications, you need to activate application blocking,

Application blocking can operate in two different modes:

& Whitelist mode: All applications are blocked, except for
applications specified in whitelist rules. This opticn is the most
secure and can help protect against unknown virues and zero-

day-exploits, but requires mere administration.

games.

| .| Basic application rules

If application blocking is enabled, you need to define application

o e A T, I L Yo oy

Blacklist mode: All applications are allowed, except for
applications specified in in blacklist rules, This mode
appropriate if you want to block specific applications, such as

Change...

Current mode: Mot configured

{Change...

=4 CenterTools DriveLock =
File Action View Help
=7 H H H B
%4 Drivelock Standard CSP - Centrally storec -
. G Global configuration _ = Apphcaﬂons
b & Drives P In this section you configure application blocking settings. You can use
b Ip Devices £ A application blocking to prevent users from running unapproved programs.
? Metwork profiles f.-’ A
a @] Applications L/\J
ff@ Settings
4 "%I Application rules
g Application hash databases _
i App {5 Devices £ freypmon. |

Done

To view the taskpad for the Application Control configuration, in the left pane of the DriveLock Management Console,

click Applications.

11.1.1.1 Configuring the Scanning and Blocking Mode

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

The scanning and blocking mode determines the overall operations of Application Control. Open Applications /
Settings / Scanning and Blockingmode. To select one of the operation modes, follow the steps in the following

sections. To disable the Application Control, select Off.

Scanning/Blocking DLLs is available in DriveLock Versions 7.7.8 and newer versions. Carefully read chapter

Scanning/Blocking DLLs, before using an "including DLLs" mode.
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General

Scanning and blocking mode

) Not corfigured
(®) Set to fixed value
&9 Whitslist
B o
Audit only, including DLLs
| Audit only (default)
é Whitelist, including DLLs (simulate)
Whitelist (simulate)
' Whitelist, including DLLs

Hel
Coriigures H [ Blacklist, including DLLs {simulate)

Computers. Blacklist (simulate)
Blacklist, including DLLs

Blacklist

11.1.1.1.1 Auditing and simulation

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

To monitor the execution of programs on computers without preventing any of these programs from starting, select
Audit-only. The DrivelLock Agent creates events for all programs that are started on a computer without enforcing any
application templates or rules. This mode is most appropriate if you allow user to run any program but you need to
record which programs users run.

Use one of the two simulation modes, Whitelist (simulate) or Blacklist (simulate), to test templates or rules before
actually blocking programs. In simulation mode the DriveLock Agent creates events when an application is started
thatis controlled by a template or rule, but no programs are blocked.

Use the simulation modes to identify applications that users are running before you enforce any blocking rules.
Review the local Windows event logs or the DriveLock Control Center for events that indicate that applications
were allowed to start or blocked. If the events indicate that application control does not work as intended,
modify the rules to correctly enforce the intended settings.

11.1.1.1.2 Whitelist mode and Blacklist mode

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.
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Drivelock Application Control

To activate Application Control, select Whitelist or Blacklist. In Whitelist mode, all applications, except those
allowed by your policy, are blocked. In Blacklist mode, all applications can be started except for applications that
are blocked by the rules and templates you configured.

Whitelist and blacklist rules and templates define exceptions to the overall behavior of the blocking mode. You can
create both whitelist rules and blacklist rules in either blocking mode. For more information about how rules and
templates work in each mode, refer to the sections “Whitelist mode” and “Blacklist mode”.

o

i I Are you sure?

correctly.

You are about to enable application blocking,

Ensure that you have configured Application Rules for all required
applications. A failure to do so may prevent Windows from working

-

23

When you select one of the blocking modes, DrivelLock displays a warning message. Click Yes to activate Application
Control or click No to cancel the current operation.

11.1.1.2 Configuring basic application rules

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

<A CenterTools Drivebock

File Action View Help

=2 H H @

“4 Drivelock Standard CSP - Centrally storec
8 é} Global configuration
(- &= Drives
b 'Ip Devices
T Metwork profiles
[] Applications
’@ Settings
4 ""E Application rules
":Fi Application hash databases
-'é Publisher certificate rules
’L’ﬁ File owner rules
] Hash rules
T Special rules

S

» T,\Tj Cither rules
b B Encryption
b L:S Antivirus
% Management console

Done

day-exploits, but requires more administration.

Blacklist mode: All applications are allowed, except for
applications specified in in blacklizt rules, This mode
appropriate if you want to block specific applications, such as
games,

| .| Basic application rules

If application blocking is enabled, you need to define application
whitelist {or blacklist) rules.

To keep the rules simple, it is recommended that you start by
creating some special rules that allow certain key system
compenents to run. These rules are only needed when using
whitelist mode.

To define additional application rules, use # Advanced
configuration,

[ },i Application rules

Application rules define which programs users can
(whitelist) and cannot (blacklist) start,

Drivelock can use several types of rules, including
rules based on publisher certificates, file owners, and
file hash values.

You can define additional application rules in +*
Advanced configuration,

Add publisher certificate rule...

{Change...

Allow Windows components: Mot configured

Allow automatic updates: Mot configured

Allow DriveLock components: Not configured

Allow .NET Framework components: Net configured

Add file owner rule...

Description Rule type Condition Comment Actions

m
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To change the default application rules created during setup, in the “Basic application rule” area, click Change.

Basic application rules

Basic application whitelist rules r——
Select which key system components will allowed in whitelist mode. E:;J

[ Mllow program files that are part of the Windows opersting system

Corfigures whether all programs protected by Windows Resource Protection
are allowed.

f| Mllow Windows Automatic Updates
Configures whether the installation of automatic updates are allowed.

[¥] Mllow program files that ane part of Drivelock
Corfigures whether all components of Drivelock are allowed.

Configures whether all programs that are part of the core NET Framework
components are allowed. (This does not include other NET applications).

< Back | Finish J| Cancel |

Select the type of rules to use and then click Finish. DrivelLock creates the corresponding special rules. For more
information about special application rules, refer to the section “Using special rules”.

11.1.1.3 Configuring Simple Application Rules

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

In Basic configuration mode you can configure publisher certificate rules and file owner rules. To create other rule
types you need to switch to the Extended Configuration task view.
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= CenterTools DrveLock
File Action View Help

== 7R

%4 Drivelock Standard CSP - Centrally storec
. @ Global configuration
I &= Drives
b ip Devices
A Network profiles
[1] Applications
‘\f,j Settings
4 T:’E Application rules
'(‘fj Application hash databases
(g Publisher certificate rules
'ﬁ File owner rules
@j Hash rules
-’Ej Special rules
I» Tf\j Other rules
b B Encryption
w Antivirus
- % Management console

N

€| L | ¥

day-exploits, but requires mere administration.

Blacklist mode: All applications are allowed, except for
applications specified in in blacklist rules, This mode
appropriate if you want to block specific applications, such as
games,

| Basic application rules

If application blocking is enabled, you need to define application
whitelist {or blacklist) rules.

To keep the rules simple, it is recommended that you start by
creating some special rules that allow certain key system
components to run. These rules are only needed when using
whitelist mode.

To define additional application rules, use + Advanced
configuration,

[ % Application rules

Application rules define which programs users can
(whitelist) and cannot (blacklist) start.

Driveleck can use several types of rules, including
rules based on publisher certificates, file owners, and
file hash values.

You can define additional application rules in +*
Advanced configuration,

Change...

Allow Windows components: Enabled

Allow automatic updates: Enabled

Allow DriveLock components: Enabled

Allow .NET Framework cemponents: Enabled

Add publisher certificate rule.. Add file owner rule...

Description Rule type Condition Comment Actions

m

Done

Properties

General | Pemissions

Ruetye  [{) Whtelst

Description
Certificate data (wildcards allowed)
Subject
Issuer

Unique |0

E#rﬁb@ceménools.de: CN-=Cerrter;I;oﬁls éoﬂﬂaré Gi‘n [:]
CN=Global Sign Code Signing CA - G2, O=GlabalSign n
Do not chec | CEDZ2FBBASCCOBTABAT2REDTIAIIEGS!

Executable data {wildcards allowed)

Click Add publisher certificate rule... to generate a new publisher certificate rule.

Description

Version 0000 | Da not check -

Gl .
| Ok J[ GCancel |[ mesy |

When you create a rule in Basic Configuration mode, the options to limit the rule to specific computers or network
locations are not available. To create rules that contain these elements you must switch to the Extended
Configuration mode.

For more information about publisher certificate rules, refer to the section “Using publisher certificate rules”.
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Properties B2
.Geneml_ Pemizsions |

Rule is active for ...

() Everyone

@ Selected users and groups

Iser or group
B2 Domain Users

[ ok J[ Camced [ testy ]

Select one of the following options:

e FEveryone: Therule applies to all users.

e Defined users and groups: The rule only applies to the users or groups you add to the list.

Click Add to add a user or group to the list. To remove a user or group from the list, select the user or group and then
click Remove.

Click OK to create the rule.

To create a new file owner rule, click Add file owner rule....

Properties .'
' General | Penmissions |
Ruetwpe  |{3 Whitelst -
Description

Rule is selected when the executables file owneris. .
@) Administrators group {Buitin'\Administrators)
(71 Active Directory user or group

(7 User or group (by name)

Comment

QK ] | Cancel Ariply
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When you create a rule in Basic configuration mode, the options to limit the rule to specific computers or network
locations are not available. To create rules that contain these elements you must switch to the Extended
Configuration mode.

For more information about file owner rules, refer to the section “Using file owner rules”.

Properties 2

| General | Pemissions

Rule is active for ...
() Everyone

@ Selected users and groups

|
lser or group
ﬂ Domain Users

l Add... Il Remove |

| OK || Cancsl || Apply ]

Select one of the following options:
e Everyone: Therule applies to all users.
e Defined users and groups: The rule only applies to the users or groups you add to the list.

Click Add to add a user or group to the list. To remove a user or group from the list, select the user or group and then
click Remove.

Click OK to create the rule.

11.2 Extended Application Control

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

With the extended application control, you can define and restrict special application rules more precisely.

11.2.1 Extended Configuration

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.
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=4 CenterTools DriveLock
File Action View Help

|2 H H B

%4 Drivelock Standard CSP - Centrally store|
. @ Global configuration
i = Drves
b Ip Devices
A Network profiles
4[] Applications
‘f{_} Settings
4 —1%: Application rules
EE Application hash databases
% Publisher certificate rules
fﬁ File owner rules
] Hash rules
:’:’3 Special rules
[ T{C“j Other rules
p D Encryption
@ Antivirus
- ¢ Management console

= Applications

= In this section you configure application blocking settings. You can use
£ \\ application blocking to prevent users from running unapproved programs.

- Setti
; Configures the global settings for controlling or blocking applications.

€ | 1 F

Application rules
Application rules define the rules used by Drivelock Agents to allow or block applications, Rules are applied based
on the general configuration that is defined under "Settings”.

Done

To configure more detailed Application Control settings, navigate to the nodes below Applications in the console
tree, expand Extended configuration and then click Applications. If Basic Configuration mode is currently disabled,

click Applications instead.

11.2.1.1 Configuring the Scanning and Blocking Mode

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

The scanning and blocking mode determines the overall operations of Application Control. Open Applications /
Settings / Scanning and Blockingmode. To select one of the operation modes, follow the steps in the following
sections. To disable the Application Control, select Off.

Scanning/Blocking DLLs is available in DriveLock Versions 7.7.8 and newer versions. Carefully read chapter
Scanning/Blocking DLLs, before using an "including DLLs" mode.
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General

Scanning and blocking mode

() Net corfigured
(@) Set to fixed value
&9 Whitslist
B o
Audit only, including DLLs
| Audit only (default)
é Whitelist, including DLLs (simulate)
Whitelist (simulate)
' Whitelist, including DLLs

Help

Configures h nglacinst, including DLLs (simulate)

Computers. Blacklist (simulate)
Blacklist, including DLLs

Blacklist

11.2.1.1.1 Auditing and simulation

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

To monitor the execution of programs on computers without preventing any of these programs from starting, select
Audit-only. The DrivelLock Agent creates events for all programs that are started on a computer without enforcing any
application templates or rules.

Use one of the two simulation modes (Whitelist (simulate) or Blacklist (simulate)) to test templates or rules before
blocking programs. During simulation the Drivelock Agents creates events when applications are started thatare
controlled by templates and rules, but it doesn’t prevent any programs from running.

Use the simulation modes to identify applications that users are running before enforcing any blocking rules.
Review the local Event Logs or the DriveLock Control Center for such application starts and then modify the
policy to allow programs that you initially overlooked. When the event information no longer indicates that
required programs would be blocked by your rules, you can start enforcing the policy.

Once you have enabled Whitelist or Blacklist mode, DriveLock creates an event for each blocked application. To also
audit successful application execution, click Always audit application execution (independent of blocking mode).
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ﬁl‘operﬁa 2 ]
General

Always audit application execution (ndependent of blocking maode)

(") Enable
@) Disable {default)
") Nat configured

Help

When enabled, each application execution is audited, regardless of the
current application cortrol blocking mode.

[ ok J[ cancel |[ oot |

By default auditing is disabled. Select Enable to create events for all successful application starts.

Enabling auditing of every successful program start may decrease computer performance. If events are sent to
the DrivelLock Enterprise Service, it may also increase network traffic and the database size.

11.2.1.1.2 Whitelist mode and Blacklist mode

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

To activate Application Control, select Whitelist or Blacklist. In Whitelist mode, all applications except those allowed
by your policy are blocked by default. If you select Blacklist, all applications can be used except those blocked by the
rules and templates you configure.

You are about to enable application blocking.
': Are you sure?

Ensure that you have configured Application Rules for all required
applications. A failure to de so may prevent Windows from working
correctly.

When you select one of the blocking modes, DrivelLock displays a warning message. Click Yes to activate Application
Control or click No to cancel the current operation.
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In addition to the blocking mode, whitelist and blacklist rules and templates control program execution. You can
create both whitelist rules and blacklistrules in either blocking mode. The following sections describe how rules
and templates work in each mode.

11.2.1.1.2.1 Whitelist mode

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

When using the whitelist mode, only applications listed in whitelist rules or templates are allowed to run.
Additionally, you can use blacklist rules to disable selected applications even though they may beincluded in a
whitelist template or rule. In effect, in this mode blacklists define exceptions to your whitelist rules.

In whitelist mode, the priority of rules is: Blacklist rules —whitelist rules —all others

Example: To allow all users to run all programs in the Program Files folder, create a directory rule and allow
all applications within this folder to run. To prevent one of these applications from running on one computer,
create a blacklist rule for only this application and apply it to the computer.

11.2.1.1.2.2 Blacklist mode

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

When using the blacklist mode, all applications are allowed to run unless they are listed in blacklist rules or
templates. Use blacklist rules or templates in this mode to specify the applications that users are not allowed to
start. Use whitelist rules in this mode to define exceptions to blacklist templates or rules.

In blacklist mode, the priority of rules is: Whitelist rules —blacklist rules —all others

Example: Users in your organization are not allowed to run the program “Skype”. However, your CIO must use
Skype while he is out of the office. To allow this, create a blacklist rule to block Skype for all uses. Then define a
whitelist rule allowing the Skype application and configure it to apply to only the CIO’s account.

11.2.1.2 Configuring a Hash Algorithm for Hash-Based Rules

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

To configure a hash algorithm to be used with all rules that use hash values, click Settings and then click Hash
algorithm for hash-based rules to open the Properties window.

To configure Drivelock to always use a hash algorithm, click Set to fixed value and then select the algorithm from
the list. If this is set to Not configured, the MD5 algorithm is used.

Administration Guide 2021.1 305 © 2021 DriveLock SE


https://www.drivelock.help
https://www.drivelock.help
https://www.drivelock.help

4 riveLock

Drivelock Application Control

11.2.1.3 Configuring User Notifications

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note

that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

“4 CenterTools Drivelock

File Action View Help

ez | H H B

=N =l =)

%A Drivelock Standard CSP - Centrally storec
X Q;? Global configuration
u Drives
[ Ip Devices
3 Pl_;“ Metwork profiles
[] Applications
’f;? Settings
a '::’f’, Application rules
":Fi Application hash databases
'@ Publisher certificate rules
'-ﬁ File owner rules
W] Hash rules
':’j Special rules
- T‘Tj Other rules
Q Encryption
b @ Antivirus
- % Management console

S

4| 1 i k

Done

Global settings
Configures the global behavior of the application blocker (Application Launch
Filter).

s Clasic MME view

Scanning and blocking mode (Whitelist)
Configures how the application blocker works on client computers,

;\&Always audit application execution (independent of blocking mode) (Not configured)
Configures whether each application execution is audited, regardless of the current scanning and blocking
mode.

Custom user notification messages (Mot configured)
Configures whether and how custom user notification messages are displayed when Drivelock blocks

applications,

You can define a custom user notification messages for each whitelist rule. Unless specified otherwise, DrivelLock

will display this message when the Application Control blocks an application.

If you configured a multilingual message text for the current language, Drivelock will display the standard
messages defined for this language instead of the message configured in this dialog box. For information about
how to configure multilingual messages, refer to the DriveLock Management Console manual.
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Properties || ]
General
[¥] Digplay custom message
Application locking message [%EXE replaced by program path and file)
Program %EXEY. was blocked because of a bompany -
security policy.
[Test] .
[ ok || cancd || fppty |

Select “Display custom messages” to enable the messages specified on this dialog box. Type the message to be
displayed to the user. When the message is displayed, the Agent replaces the variables “%EXE%” with the path and
file name of the blocked application.

Click Test to display a message with the current text on your computer.

Click OK to close the window.

11.2.1.4 Special Settings

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

These settings are only visible in the classic MMC view of Application Control Settings. Do not change without advice
of DrivelLock Support or DriveLock Consulting Services.

e Caching mode

e Timevalues are keptin cache

e Paths without hash generation for executed applications
e Directories learned for local whitelist

e Trusted processes

e Upload local whitelist to DES
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11.2.2 Configuring Application Rules

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

=4 CenterTools DriveLock

File Action View Help

==z | H BB

[E=N Eel

4 Drivelock Standard CSP - Centrally storec|
;s '_‘@? Global configuration
i = Drves
Ip Devices
3 ’E‘ Metwork profiles
[ Applications
f} Settings
Pl "r;," Application rules
’:’3 Application hash databases
% Publisher certificate rules
T@ File owner rules
ly] Hash rules
2] Special rules
[ q:j' Other rules
b B Encryption
@ Antivirus
- ¢ Management console

(S

Done

Application Rules

Application rules define the rules used by DriveLock Agents to allow or block
applications. Rules are applied based on the general configuration that is
defined under "Settings”,

There are several categories of rule types available for granular control,

m

Hash databases
Application hash databases contain lists of application hash definitions stored in database files for compressed
storage and fast retrieval of rules especially in whitelist mode,

Publisher certificate rules
Publisher certificate rules controls applications based on the digital certificate embedded in executable files. Using
these type of rules you can easily allow all applications from one specific vendor,

File owner rules

File owner rules use file system information about who created & file (the owner) to control applications. Normally
the group "Builtin\Administrators” is owner of all files installed by Micresoft Installer while other users own all files |
copied or created by them. As a result, you can use whitelist rules based on file ownership te easily distinguish
between administrator-installed programs and other program files.

Hash rules
Hash rules control applications based on their hash value (MD5), Use these rules for exceptions or single
applications without the administrative overhead of using a hash database.

11.2.2.1 Using Application Hash Databases

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note

that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

To simplify using Application Control, DriveLock can create application hash databases that you can use to easily

allow or block multiple applications. To create an application hash database, Drivelock can scan directories on

your computers, including any subdirectories, for installed applications and calculate a hash for each of them.

These hashes are then added to the hash database. You can use this procedure to create a hash database that

includes all applications on a computer. When you whitelist all applications in this database, DrivelLock prevents

any programs from running that are notincluded or that are installed after the computer was scanned.
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= Cen"te,r'ifu-ok DriveLock E‘

File Action View Help

|2 0= 0 H 8B

%4 Drivelock Standard CSP - Centrally storec Description File name Rule type Comment
. @ Global configuration

» s Drives There are no items to show in this view,

b ip Devices
¥ Network profiles
4[] Applications
‘\f,j Settings
4 T‘%’ Application rules
%5 Anolicat |

ey New »|  Application hash database...
BRI
) H View »
@ Sﬁ Export List...
» 18 9
D B Encryptic Properties
@ Antivirus]

. gty Manager 54
gen

€| L | ¥

Creates a new application hash database.

To create a hash database, right-click Application hash databases and then click New -> Application hash database.

Mew template Properties .
Geners| i-F'en'nissions | Time: limits ! Comptiters I Networks | Users |
Ruetye  |{3 Whielst z)
Description
Database file

I Database file Database contert W

Comment

[ ok || cancsl ] Ay

You base a hash database rule on an existing hash database or create a new hash database.

You can also use the standalone Application Hash Database Tool to create and manage hash databases. You can
find the program file “DLExeHasher.exe” in the directory where you installed the DriveLock Management Console (C:
\Program Files\CenterTools\DriveLock MMC\Tools\DLExeHasher.exe).

If a hash database already exists you can view or edit it.
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New template Properties R ==
ml-Penﬂissions | Time: fimits ! Computers | Networks | Uszers |
Ruetye |3 Whtelst v
Description
Database file
| Createnew..
| Select existing...
Co
[ ok ][ cemed || Aoy

To view or edit an existing database, click Database file, click Select existing and then select the database.

To create a new database, click Database file and then click Create new.

Create new file hash databaze *
Create new file hash database {
Select a path containing executable files to scan

The application hash database will be stored as part of the Drivelock policy.
The database contains hash values of all executable files to which an application
control rule applies.

Comment (System name)
[CLUENT2 |

Path containing executables thash values will be added to the databasze)
|C:\.F‘rogram Files (x8&)\Microsoft Office |

Hash algorithm for executable hashes SHA-256 v

[#1Scan executables and dynamic link libraries (EXE and DLL files

Cancel

In the Comment (System name) box, type the name of the computer to be scanned. Recording the computer name can
make it easier to keep track the origin of a hash database when managing or merging multiple databases.

Type or select the directory to be scanned for applications.

You can scan a directory on a remote computer by specifying the UNC path for this directory.

The Hash algorithm for executable hashes defines the algorithm used for this database. To ensure interoperability
between multiple databases and rules, we recommend that you define this algorithm globally with the Hash
algorithm for hash-based rules setting before you create any hash databases. Select Scan executables and dynamic
link libraries to scan DLLfiles in addition to EXE files.

Click OK. Drivelock starts a recursive scan of the specified directory and all subdirectories below it.
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Scanning a directory that contains many files can take several minutes to complete. Scanning may take longer if
the directory is located on a remote computer. If you cancel the scan, the results will not be complete.

When processing the scan results, DriveLock eliminates duplicates. As a result, identical files that are located
in more than one directory are listed only once. This has no effect on how the ruleis applied because
applications are evaluated based on their hashes and not a specific location. Also, this behavior allows for
differential scanning, which only adds applications that are not already in the database.

When Drivelock has finished detecting all program files and has calculated all hashes, it adds all applications it
detected to the template and displays the previous dialog box.

In the Description field, type a description to help you identify the template later.

Mew template Properties
General |-F'en'r|issions | Time: limits ! Computers | Metworks | Users |
Rule type [@ Whitelist vI
Description
Databasefile  Applications.dhb
Database file W | Database contert W
View / edit...
Merge...
Commert :
— Properties... [
Ok || cancel || Apply |

Click Database content to view, edit or merge the programs that are included in the database.

Click Database content and then click View / edit to view the database content.

Administration Guide 2021.1 311 © 2021 DriveLock SE



.:’DriveLDCk Drivelock Application Control

_!| Appl:icat?éms.dhb— .F-_:'[e hash database |i IE| .

@ Close | E Properties... | xDelete | 0] Scan folder... o; Scan file...

&> 9 File name Size MD5 Hash value
2] SRecydle Bi 3
Lij] Pm?;ﬁeﬁl:; ) DLAgentUlexe 6.97MB  9040B0DE25ABFO062529C66A3D5F 1FE2
B3] CorterTocks ] DLAVScan exe 656KB B3ICBTEDD232AIEDCFIFE423470075734
=& 5| DLCypt exe 542 KB axiam EB17EC68372AC5C82DI6EBFIDET
() DriveLock Erterprise Se| ] DLFdeCmd exe 48.1KB DSFE3FB66358B026234804131FBFOF5E
@ Coirion e ) DLHM exe 98.1KB D3B874BIBZAA0B243BABCBEEIAETTTS
..... £2] DVD Maker ] DLHM_Helper.exs 328KB 65B3673A37CA52650F46FESDSIBDDCAF
----- £7] Intemet Explorer | DLiprHip exe 736KB DDB395D94104DBAAFFI239372500D606
-] Viware | DLMDnsSve exe 332KB 097FDBCCEAFATSF2D334AA3933D6F273
----- £2) Windows Defender ] DLMobils AMDE4 exe 310MB  31A34A453FDC2A502DBFE562FOBD21CT
----- £ Windows Journal ) DLMobile exe 238MB BEF1721B94TE29A56A814D4104E60410
L] Windows Mail ) DLSupport exe 411ME 038DEAIDEFBC5935E2AADIC 1 2E42BR0C
L] Windows Mediz Player 1] DLSupportAgent exe I10KE 118CB79B77442427C 1 FFEEDBI24FF2E
L] Windows NT ! DriveLock exe 4E3MB  1317950AB535E92603503EATFBEGIDAE
""" &3] Windows Photo Viewer ! DrivelockCortrolCenter exe 276 MB  586570ASDGFN4D23FEERST61087D8130
=] Windows Sideb
""" = INGOWS aldebar
-] Program Files {<86)
1] Users
-] Windows
4 FIr ¥

The left pane displays the folders that were scanned. Select a folder to display all programs that were found in this
folder in the right pane.

To add additional hashes, click Scan folder or Scan file. Click Delete to remove the selected application hash or
folder. To view additional information about the hash database, click Properties.

To close the hash database viewer, click Close.

You can also use the standalone Application Hash Database Tool, DLExeHasher.exe, to view, edit and merge
hash databases.

Click Database content and then click Merge to add the content of another database.
Type or select the path of the database file containing the entries to be added and then click OK.

DriveLock merges the database content and then displays the template properties again.

Even if you are using a whitelist rule based on a hash database of all installed applications to control a computer,
it is recommended that you also use some special application rules for programs that are part of the operating
system. DriveLock loads these special rules faster that data from the hash database and they are available
earlier to the DriveLock Agent when Application Control starts. For more information about special rules, refer
to the section " Using Special Rules ".

11.2.2.2 Using Publisher Certificate Rules

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Software publisher certificates can be used to verify the publisher of software, the software version and other
attributes of a program file. Certificates areissued by a Certificate Authority (CA) that verifies a software publisher’s
identity. The publisher then signs the software with this certificate. DriveLock can check program files to verify that
they were signed using a certificate that was issued by a trusted CA and to ensure that the program file was not
modified since it was signed. Once the validity of the program file has been verified, the DriveLock Agent compares
the information in the software publisher’s certificate and the program version with the rules in your policy and
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allows or blocks access according to these rules. Use publisher certificate rules to configure which information
DrivelLock checks and whether programs are allowed or blocked based on this information.

A CenterTools DriveLock E‘

File Action View Help

R e Rl NN 7 N R
¥4 DriveLock Standard CSP - Centrally storec | Description 2 Rule type Condition type Condition Comment
» P Global configuration Entertext here | Entertext h... 57| Entertext here ?1 Enter text here | Enter text here ‘?J
Dri = g TR " 7 :
b 8 Certificate Rule Whitelist Publisher certificate  E=info@centertoals.de, ...
b ip Devices
T Metwork profiles
4 [[] Applications
@ Settings
4 T"’E Application rules
'\“ﬁ Application hash databases
(g Publisher certifieata el 11 T
el i MNew 3 Publisher certificate rule...

'ﬁ File ownerr

T@j Hash rules View 3
-’Ej Special rules
Ir 'q—\‘:j Other rules Export List...
b m Encryption
b (9 Antivirus Properties
% Management consaleI Help
i [ o | ¥

Adds a new rule based on the publisher certificate of the program file to the list,

To create a certificate rule, right-click Publisher certificate rules and then click New -> Publisher certificate rule.

New whitelist ruh;'Pruped.'ls .

General I-F'en'nissions | Time limits ! Computers I MNetworks | Users |

Rule typs [@i Whitelist v

Description CerterTools Certificats|

Certfficate data (wildcards allowed)

Subject Ié;irrfbécerrtértools.de.. CN.=CE|;rter;I;oé:Is -S.oﬂ;\-.\.'aré'Gi'n D
lssuer .C.N=.Glub.a|5ign Code.SIigning. CP; —.G2., O.=Glc.:ba.|léi.gn mn
Unique D Do net chec »| CED22FBBASCCOB74BA728ED7IAIBESH
Executable data {wildcards allowed)

Description

=
=]

Version 0. | Do not check -

Comment

[0k ][ Canca |[ foo |

You can enter whitelist rule values manually. However, it is easier and quicker to select a program file on the
computer’s hard disk and let DriveLock extract the information from it. To extract the information, click the button
“.." and then select a program.
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If the program was signed using a software publisher certificate, Drivelock automatically populates the text fields
with the data from the certificate.

In the Description field, type a description and then click OK or Apply.

You can edit the data in the dialog box. You can also use wildcards (* or ?) to create rules that match multiple
certificates. The fields Subject and Issuer must contain data. Use the asterisk (*) wildcard character to create a rule
that matches all data in a certificate field.

Mew whitelist rule Properties 7]

General | Pemmissions | Time limits _ Computers | Networls I Users |

Ruetwe  [{Z) Whielst -

Description CenterTools Cerificate|

Certfficate data (wildcards allowed)

Subject E=irfo@centertools.de, CN=CanterTools Softwars Gm [:|
lzsuer CN=GlobalSign Code'Signing CA GZ O'=GlobaISign mn
Unique 1D | Do not chec x CE022F8BASCCOBTABAT2SED7IAIIETS:
Executable data {wildcards allowed)

Description

Viersion 0.0.0.0 | Do ot check -

Comment

[ oKk || Cancsl || Apply ]

You can only use wildcard characters at the end of a text field. Rules that contain wildcard characters in any
other position are not enforced correctly.

The unique ID can be the serial number or the certificate’s thumbprint. If use a serial number, you must select Serial
number from the drop-down menu before you click the “...” button to select a file. Otherwise the thumbprintis read
from the certificate.

When using a publisher certificate rule you can specify a version number to prevent users from running a different
version of the program or an older version of the program. For example, you can allow Acrobat Reader® version 8.1
or higher and block all older versions that may contain known security flaws. Select one of the appropriate option
from the version drop-down menu and then type a version number in the field on the left in one of the following
formats: #.# or #.4.4# or #.4.H4.

By default the rule typeis set to whitelist rule. You can change it to blacklist rule by selecting this rule type from the
drop-down menu. Type a comment in the comment field to save additional information about this rule.

Click OK to close the Properties window and save the rule.

11.2.2.3 Using File Owner Rules

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.
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In Microsoft Windows all files, including program files, are assigned an owner. In most cases the file owner is
“SYSTEM”, the local administrators group or a user account. Each time new software is installed on the computer the
file owner attributeis set as follows:

e |f the current logged-on user is a member of the local administrators group, this group becomes file owner.
o |fthe currentlogged-on user is not a member of the local administrators group, the user becomes file owner.

You can also manually set the file owner for a singlefile, a single folder or for a folder and all files and directories
below it.

You can use file owner rules to allow users to start all applications that have a specific file owner. For example, you
can usesuch a rule to authorize all programs that were installed by an administrator or by a trusted installer
account, while blocking all applications that were installed by other users. When you use a file owner rule, all
applications that run without needing to beinstalled first are also blocked.

If your software deployment mechanism uses a dedicated installation account with administrative rights, or if
users don’t have local administrative rights, file owner rules are the easiest and most effective solution to
allow authorized applications with a minimum number of rules.

< CenterTools DriveLock | ’E@

File Action View Help

7B E8|FE

%A Drivelock Standard CSP - Centrally storec Description 2 Rule type Condition type Condition Comment
- G GI‘_Jba‘ configuration Enter text here | Entertext h... 57| Entertext here 7| Enter text here | Enter text here _Zj
b D G File Owner - Administ... Whitelist Owner of executabl... Builtin\Administrators
b 'Ip Devices
A Network profiles

Applications

’@ Settings

4 "%‘] Application rules

":Fi Application hash databases
7@ Publisher certificate rules

-@ [P ———— _ .
iy Ha‘ MNew 3 ‘ File owner rule... _J
g »
» & ot
o [ Encryption  Export List..
b ES Antivirus
& Managem Praoperties
Help

4| 1 . F

Adds a new rule based on the owner of the program file to the list.

To create a file owner rule, right-click File owner rules and then click New -> File owner rule.
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File Owner - Administrators Properties 7
General I-_F‘enﬂissions_i_'l"lme fimits | Computers | Networks | Users |
Rule type [-E}i Whitelist g |

Description File Cwner - Administrators

Rule is selected when the executables file owreris. ..
@ Administrators group (Builtin'Administrators)
"1 Active Dlirectory user or group

(7 User or group (by name)

Comment

[ oK H Cancsl J Anply

Select Administrators group (Builtin\Administrators) to create a rule that covers all local administrators.
Click the “...” button to select a user or group from Active Directory.
To manually specify a user name or group, select User or group (by name) and type the name.

By default the rule typeis set to whitelist rule. You can change it to blacklist rule by selecting this rule type from the
drop-down menu. Type a comment in the comment field to save additional information about this rule.

Click OK to close the Properties window and save the rule.

If you assign a group, the file owner must be the group, not a member of that group.

11.2.2.4 Using Hash Rules

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Ahash rule specifies a single application based on a unique hash value of the program that DrivelLock compares to
the hash value of programs that users attempt to start. If the values match, theruleis applied.
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. =4 CenterTools DriveLock E‘

File Action View Help
=%z |H= 0 H 8|F

%4 Drivelock Standard CSP - Centrally storec Description 2 Rule type Condition type Condition
|- G Global configuration

I &= Drives
b ip Devices There are no items to show in this view,
¥ Network profiles
4[] Applications
‘\f,j Settings
4 T:‘E Application rules
'CIE Application hash databases
ﬁ Publisher certificate rules
'ﬁ File owner rules
@j’HﬂRhilUJ.PS =
T8 MNew ¥ MDS hash rule...
b [l; Encryptll Mlew i
w Antiviru
- % Manage

Comment
Entertext here | Entertest h... 5P} Entertext here | Enter text here | Enter text here ﬁ

Export List...
Properties

Help

€| I | ¥

Adds a new rule based on an MD5 hash of the program file to the list.

Right-click Hash rules and then click New -> MDS5 hash rule.

New whitelist mﬁé‘Pruperﬁﬁ )
Geners| i-F'en'nissions | Time: limits ! Computers. | Networks | Users |

Rule type [@_Wh'ptaust vl

Description Drivelock DES

Path C:\Program Files"Center Tools"DrivelLock Enterprise Su _|
MD5 hash 4D7B019C3145175FC73E641 050588990 E|
Comment

Lok [ Concsl [[ ooty |

To identify the application by usingits file name, type the full path and file name or click “...” next to the File Name
field and then select thefile.

To select a currently running application, or to select an application from the application database thatis included
with Drivelock or the online database, click the “...” button next to the MD5 Hash field.
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Select ap-p.-:[-icat;rbn Properties 20

Running applications !_.Poplicatinn database I Orline database |

Cumently unning applications @) local 7 on Agert | | Confeet |
Process name Description MD5 Hash =
IE conhostexe  Console Window Host BOR1024FBED4...
DESTrayexe DESTmay h234BOD23027. .
dimdrssvc.... mDNS / DNS-5D service implementation 097FDBCCEAF...
Drivelock.... Agent service 1317950AB535...
@ DrivelockC... DrvelockControlCenter RE65T0ARDEFRD. . =
E [y exe Desktop Window Manager F162D5F5EB45. .
lzl Explorer EXE  Windows Explorer ACACRIEB24AMN. .
ljl =] Microsoft Management Console SFEADS1ASRE5. .
lzl SearchFilter... Microsoft Windows Search Filter Host BZDBE0101304. .. (M
SnagitdZexe Snagt ADAB4DBDES4S. . m
snag'rteditor.... Snagit Editor 60491BF25379...
SnagPﬁu.exe Snagit RPC Helper BHCACE3ETTE3...
@ splwowtd e... Print driver host for 32bit applications DO1628AFSF7F. . 5
F1I.__I.L__|. Sl o e A e O iyt o CAT44Annnnonann

Refresh |

You can also connect to a remote computer where the DriveLock Agentis installed to scan for programs thatare
currently running on that computer.

To establish a connection to a remote computer running Windows XP SP2 or higher with the Windows Firewall
enabled, you must configure the firewall settings to allow incoming connections from TCP Port 6061 (default)
and the program “Drivelock”.

To access the application database, click the corresponding tab.
Click OK to add the program to the rule.

When you have selected the application, DriveLock adds automatically the application name, file name and file
hash. You may also add a comment.

Click OK to complete the rule.

11.2.2.5 Using Special Rules

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Open Applications / Applications rules / Special rules / right click New / Special rule.
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4 riveLock

Computers I Metworks I Users
General | Pemissions Messages I Time limits

Rule type & Whislist

Description |

Rule is selected when...
(®) Program file is part of Windows opersting system
[]Include addtional operating system add-ons
(_) Program file is part of DrivelLock
{_) Program file is part of NET Framework

() Automatic updates are being installed

(_) Program file detail information cannot be extracted

() Any program is started

[ ] Ask for user approval before exscuting the process

Comment

These special rules shall only be used as whitelist rule.

Program file is part of the Windows operating system
e includes all programs protected by the Windows System File Protection (WFP)
Include additional operation system add-ons addresses programs in:
e C:\windows
e C:\windows\system32
e C:\windows\servicing
e C:\windows\pchealth\helpctr\binaries (Help Center)
e C:\windows\application compatibility scripts
e C:\windows\explorer.exe
e C:\Program Files\Internet Explorer

e C:\Program Files\Windows Defender

The program is a component of DriveLock

e all programs in the Drivelock installation directories

The program is part of the .NET Framework

e all programs in C:\Windows\Microsoft.NET

Windows Automatic Updates are being installed

e all processes initialized by the Windows Update Agent
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Program file detail information cannot be extracted
e can beused as a fallback if for any reason Drivelock is not able to access or read information details from a
specific file
Any program is started.
e can beused in conjunction with rule limitations for example, to allow access to all programs for the
Administrators group, optionally including a user approval before executing the process.
Predictive whitelisting (machine learning)
Open Applications / Applications rules / Special rules / right click New / Predictive whitelisting rule.

e This rule overwrites the global Predictive and local whitelist settings. For more information read chapter
Predictive Whitelisting.

11.2.2.6 Other Application Rules

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

=4 CenterTools DriveLock || ’E@

File Action View Help
=570 d E @

%4 DriveLock Standard CSP - Centrally storec
X 563 Global configuration

Other rules

b = Drives In this section you configure additional types of application rules.
[P Devices These type of rules are used in advanced configuration scenarios.
. & Metwork profiles

Applications |

@ Settings

4 ',%: Application rules
":Fj Application hash databases
'@ Publisher certificate rules
7@ File owner rules

Wy Hash rules

Lo Special rules

el 1 File name or path rules

bk Other rules l__ These rules control applications based on the file name or path. You can use this type of rule for demonstration
p [g Encryption s purposes, we do not recommend using this type of rules in production configurations. Use hash databases or hash
1 w Antivirus rules instead.

. o Management console

Each application template defines a collection of applications. For example, a Microsoft Office ternplate may
contain the applications Winword.exe, Excel.exe, and Outlook.exe. You can use a single rule to allow or block all
programs in a template.

il Application templates

Done

11.2.2.6.1 Using file path rules

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Administration Guide 2021.1 320 © 2021 DriveLock SE


https://www.drivelock.help
https://www.drivelock.help

’:’Drlve LOCI( Drivelock Application Control

Afile path rule specifies a folder or file on the computer. When a user attempts to start this program or a program
from this folder, the ruleis applied.

Right-click Other rules and then click New -> File path rule.

Mew whitelist rule Properties |8

General i-_F‘enﬂissions | Time limits Computers | Networks i Users_l

Ruetye |3 Whtelst -|

Description Full disk encryption command line tool

Path C:\Program Files'CenterTools\DriveLock\DLFdeCmd. [, |

[] Check for text in directory or process name

Comment

[ ok || cancd || Appty |

Click “...” next to the Path field to select the file or folder, depending whether you have selected the “Check for whole
directory (not file name)” checkbox. DrivelLock automatically adds information to the Description field, but you can
change this information and type an optional comment.

If you select the Check for whole directory (not file name) checkbox, DriveLock checks the entire directory for the
specified path when a program is started. This means that the rule also applies to programs that are started
from a subdirectory.

When you have selected the application, DriveLock automatically adds the application name to the Description field.
You can also add an optional comment.

You can use wildcard characters (? For a single character or * for multiple characters to make a single rule
apply to multiple programs.

11.2.2.6.2 Using Application Templates

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Application templates can contain one or more applications that the DriveLock Agent blocks (blacklist) or allows to
be started by a user (whitelist).
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. =4 CenterTools DriveLock

File Action View Help

&= |7 |B= HIE 8

*,{1 Drivelock Standard CSP - Centrally storec Description Z Rule type Comment
- G Global configuration Enter text here F| Entertext h.. 57| Enter text here E‘
I &= Drives
b i_p Devices There are no items to show in this view,
P ? Metwork profiles
4[] Applications

@ Settings
4 '\"% Application rules
'CIE Application hash databases
ﬁ Publisher certificate rules
'ﬁ File owner rules
@j Hash rules
-’Ej Special rules
4 @ Other rules
@ File name or path rules
.a"."‘.' = s =
3 Q Encryption Mew 13 Application template... |
b [y Antivirus Vi ¥
i+ o Management ¢
Export List...
Properties
Help
ll ML, " :

Creates a new application template.

Right-click Application templates and then click New -> Application template.

ﬂéwtempfate il’rnperﬁ"ﬁ ..

J_(_:pﬂp_u_ters | Metworks I Users |
Genersl |_ﬂpplication5 | Pemissions I Time limits |
Ruetype |33 Blackis -]

Description Blocked Applications

Comment
Games| -

ok J[ Comcel |[ ey |

Select the rule type and then type a description and an optional comment with more information about the template.

Click the Applications tab to configure the applications in the template.
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Mew template Properties
Cnmputv??rg | Networlks |_. Lzers |
General | Applications | Permissions | Timelmts |
Description “ File name MDO5 Hash
@‘u"ﬁndows OVD Maker CAProgram Files... E23D249..

[ Add... ]I Remave H Edit. . J ImpT]l

[0 () (e

To edit the settings for an application in the list, select the application and then click Edit. Click Remove to delete an
application from the list.

11.2.2.6.2.1 Addinga single application

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

To add a single application to the list, click Add.

P

[

Ap-;:;ficaﬁon rule

Description

File name

@A

MD5 Hash 00000000000000000000000000000000

[ ok || cancel |

To identify the application by usingits file name, type the full path and file name or click “...” next to the File Name
field and then select the file.

To select a currently running application or select an application from the application database thatis included
with Drivelock click the “...” button next to the MD5 Hash field.
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‘Select application Properties |
Rurming applications | Application database | Online database |
Curmenthy running applications @) local (79 on Agent Connect
Process name Description MD5 Hash =
ljl conhostexe  Console Window Host BD51024FB014...
DESTrayexe DESTmay 5284B0D23027...
@ dimdnssvc.... mDNS / DNS-5D service implementation O97FDBCCEAF...
E Drivelock.... Agent service 1317950AB535...
@ DrivelockC... DrivelockControlCenter 5865 70A5DEFD. . =
@ Dhwm exe Desktop Window Manager F162D5F5E845. ..
lj Explorer EXE  Windows Explorer ACACST1EBZ24AA. .
lj mmc.exe Microsoft Management Console SFEADS1AS585. .
[2] SearchFiter... Microsoft Windows Search Fitter Host 520560101304,
Snagit32exe Snagit A0AB4DBDES4S.. I
IE snagteditor.... Snagit Editor 60491BF25379...
EI SnagPrivexe Snagt RPC Helper BRCACE3ET7E3...
EI splwowtd.e... Print driver host for 32bit applications DO1628AFSFTF ... -
| Refresh |

You can also connect to a remote computer running the DrivelLock Agent to list the programs that are currently
running on that computer.

To establish a connection to a remote computer running Windows XP SP2 or higher on which the Windows
Firewall is enabled, you must configure the firewall settings to allow incoming connections from TCP Port 6061
(default) and the program “DriveLock”.

To access the application database, click the corresponding tab.

You can select applications from an online database that contains several million applications. To select a program
from this database, click the Online database tab.

DrivelLock connects to the online database over the Internet. If the connection fails, an error message appears.
Otherwise Drivelock displays the contents of the online database.

Select the manufacturer of the application you want to add, select the application, and then click OK. When you have
selected the application, DriveLock automatically adds the application name, file name and file hash.

Click OK to add the program to the template. To add additional applications, repeat the preceding procedure.

11.2.2.6.2.2 Adding a set of applications

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

To add a set of application to the list, click Import.

Use the import function to configure application templates for well-known software products that thatare
included in the extensive DriveLock online database, such as Microsoft Office and Adobe Acrobat. Many of
these products contain multiple program files, and selecting the product from the database adds all of these
program files in a single step.

To select a program from the online database, click the Online database tab.
Select a vendor and product.

Click OK to import all program files thatareincluded in the selected product or application.

Administration Guide 2021.1 324 © 2021 DriveLock SE


https://www.drivelock.help

.:’Drlve LOCI( Drivelock Application Control

DrivelLock connects to the online database and imports the hash values for all program files.

11.2.3 Scanning/Blocking DLLs

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

When executable programs are scanned/blocked, DrivelLock scans the executable while the Windows Operating
Systemis loading it into memory. Depending on the result of the scan and the rules configured in the DrivelLock
policy then DriveLock allows or denies the execution of the program.

Scanning/Blocking DLLS in principle works the same way. When programs are loading DLLs, all these DLLs will be
scanned and assessed while loading. If a DLL must be blocked, the calling program will be terminated.

You need a license for the Drivelock application control, which activates all functions of our established
application control plus the advanced intelligent functions of predictive whitelisting.

If you plan to activate Application Control in whitelist mode including DLLs, make sure that you do not block any
DLLs which are required for your system to run proper.

Windows installs a lot of DLLs which neither are marked to be a part of the operation system, the .NET Framework
nor are all of these DLLs located in the windows system directory. Some DLLs might not even have a (valid) Microsoft
signature. Because of that, none of the predefined special rules will cover such DLLs.

Example:

By default some Windows versions install Microsoft OneDrive. OneDriveis installed in the user profileand is not
part of the operation system. Unfortunately OneDrive EXEs/DLLs get loaded by the Windows Explorer. The Windows
Explorer will be terminated if such executables are not whitelisted in your rule set.

Best Practice:

We strongly recommend that you configure Predictive Whitelisting before you activate blocking DLLs. In any case
startin simulation mode, validate the application control events and whitelist any DLLs your system expects to be
allowed.

11.2.4 Predictive Whitelisting

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Machine learningis designed for computers in the industrial environments which control the manufacturing. In
difference to computers in the administration these computers have a wide variety of software and require a local
individual whitelist for Application Control. If a computer is switched into the learning mode all programs written or
executed are added to the local whitelist (hash database) automatically. When the learning is completed the local
whitelist becomes automatically active and only the programs "learned" can be executed now. To install or update
programs at a later time the learning mode can be activated temporarily during the installation or the update.

You need a license for the Drivelock application control, which activates all functions of our established
application control plus the advanced intelligent functions of predictive whitelisting.

Administration Guide 2021.1 325 © 2021 DriveLock SE


https://www.drivelock.help
https://www.drivelock.help

.I‘Drive LOCI( Drivelock Application Control

Predictive and local whitelist

Open Applications / Settings / Predictive and local whitelist.

Properties ?

General

Enable local whitelist

Local whitelist needs to be enabled for predictive whitelisting, local
exceptions and all leaming modes. I local whitelist is tumed off none of
these features will affect application control behavior.

Enable predictive whitelisting
Enable predictions based on publisher certificates

G| [ oty

Enable local whitelist

If theruleis applied to a computer for the first time, the DriveLock Agent starts the learning mode and if done applies
the local whitelistit has learned. If the local whitelist already exists the existing one will be used. Thus you may
switch off predictive whitelisting to deactivate it and when you switch it on again the existing whitelist will be used
again.

To check the state of the local whitelist use Agent Remote Control, connect to a computer and open Properties /
Application Control. Click relearn local whitelist to recreate the local hash database.

The local whitelist will be incrementally merged to the application database stored on the DrivelLock Enterprise
Service (DES). You can select hashed applications from the global application database, when you create a hash
rule.

Enable predictive whitelisting

Predictions based on publisher certificates means, that DrivelLock uses intelligent algorithms to recognize updates of
installed software although the publisher certificate is notidentical. DriveLock automatically adds such updates to
the local whitelist.

Install or update new software with machine learning on

To install or update (if not recognized "predictive") programs while the local whitelistis active you have to
temporarily unlock Application Control and switch learning mode to On. Select the appropriate settings (see
example below) on the application control page of the unlock wizard. During the unlock period install or update the
new software.
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Define unlock settings n
Select unlocking behavior and other options @

Application control options
Disable application control during the unlock period

Add applications launched during the unlock period to the local
hash database (leaming mode)

Executable files to add to the local hash database:

(") Files written to the computer during the unlock perod

(") Executables (and DLLs) launched during the unlock perod
(®) Both files written and executables launched)

[] Require user approval for all files after unlock period ends

< Back Mext > Cancel

Autoupdate of software when machine learning is On

If you run software which includes an auto update like e.g. google chrome or foxit pdf reader and predictive
whitelisting is active you have to configure rules for the auto update process to allow the process to be run and
using the learning mode.

In your policy open Applications / Application rules / Other rules / Filename or path rules / right click New / File path
rule. The example below make the updater process of the foxit reader (C:\Program Files (x86)\Foxit Software\Foxit
Reader\FoxitUpdater.exe) to be a trusted process and enables machine learning for all executables written by
FoxitUpdater and their child processes during the update.

Time: limits Computers Networks Uzers Time limitz Computers Metworks Users
General Pemissions Messages App updates General Permissions Messages App updates

Rule type @ Whitelist [¥] Trusted process {allow this executable as well as all child processes)

Automatic leaming: add all executable files written by this executable (and
Description AMlow Foxit Updates child processes) to the local hash database

Paths to leam (any path f list is empty)

Path C\Program Files («86)\Foxit Software'\Faoxit Reader'.Fc
[]Check for text in directery or process name
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11.2.5 Configuring Common Rule Settings

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

You can limit how and when application rules are applied by configuring the following settings. To save the changes,
click Apply or OK.

11.2.5.1 Configuring User Settings

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

To configure which users the rule applied to, click the “Permissions” tab.

File Owner - Administrators Properties 7

| General l Pemissions | Time limits | Computers. | Networks_! Users |

"1 Rule is active for all users and groups
@ Rule is active only for selected users and groups

" Rule is active for all users and aroups, except the ones selected

User or group
B0 01 \Domain Users

Add... Jl Remaowve |

[ [8].4 ] | Cancel Apiply

Select one of the following options:
e Everyone: Therule applies to any user.
e Defined users and groups: The rule only applies to the users or groups you add to the list.
Click Add to add a user or group to the list. To remove a user or group from the list, select the user or group and then

click Remove.

11.2.5.2 Configuring time limits

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.
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Drivelock Application Control

Click the Time limits tab to configure when a rule applies. If you want a rule to be active only during a certain time
(for example only on Wednesdays, or on weekdays between 9 AM. and 5 P.M.) you can specify time limits for the

rule. You can also specify a start and end date for a whitelist rule.

General I Pemmissions | Time limits IComerters I Networks | Users |

“File Ouwmer - Admiractrators Dropeities

Rule is active durng selected hours

0 2 4 6 8 10 12 14 16 18 20 22

s (UL

I (71 Rule active ’_ @ Rule not active

[] Rule is active from 141772012

[] Rule is active urtil 11772012

[ ok || conced || Apply

l

First click one or more rectangles to select the appropriate time block or blocks, an entire column or a row, and then

select “Rule active” or “Rule not active”.

11.2.5.3 Configuring Computer Settings

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at

Drivelock Online Help starting with version 2020.1.

Use the “Computers” tab to select the computers to which the ruleis applied.
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File Owner - Administrators Properties 20
| General h Pemmissions | Time Iim'rts—! Computers | Networks | Uszers

" Rule is active on any computer

@ Rule is active only on selected computers

i) Rule is active on all computers, except the ones selected

Computer
ﬂq Domain Computers

[ﬁddv||ﬂemove|

o) o) [ ]

Select from the following options:

e Activate this rule on all computers
e Activate this rule only on the specified computers
e Exclude the specified computers from this rule

Click Add to add more computers to the list.

11.2.5.4 Configuring network limitations

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Click the Networks tab to configure whether the ruleis applied only in certain network locations. For more
information about network locations, refer to the DriveLock Administration Guide.
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File Owner - Administrators Properties 7

| General l_F‘enﬂissionsJ_Tlme limits: | Computers | Networks i__Users |

" Rule is active in any network location
@ Rule is active only in selected network locations

i) Rule is active on all networks, except the ones selected

| Network location
[E’CenterTonls

[ ok || comcd || pply ]

Select from the following options:

e Activate this rulein all network locations
e Activate this rule only in the specified network locations
e Exclude specified network locations from this rule

Click Add to add network locations to the list.

11.3 Application Permissions

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Use application permissions to accomplish the following results:

e Preventan application (or process, script) from being started from within an allowed application, thus causing a
potential danger to your system.

e Specify which type of access you want to grant a particular application (e.g. read or write access to files or the
registry).

For this purpose, the following options are available. You can...
e determine the order (priority) for processing application permissions,

e specify the action to be taken when a particular application is accessed (for example, the application is blocked
or not),

e determine whether an application permission can be passed on to child processes,

o specify different file and folder filters or
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e specify script types that are allowed for running scripts.

All application permissions can be arranged in the DriveLock Management Console in a user-defined folder
structure.

11.3.1 Defining Application Permissions

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Please proceed as follows:

1. Select Application permissions in the DriveLock Management Console and open the context menu.

2. Click New and then Application permission. If you select Folder... you can create a folder where you can store the
application permissions you want to group.

3. The Properties dialog opens (see figure). Enter your settings. Find sample use cases below.

4. Startout with entering a description and a comment if required on the General tab.

Properties ? >

General Options Computers MNetworks — Time limits
Priority MNarmal ~

Accessing application

Access mode Execute '

Started application or path

[(Optional) You can add command line parameters for the called program
here to restrict the rule (one per ling).

Action Block e
Enable rule

[ ] Pass on to child processes

Cancel Aoy
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11.3.1.1 Optionsinthe Dialog

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Note the following details on the different dialog options:

11.3.1.1.1 Priority

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

There are different Priority settings you can choose from on the Options tab.

Pricirity Momal w
Weny low

Accessing application Loy
High

Access mode Very high

Note: Application permissions that are generally valid take a lower priority, special 'rules' a higher priority.
The priorities vary according to the use cases. High-priority rules are processed before low-priority rules. The
system checks the rules in the specified order, and if a rule matches, itis applied.

You can reduce or increase the priotity in the DriveLock MMC.

Example: Combinerules, e.g. create a rule that allows the Browser to start Windows Media Player with high priority
and another rule that forbids the Browser to start any other programs with a lower priority.

11.3.1.1.2 Accessing Application

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Here you can either specify the full path or the name of the application you want to control, e.g. C: \Program
Files\Mozilla Firefox\firefox.exeorjust firefox.exe.You may usewildcards as well. Note that

you can select application collections here, provided you've created such a list already. Open the chapter to find more
information.

11.3.1.1.3 Access Mode

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

The access modeiis a filter parameter for the application permission. Here you can define the action the accessing
application should take.
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11.3.1.1.4 Target

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

According to the access mode you select, you specify different information in the next text field; you can enter a path

in all cases:

Access mode | Entry Description

Execute Started Enter the name of the application thatis not supposed to be started (in this case,

application you would choose Block as an action).
You can enter command line parameters optionally; they limit the application's
execution even more. Note that you cannot enter parameters in Windows XP!
Usecasel

Load DLL DLL name Enter the DLL that may only be loaded from a specific directory, for example.
Usecase?2

Run script Script name Enter the script you want to restrict from running.

Usecase3
Please note that DriveLock only considers the script types defined in the Script
definition subnode.

Read / File name Enter a file name or a directory the accessing application is allowed (or not

Write file allowed) to read or write to.

Use case 4 for read access
Use case 5 for write access

Read / Registry key Enter the respective registry key (e.g.

Write registry HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\),that mayor may notbe
accessed (read or write access). You can use wildcards but you cannot enter
values.

Usecaseb
Please note that this access mode is only available for Windows 7 and higher!

11.3.1.1.5 Action

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Action
Enable nle

Block

Do not block

Only log access
[[] Pass on ta child processg=mm
Ask user

¢ Do not block: Select this option if you do not require any further action. This setting corresponds to 'Allow'.
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e Only log access: Select this option if you only want to monitor a specific folder, for example. This is well suited for
logging file or registry accesses. An event is generated and displayed in the DrivelLock Control Center. Use this
option in simulation mode.

e Block: Choose Block if you want to prevent specific events depending on the access mode or the target. For
example, this action prevents an application or script from running, or a DLL from loading. This is the default
setting.

e Askuser: To let users decide which action they want to allow, select this option. Then, for example, itis up to the
user to decide whether a Powershell scriptis run or not.

Please note that these actions provide additional protection for particularly vulnerable processes. 'Do not
block' can still be blocked by a setting in a white or black list, but 'Block' overwrites the setting in a whitelist
rule!

11.3.1.1.6 Activating and Inheriting

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Note the following options:

e Enable rule
This option is checked by default, which means that the application permission is automatically set. You can
quickly enable or disable these rules in the DriveLock Management Console without having to open the Properties
dialog or delete the entire rule.

e Pass on to child processes
Select this setting so that your application permission is valid not only for the processes that meet the Accessing
application requirement, but also for all children. This setting affects not only the immediate child processes, but
all of their children as well.
This is particularly useful if you select Block as an action because it prevents your application permissions from being
bypassed by starting another process.

Example: You create an application permission that prohibits your browser from starting Powershell. By selecting
this option you can prevent Powershell from being started from the command line anyway (which is a child
process).

11.3.1.1.7 Computers, Networks, Time Limits

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

On the Computers tab you specify the computers the application permission applies to.

For example, you could create an application permission for a specific computer group that s kénnen
beispielsweise eine Anwendungs-Berechtigung that contains computers running a newer version of the DriveLock
Agent.

On the Networks and Time Limits tabs you specify where and when the application permission applies.
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11.3.1.2 UseCases

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

11.3.1.2.1 Use Case 1: Prevent PowerShell from Being Started

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Scenario: You want to prevent Powershell from being started and possibly installing malware on the agent computers
when the user opens a browser (here Internet Explorer).

Browser is not allowed to start Powershell Properties ? *

General Options  Computers  Metworks  Time limits
Priority Lo et

Accessing application

C:\Program Files*Irntemet Exploreriiexplore exe

Access mode Execute e

Started application or path
|C:"-.‘.".n'inu:|u:uws"-s:.rstem 32 Windows PowerShell'w 1. (hpowershell exe

[Optional) You can add command line parameters for the called program
here to restrict the rule (one per ling).

Action Block e

Enable nule
Pass on to child processes

Corca | [RGB

1. Startout with entering a Description and a Comment if required on the General tab..

2. On the Options tab, enter the following information:

3. As thisis a rather general 'rule’, enter a low Priority for it.

4. Enter the full path to the iexplore.exe in the Accessing application text box.

5. Since you want to prevent PowerShell from starting from Internet Explorer, specify Execute as access mode.

6. Browse for a file or for a folder in the Started application or path text box; hereitis the powershell.exe file.
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Itis useful to specify only the file name with blocking rules so that all instances can be included. When you
specify the full path, please note that several program instances may exist, e.g. powershell .exe may be
located in two different directories C :
\Windows\SysWOW64\WindowsPowerShell\vl.0\powershell.exeorinC:
\Windows\System32\WindowsPowerShell\vl.0\powershell.exe.

7. You want to Block PowerShell.
8. Thecheck mark indicates thattheruleis enabled.

9. Sinceyou want to prevent the browser from starting Powershell.exe fromthe command line (cmd. exe)

(which is a child process), tick Pass on to child processes.

Conclusion: Every timethe iexplore.exeis called and it tries to start PowerShell, PowerShell will be blocked.

11.3.1.2.1.1 Use Case 1 with Application Collection

1. Proceed as described in Use Case 1.

2. Click the Browse button to select an application collection for the Accessing Application text box. The application
permission is now valid for all of the applications in the collection.

Browser is not allowed to start Powershell Properties ? >

General Options  Computers  Metworks  Time limits

Priority Low e
Browsers (Application collection) I:I
Access mode Execute e

Started application or path

|C:"-.‘-"a'induws"-s:.rstem 32\WindowsPowerShell'w 1.0powershell exe

(Optional) You can add command line parameters for the called program
hers to restrict the rule {one per ling).

Action Block w

Enable rule
Pass on to child processes

QK Cancel Apphy

Conclusion: In this example, none of the browsers listed in the Browsers (Application collection) may start PowerShell.
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11.3.1.2.2 Use Case 2: Restrict Loading a DLL

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Scenario: You want to determine that DLLs may be loaded only from specified directories.
In this specific case, you want to prevent Windows Media Player from loading DLLs from network drives.

1. Createoneapplication permission where you define that the Windows Media Player application wmp . exe may

only load DLLs from \\*\*\DLL4WMP\ .

WMP_allowed Properties ? >

General Options  Computers  Metworks  Time limits
Priority Momal b

Accessing application

WD B2

Access mode Load DLL e

DLL name or path
WNNDLLAWMPY,

You can use wildcards here, the path name must always end with ™.

Action Do not block e

Enable nle
[] Pass on to child processes

Cancel Aoply

2. Create a second application permission which blocks loading the DLL from all other directories on this network

drive.
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WMP_blocked Properties ? *

General Options  Computers Networks  Time limits
Priarity MNomal w

Accessing application

WP EXE

Access mode Load DLL e

DLL name or path

R

You can use wildcards here, the path name must always end with ™.

Action Block -
Enable rule

[ ] Pass on to child processes

Cancel Aoply

Here, you can set the same priority for both application permissions, since the rule with 'Do not block' (i.e.
allow) overrides 'Block' by default.

11.3.1.2.3 Use Case 3: Run Scripts

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Scenario: You don't want browsers to run VB scripts (* . vbs). You use the same application listas in use case 1.
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Browsers may not run scripts Properties ? >

General  Options  Computers  Metworcs  Time limits
Priority MNaormal w

Accessing application

Browsers (Application collection)

Access mode Run script w

Script name ar path

“vhs

Flease define the type of script in the Script definition section.

Action Block '

Enable nile
Pass on to child processes

Cancel Apphy

Check the Pass on to child processes option to prevent VB scripts from being started from a child process (e.g. the

cmd.exe).

Please remember to specify the script type and the corresponding file extensions in the script definitions.

11.3.1.2.4 Use Case 4: Read a Specific Directory

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Scenario: You want to make sure that only your own financial software can read a specific directory. No other
application should have read access to this directory.

Asecurity vulnerability in the browser could lead to malware gaining read access to this directory and thereby
reading out your bank data. You have to prevent this.

Create two application permissions:
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1. Oneapplication permissions allows your Banksoftware.exe application read access to the directory C:
\Bankdata\.

Financial software Properties ? *

General Options Computers Networks — Time limits
Pricirity Momal w

Accessing application

Banksoftware exe

Access mode Read file w

File name aor path
C:%Bankdata®.

You can use wildcards here, the path name must always end with ™.

Action Do not block: e
Enable rule

[] Pass on to child processes

Cancel Aoy
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2. Your second application permission has the wildcard * as Accessing application, so that no other application can

access your C: \Bankdata\ directory.

Financial software 2 Properties ? >
General Options Computers Networks — Time limits
Priority Momal w

Arccessing application

-

Access mode Fiead file e

File name aor path
C:%Bankdata®.

You can use wildcards here, the path name must always end with ™.

Action Block e

Enable rule
[ ] Pass on to child processes

Cancel Aoy

As far as priorities are concerned, the same applies as outlined in use case 2. 'Do not block' takes priority over
'‘Block’.

11.3.1.2.5 Use Case 5: Write to a Specific Directory

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Scenario: You want to specify thata particular browser (here it's Mozilla Firefox) is not allowed to write to the
Documents folder. Since you want to specify this for all users and not just for some users, use a wildcard.
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Prevent Browser from writing to 'Documents’ Properties ? et

General Options  Computers Metworks  Time limits
Pricrity Nomal o

Accessing application

C:\Program FilesMozilla Firefomxfiref oo exe

Access mode Write file w

File name or path

CUsers\ ™ Documents®.

You can use wildcards here, the path name must always end with ™.

Action Block W

Enable nile
Pass on to child processes

Cancel Aoy

To prevent the browser from writing to the directory through child processes, check the Pass on to child processes
option.

11.3.1.2.6 Use Case 6: Restrict Registry Access

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Scenario: You now want to control registry access for your financial software from use case 4. Create two
application permissions so that only the Banksoftware.exe is allowed to read the registry in the specified key.

1.Inthefirst caseyou allow the Banksoftware.exe application read access to the
HKEY7CURRENT7USER\SOFTWARE\Banksoftware\ registry key.
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Drivelock Application Control

Registry_Finances Properties

General Options Computers  Networks — Time limits
Priority Momal

Accessing application

Banksoftware exe

Access mode Fead registry

Registry key

HKEY_CURRENT_USERMSOFTWARE"Banksoftware.

the key with ™"

Action Do not block
Enable rule

[] Pass on to child processes

Cancel

You can use wildcards here, enter only keys (no values) and always end

Apply

2.In the second case you enter the wildcard * as Accessing application, so that no other application gets read access

tot he registry key.
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Registry_Finances2 Properties ? et

General Options  Computers Metworks — Time limits
Pricrity MNomal o

Accessing application

*

Access mode Read registry e

Reqgistry key
HKEY_CURRENT_USERMNSOFTWARE Banksoftware'.

You can use wildcards here, enter only keys [no values) and always end
the key with ™"

Action Block e
Enable rule

] Pass on to child processes

11.3.2 Application Collections

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Application collections are a set of applications that belong together in terms of subject or application. You can use
them in the corresponding application permission.

Rather than creating individual rules for each application, you can create a rule for multiple applications (on the
application collection) at once. This reduces your set of rules and keeps it simple.

Example: Three application permissions (rules) are to apply to three applications each:
e Ruleno.1 defines that no other applications are allowed to start from within a specific application.
e Ruleno. 2 defines that applications are not allowed to write to a specific directory.

e Rule no. 3 defines that applications may only write text files to a specific directory.

If you created individual rules for individual applications, you would have to create a total of 9 rules; by using
collections, you reduce the number to 3 rules and 1 collection.

Create application collections based on the following example.
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11.3.2.1 Application Collection for Microsoft Office

This chapter remains in the Administration Guide until further notice, butit will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

Scenario: You want to group different Microsoft Office applications in one application collection so that you can use
itlater in application permissions.

[E] Application permissions
=5 Application collections
=5 Script definitions

MS Office Properties ? x

General |sage

& Encryption
FEl Security awareness Description MS OFfice
%’? Systems management
Management console Comment
Applications:

"C:MProgram Files (c86) Microsoft Officeroot\Office 168EXCEL EXE"
"C:M\Program Files (c86) \Microsoft Officeroot \Office 164POWERFPNT.EXE
"C:\Program Files :86) Microsoft Officeroot \COffice 168WINWORD EXE"

Add... Remove Edit...

Cancel Aoy

Select Application collections and open the context menu.
Click New and then Application collection.
Enter a Description, here MS Office.

If you want, add a comment.

aua B~ W N

Use the Add button to add the paths to the applications you want to include. You can remove applications from
the collections later or edit the paths.

6. Saveyour collection and start usingitin application permissions.
On the Usage tab you can see where your collection is being used.

In the figure below you can see that this listis being used in the Documents: Office Applications application
permission.
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MS Office Properties ? et

General Usage

This collection is used in the following application pemissions

Description

ﬂ Documents: Office Applications

11.3.3  Script Definition

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at
Drivelock Online Help starting with version 2020.1.

To use the Run script access mode you have to define the relevant script types. This definition tells DrivelLock's
application control feature which file accesses it should interpret as script execution.

Please proceed as follows:
1. Open the context menu of Script Definition.
2. Click New and enter your definition in the following dialog.

The example below defines the Windows Scripting Host.

Windows Scripting Host Properties ? by
General
Description |
Comment

File extensions for this script type (zeparated by " ):

vbs wsf js

Interpreter for this script type:

cscrpt exe
wscript .exe

Add... Remove Edit ...

[]validate scripts via blacklists / whiltelists

Cancel Aoply

e Enter the extensions that apply to the scriptin the File extensions for this script type text box. Simply enter a space
between the extensions.
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e Enter the interpreters that can interpret your scriptin Interpreter for this script type. One per row.

e With the Validate scripts via blacklists / whitelists option, you can specify to have scripts checked in blacklists or
whitelists in the same way as DLLs or EXE files. For more information on blacklisting and whitelisting, see the

corresponding chapters.
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12 DriveLock Disk Protection

Drivelock Disk Protection is a central component of DriveLock DiskProtect and in earlier versions was also
referred to as Drivelock Full Disk Encryption (FDE).

In today’s computing environment, hard disk drives have become mass repositories of proprietary information. The
widely used Windows operating system provides adequate data privacy for stand-alone or networked computers in
most operating environments. However, Windows does not sufficiently protect the data on a computer’s hard disk
against disclosure when the computer is lost or stolen. Unless additional data protection measures are taken,
anyone with access to the hard drive can read all data on it.

To mitigate this data security risk, Drivelock has integrated a system security and data encryption solution.
Drivelock Disk Protection can be used for the following BIOS versions and operating systems:

e legacy BIOS: Windows 7 SP1, Windows 8.1 and Windows 10, either 32-bit or 64-bit
e UEFI BIOS: Windows 10, only 64-bit

Drivelock Disk Protection (FDE) provides the following functionality:

Disk Encryption

Drivelock Disk Protection can automatically encrypt and decrypt multiple hard disk partitions. All data encryption
is transparent to the end user, the operating system and applications. When encrypted data is being read, Drivelock
FDE decrypts it “on the fly”— the data immediately becomes available to the user or applications. All data written to
the disk is automatically encrypted. As a result, normal system operations remain unaffected.

Pre-boot User Authentication (PBA)

Drivelock Disk Protection authenticates users before the operating system starts. Upon successful authentication
the pre-boot process retrieves a computer-specific key that is used to decrypt the disk sectors that store the
operating system files and all other files on the encrypted drive as they are accessed. Users can authenticate using
their Windows logon credentials, smartcards or tokens.

After successful pre-boot authentication, the disk key is decrypted and used to provide access to the disk so that
the operating system can start. DriveLock Disk Protection maintains its own Pre-boot User Database to
authenticate users.

The Pre-boot User Database has the following characteristics:

e Maximum number of credential (users or certificates) — 2,000
e User name length — 1 to 20 characters

e Password length — up to 127 case-sensitive characters (same maximum length as Windows passwords, no
minimum length)

Drivelock Disk Protection can authenticate users with passwords on standalone computers and computers
belonging to a Windows domain. Smartcards and tokens with a PIN can also be used to authenticate.

Single sign-on or manual Windows authentication

Drivelock Disk Protection provides automatic Windows domain user authentication following successful pre-boot
authentication so users don’t need to authenticate twice. As an alternative to the single sign-on mode, you can
configure DriveLock Disk Protection to present the standard Windows authentication screen each time the operating
system starts, allowing the user to first authenticate during the pre-boot phase, and then manually authenticate
using different Windows credentials.
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You can configure Drivelock Disk Protection to automatically |og users on to Windows using their domain or local
Windows credentials following successful pre-boot authentication. This chaining of authentication processes is
called single sign-on. Single sign-on simplifies the user experience as users only need to authenticate once.

Emergency pre-boot logon Recovery and token logon
Disk Protection provides emergency logon procedures to allow smartcard / token or Windows domain users to
authenticate once at the pre-boot logon, e.g. if they forget their password or PIN.

Prior to installing DriveLock Disk Protection, you must create a recovery file set. These files are required to perform
recovery of disk data in case of a disaster and to perform emergency logon procedures. The recovery file set consists
of the following files:

e Master Security Certificate — The DLFDEMaster.cer file contains the Master Security Certificate with the public
key thatis used to encrypt a backup copy of the computer’s disk encryption key. The DLFDEMaster.pfx file also
contains the corresponding private key thatis required to gain access to this disk encryption key. Access to
this key is required if you need to decrypt a damaged hard disk. The DLFDEMaster.pfx file is intended to be
private. It should be securely stored and only accessible to individuals who are authorized to perform
disaster recovery. The corresponding DLFDEMaster.cer file contains the public key component of the Master
Security Certificate. It does not contain confidential information and is used during each DriveLock FDE
installation.

e Recovery Support Certificate — The DLFDERecovery.cer file contains the Recovery Support Certificate with a
public key thatis used to control access to the pre-boot authentication database. The DLFDERecovery.pfx file
contains the corresponding private key that is required to gain access to the pre-boot authentication
database when creating emergency logon credentials for users. The DLFDERecovery.pfx file is intended to be
private. It should be securely stored and only accessible to individuals who can perform password recovery,
such as helpdesk and support personnel. The corresponding DLFDERecovery.cer file contains the public key
component of the Recovery Support Certificate. It does not contain confidential information and is used
during each Drivelock FDE installation.

e Recovery Envelope — A unique RecoveryEnvelope.env fileis created for each client computer when you install
Drivelock FDE. It contains recovery data thatis specific to the computer and is required for emergency logon
procedures or disk decryption, in conjunction with the appropriate private key. If you save the recovery
envelop to a shared folder instead of the DriveLock database, the client computer name is included in thefile
name in the following format: <computer name>_RecoveryEnvelope.env.

For standalone installations, disaster recovery preparation begins with periodic system data backups. DriveLock
FDE creates recovery files that can be used to later decrypt a disk that has become damaged or that cannot be
accessed normally for other reasons. These keys are sent to the central DES and should not be backed up on the
client system as such. The backup files that are created and used in combination with the main certificate (MSC) are
used for disk recovery.

Drivelock Disk Protection includes a command line recovery tool to perform disaster recovery tasks such as data
decryption. This recovery tool is included in the DriveLock Disk Protection installation and is generally used only by
system administrators.

Disaster Recovery and Administration Tools

Various system administration functions not related to DrivelLock Disk Protection may at times require an
unattended computer restart, followed by automatic pre-boot authentication. Drivelock Disk Protection enables this
functionality by using a special user account. Acommand line program is required to use this functionality.

Disk Protection provides tools for decrypting data on a damaged hard disk in the event of a hard disk failure.

Drivelock Disk Protection provides a mechanism for helpdesk personnel to enable logon for users who can’taccess
their authentication credentials. This may include users who have misplaced their smartcard or token or who forgot
their Windows password.
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Drivelock Disk Protection provides automated procedures for handling these pre-boot authentication scenarios.

12.1 Preparing to Deploy DriveLock Disk Protection

Review the sections below and ensure that you have performed the appropriate procedures prior to installing
Drivelock Disk Protection.

Best practices for preparing to deploy DriveLock Disk Protection include:

o Defragment all drives that will be encrypted by Drivelock Disk Protection.
e Repair any existing disk errors.

e Ensure that the data storage on each computer is well organized and that no further rearranging of any
partitions will be required later. Use Windows Disk Management as needed to configure all partitions and
disk mirroring before installing DriveLock Disk Protection.

e Run CHKDSK /f and the hard disk manufacturer’s diagnostic utility to ensure file system health on all

drives you intend to encrypt. Repair any bad sectors, as DriveLock Disk Protection cannot encrypt such
sectors.

e Back up all important data prior to disk encryption.

e |fyou areusing the DriveLock Application Launch Filter in whitelist mode, deactivate it during the Disk
Protection installation to prevent the blocking of required applications.

Utilities provided by a hard disk’s manufacturer are typically the most robust tools for repairing disk errors.
DriveLock recommends that the Disk Protection deployment steps are performed in the following order:

1. Plan for recovery operations: Become familiar with the recovery mechanism, recovery scenarios and learn
about the methods for securely storing recovery files. Making recovery files availableis required to restore
access to a computer when a user has forgotten a pre-boot password or when a hard disk has become
damaged.

2. Encrypthard disks in a test environment: The DrivelLock Disk Protection components have been extensively
tested to work on a wide range of desktop and laptop computers.
To ensure a smooth deployment in your production environment, we recommend that you first test Disk
Protection on test computers that are representative of the computer models used in your organization.
Such testing may reveal, for example, possible incompatibility with old or brand-new hardware.

3. Generate and back up the encryption certificates: Before using Disk Protection you must generate the central
certificates that are needed for all recovery scenarios. The certificates are automatically stored by
Drivelock. Because of the importance of these certificates for recovery operations, DriveLock recommends
that you also manually back up these certificates to an additional secure location.

4. Determine the deployment schedule: Create a plan for deployment before starting the process. To minimize
downtime and to ensure adequate support for users, a deployment in several stages may be appropriate.

5. Deploy Disk Protection by configuring the deployment and recovery options in your Drivelock policy: You
caninitiate the deployment by installing the Disk Protection component on the client computers without
enabling pre-boot authentication or encryption. After successful installation each client computer generates
its own recovery data and stores it as a “recovery envelope”. This recovery envelope is required for all
recovery operations.
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6.

7.

8.

9.

Review the Event Log to confirm that the installation succeeded and that the recovery information was

uploaded to the Drivelock database or saved in a central location: Ensure that the recovery envelope files

for all computers are stored centrally and not on the client computers themselves. Storing the recovery
envelopes in the DriveLock database automates this process. When you store recovery envelopes in the
Drivelock database you can use the DriveLock Control Center to easily confirm whether the recovery
envelopes have been created and can be retrieved.
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Configure and activate pre-boot authentication: Pre-boot authentication is the only point where users notice
that Disk Protection has been deployed. When pre-boot authentication has been enabled, users are
prompted for authentication immediately after the computer is started and the logon screen thatis
displayed looks different from the Windows logon screen. Before activating pre-boot authentication you
should create a central emergency logon account if you intend to use this account for scenarios such as
initial authentication or technical assistance. An emergency logon account does not need to be a domain
account.

Help users become familiar with pre-boot authentication: Users may require some initial training to use the
new logon mechanism. Also, users and administrators should become familiar with the procedures for

emergency logon recovery.

Configure and activate encryption: Activation of disk encryption should be the last step of the Disk
Protection deployment. Once encryption has been activated, each client computer starts encrypting the hard
disk in the background. This process requires some system resources, and until encryption is complete
regular computer operations will be slower than normal. Users may notice this impact on performance,
particularly when running applications that require high disk or processor resources. When the encryption
process has completed, the client computer generates a unique disk recovery file thatis required to decrypt
any data on the drive.

10. Verify that all data recovery files (backup.zip) have been sent centrally to the DES or stored in a file: Ensure

that the disk recovery files for all computers were generated and stored in a location other than on the client
computer itself. Storing the recovery disk recovery files in the DriveLock database automates this process.
When you store these files in the Drivelock database you can use the DriveLock Control Center to easily
confirm whether the files have been created and can be retrieved.

The new DrivelLock Operations Center will not display all information relevant to Disk Protection properly yet,

so please use the DriveLock Control Center for Disk Protection.

DriveLock strongly recommends backing up the recovery data. Recovery files are required to perform a recovery

process for a computer where Disk Protection is installed. If you use the DriveLock Enterprise Service to store

recovery data, back up the entire DES database (default).
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12.2 Basic Configuration of Disk Protection

At first, you need to configure some basic settings:
e licensing
e Generating the recovery keys

Open the Encryption node in the policy and scroll to the bottom of the Taskpad view until you see the Disk Protection
panein full.

12.2.1 Creating Recovery Keys

Before you can install Drivelock Disk Protection, you need to create central encryption certificates and the
corresponding keys. These certificates are required to perform key recovery and emergency logon procedures. The
following certificates are required:

e Master Security Certificate — The DLFDEMaster.cer file contains the Master Security Certificate with the public
key thatis used to encrypt a backup copy of the computer’s disk encryption key. The DLFDEMaster.pfx file also
contains the corresponding private key that is required to gain access to this disk encryption key. Access to
this key is required if you need to decrypt a damaged hard disk. The DLFDEMaster.pfx file is intended to be
private. It should be securely stored and only accessible to individuals who are authorized to perform
disaster recovery. The corresponding DLFDEMaster.cer file contains the public key component of the Master
Security Certificate. It does not contain confidential information and is used during each DriveLock FDE
installation.

e Recovery Support Certificate — The DLFDERecovery.cer file contains the Recovery Support Certificate with a
public key thatis used to control access to the pre-boot authentication database. The DLFDERecovery.pfx file
contains the corresponding private key that is required to gain access to the pre-boot authentication
database when creating emergency logon credentials for users. The DLFDERecovery.pfx file is intended to be
private. It should be securely stored and only accessible to individuals who can perform password recovery,
such as helpdesk and support personnel. The corresponding DLFDERecovery.cer file contains the public key
component of the Recovery Support Certificate. It does not contain confidential information and is used
during each Drivelock Disk Protection installation.

Without the encryption keys and the corresponding passwords you will not be able to recover any data or help
users who don’t have access to their credentials log on.

When you start DriveLock Disk Protection for the first time the encryption certificates and keys have not been created
yet.
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WA Drivelock - O X
W File Action View Window Help - 8 x
@z H H| %

W FDE Palicy - Centrally stored Dri

» &P Global configuration g

. 9% EOR Drivelock Disk Protection

» Drives

> |29 Devices DrivelLock Disk Protection can encrypt all local hard drives, including the Create master certificates...

5 4 Network profiles Windows systern drive, DriveLock Disk Protection also provides Pre-Boot

s Applications authentication, safe offline password recovery and rapid recovery in case of

. disk failure.

» & Encryption

» Eg] Security awareness There are more options available in " Advanced configuration

» % Systems management

> B8 Management console

BitLocker Management

BitLocker Management can encrypt all local hard drives, including the Create master certificates...

Windows system drive. BitLocker Management also provides Pre-Boot

authentication, safe offline password recovery and rapid recovery in case of

disk failure.

There are more options available in - Advanced configuration

W

< >
Done

Click Create master certificates to create new encryption certificates and keys. This starts the wizard where you can
create the certificates.

W Drivelock
W File  Action View Window Help
e | 2|5 H H %]

W FDE Policy - Centrally stored Dri

> & Glokal configuration DriveLock Disk Protection ~
’ EDR Wiew the installation status and configure all settings for DriveLock Disk Protection in this section.

» [ Drives

» | Devices

» = Network profiles
» Applications
~ (@ Encryption
{03 Settings | Classic MIMC view
> Drivelock Encryption 2-(
> & DriveLock File Protectior
& Drivelock Disk Protectio
> E\ BitLocker Management
> Security awareness
» ? Systems management
Management console

@ The DriveLock Disk Protection certificates have not been created yet. Please generate the certificates.

©

IATRN
Encryption Deployment Pre-Boot Hard disk
certificates settings authentication encryption settings
settings
v
€ >
Done

You can also start the wizard by clicking DriveLock Disk Protection and then Encryption certificates.
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Properties ? >

General

Drivelock Disk Protection requires a master cerificate and a recoveny
cerificate before it is able to encrypt hard disks.

E Generate certificates. .. i
Policy last changed Mever
Cerificates genersted Mever

Manage cerificates W

oK Cancel Apphy

Click Generate certificates to create new encryption certificates and keys.

Create the encryption keys

Encryption Certificate Creation x

Encryption certificates

Drivelock Disk Protection requires
cerificates for emergency logon and
data recovery in order to encrypt local
hard disks on computers.

This wizard will generate the required
certificate files and adds them to your
DrivelLock policy.

< Back MNext = Cancel

Click Next.
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Encryption Certificate Creation x

Certificate backup location
Select a folder to store backup copies of the generated files. Cﬁ

1 Recovery cerificates are required for emengency logon and
recovery. They cannot be changed after creation.

DrivelLock stores the certificate files in the policy and automatically in
the Windows Certificate Store, but they alzo have to be stored in the
filesystem or on a smartcard in a secure location.

(®) Certfficate storage folder
| “WOLSERVERDrive Lock\Certs

() Smartcard

<Back || MNex> 1 | Cancel

Specify the location to save the certificate files to or select a smartcard as the storage location.

Encryption Certificate Creation et

Certificate backup location
Select a folder to store backup copies of the generated files. C§

1 Recovery certificates are required for emergency logon and
recovery. They cannot be changed after creation.

Drive Lock stores the certificate files in the policy and automatically in
the Windows Certificate Store, but they also have to be stored in the
filesystem or on a smartcard in a secure location.

() Certfficate storage folder

(®) Smartcard

<Back [ MNed> {1  Cancel

Click Next. If you selected a smartcard, you will be prompted to insert and select the smartcard.

Store the encryption certificate files and their passwords in a safe location, as they are needed in conjunction
with the Recovery Files Set for user password and data recovery. Without the certificate files and their
passwords, data recovery will not be possible.

Administration Guide 2021.1 357 © 2021 DriveLock SE



DrivelLock Disk Protection
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Encryption Certificate Creation

Certificate protection
Type the password to protect the private keys

and recovery.

Emergency logan cedificate password

for the cerificate.

1 Private keys for the cenficates are protected by passwaords.
Passwords are not stored as part of the Drivelock policy. You will
need the passwords to access private keys for emergency logon

Please save these passwords in a secure location.

Password

Corfirm password

Recovery cerificate password

Password

Confim password

« Back

Meat >

Cancel

Type the passwords for both the master and recovery certificates and confirm each password by typing itagain.

Click Next to continue.

The wizard notifies you when it has finished creating the certificates. If you selected a smartcard, you will be
prompted for the PIN thatis required to access the smartcard.

Encryption Certificate Creation

Drivelock Disk Protection certificate files were generated
o Certificate files were generated successfully

DriveLock Disk Protection certificate files are stored as part of the
DrivelLock policy. These files can be managed under Global
configuration | Policy File Storage

Ensure to back up the Drivelock policy and the cerificate files and
store them in a safe location. Disk recovery and other important tasks
depend on these files

< Back

x

Cancel

Click Finish.

When the encryption certificates have been created the DriveLock Management Console displays the creation time

and date.
The certificates are also added to the private certificate store of the user who created them.
certmgr - [Certificates - Current User\Personal\Certificates] - ] x
File Action View Help
e AR:allol N =RRRETN 7 B
= C.ertifi(ates- CurrentUser A || |ssued To Issued By Expiratic\l;q Date  Intended Purposes Friendly Name Status  Certificate Template W
v Pfrsnna\ ?ejprnte:tDrive Recovery Support ProtectDrive Recovery Support 12/4/2049 1.2.840.113556.1.80...  <None> DL Recovery Support
o - EEUITEES L '\EEJPmte:tDriva Master Security ProtectDrive Master Security 12/4/2049 1.2.840,113556.1.80...  <None> DL Master Security
| Trusted Root Certification
| Enterprise Trust
| Intermediate Certification
| Active Directory User Obje
| Trusted Publishers
_| Untrusted Certificates
~| Third-Party Root Certifica ¥ w
< > < >
Personal store contains 10 certificates.
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The two public keys are also stored in the Drivelock File Storage.

WA Drivelock

wf File Action View Window Help - & %
ez | % EEE H H %W

wf FDE Policy - Centrally stored Dril| File name . Size Date Comment
A Global configuration Enter text here “F| Enter text here “F| Enter text here “F| Enter text here il
0 Setti 7
& |r.|gs . ?EDLFdeMa;ter.cer 131 KB 12/4/2019 4:31:38 PM Drivelock Disk Protection emergency logon certificate
{&=] User interface settings =
| DLFdeRecovery.cer 131KB 12/4/2019 4:31:42 PM
B Server connections =

Drivelock Disk Protection recovery certificate
& Trusted certificates

Bl File storage
> B Multilingual notification

Once the certificates have been created and DriveLock Disk Protection has been installed on client computers,

you can no longer create new certificates. The reason for this is to prevent the old certificates from being
overwritten, which would make recovery impossible.

If you cancelled the certificate creation wizard or if the certificate creation failed, DriveLock displays an error
message and you must start the certificate creation process again.

12.2.2 Exporting and Importing Encryption Certificates

After you have created the encryption certificates you can export the public keys from the DrivelLock Policy File
storage.

WA Drivelock

Wf File Action View Window Help - & %
e 2B HIH %|F

W FDE Policy - Centrally stored Dri

3 Global configuration m DriVELOCk Disk Protection 8
» 2% EDR

@ oi View the installation status and configure all settings for DriveLock Disk Protection in this section.
> rives
5> |29 Devices
> = Network profiles O
> Applications
~ {§ Encryption
{5 Settings R Clzssic MMIC view
> Drivelock Encryption 2-(
> & Drivelock File Protectior
{ DriveLock Disk Protectio 0 The DriveLock Disk Protection certificates were crezted and stored. (Created at 12/4/2019 4:31:42 PM)
> Eq, BitLocker Management
> Security awareness
> ? Systems management
> Management console

L@\ 0=

Encryption Deployment Pre-Boot

Hard disk
certificates settings

authentication encryption settings

settings

< >

Done

In the DriveLock Management Console, click Encryption certificates.

Only import the master and recovery certificates if you are certain that this is the appropriate action. For
example, you might install certificates when restoring a policy or then cloning a policy. Changing the certificates

after they have been used to install and configure Disk Protection on client computers is not supported and may
prevent you from performing most recovery tasks
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Properties ? x

General

Dirivelock Disk Protection requires a master certficate and a recovery
cerificate before it is able to encrypt hard disks.

Policy last changed 12/4/2019 4:31:42 PM
Certfficates generated 12/4/2019 4:31:42 PM

Manage cerficates W

Export certificates...

Import certificates...

Cancel Apply

To export the two certificate files, click Manage certificates and then on the drop-down menu click Export certificates.
Select a directory to save the files to.

You can also import previously created certificates (public keys) into the DriveLock Policy File storage. To import the
two certificate files, click Manage certificates and then on the drop-down menu click Import master certificates.
Select the directory containing the certificate files.

12.2.3 License Settings

When a computer where the DriveLock Agentis runningis licensed to use Disk Protection, the Agent automatically
installs all components and services that are required for Disk Protection on this computer. To license a computer
or group of computers to use Disk Protection, under Global configuration -> License click Change. In the Properties
dialog box, on the Licensed computers tab, add the computer or group and then select the FDE checkbox for the
computer or group.
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Properties ? *
General Licenses Licensed computers  Excluded computers
Define on which Agents varous Drivelock components are enabled. Optional comennerﬂs ill be installed ar uninstalled accarding to this list.
Computer or group Drivelock Encryption FDE File Protection BitLocker  Drivelock PBA  Application
24Go Managemert  for Bitlocker control
&: Ary computer = | L]
MNumber of computers <all » <all = <al = <all = D 1] <all =
Add w Remaove
Cancel Aoply

Theinstallation is entirely determined by a computer’s license status.

If you can’t select the FDE checkbox, your license may not include the FDE option. To update your license, contact
your DrivelLock sales partner.

To remove Disk Protection from a computer, remove the checkmark in the FDE column. Once a computer is no
longer licensed to use FDE, the DriveLock Agent will automatically uninstall the Disk Protection. You can specify
a setting to delay this uninstallation by up to 3 days.

12.2.4 Disk Protection Settings

This section explains how to configure the most important settings in the basic configuration. All additional settings
aredescribed in the following section.
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DrivelLock Disk Protection

Wl Drivelock — [} X
Wl File Action View Window Help - g
|7 H H %
wf FDE Policy - Centrally stored Dri

& Global configuration -~ A
<% EDR DrivelLock Disk Protection
[& Drives —
|2 Devices - . . L . . . . .
X Drivelock Disk Protection can encrypt all local hard drives, including the Configure Drivel ock Disk Protection settings...
T Netmf'ork.proﬂles Windows system drive, DriveLock Disk Protection alse provides Pre-Boot
[8] Applications authentication, safe offline password recovery and rapid recovery in case of | Master certificates created at: C12/4/2019 4:31:42 PM
~ (§ Encryption disk failure,
{55 Settings Installation status: Mot configured
DriveLock Encrvption 2- There are more options available in " Advanced configuration Installation source:
= X e X Pre-boot authentication: Mot configured
8 Dr!VELDCk F'_‘e Protectl.or Encryption: Mot configured
8 DriveLock Disk Protectio Recovery disk key storage: Drivelock Enterprise Service
[}, BitLocker Management
E§ Security awareness
c{? Systems management
Management console @ BitLocker Management
BitLocker Management can encrypt all local hard drives, including the Create master certificates...
Windows system drive, BitLocker Management also provides Pre-Boot
authentication, safe offline password recovery and rapid recovery in case of
disk failure.
There are more options available in - Advanced configuration
v
£ >
Done

Pre-boot settings

Pre-boot authentication
Select whether pre-boot authentication will be activated. !

Enable pre-boot authentication

Enable Single Sign-on for Windows
Automatically add Windows users to pre-boct authentication on logon

Emergency access methods

Allow emergency logon with user name
Single Sign-on after emergency logon

Allow emergency logon without user name

« Back Mea > Cancel

Open Encryption / Configure DriveLock Disk Protection settings to configure the settings that are required for
Drivelock Disk Protection.

To enable pre-boot authentication on client computers, select the “Enable pre-boot authentication” checkbox.

As soon as the Drivelock Agent detects the new configuration settings, pre-boot authentication is activated and
takes effect the next time the computer is restarted. Ensure that all other required parameters in this dialog box
have been configured and that users are aware of the change. DrivelLock displays the following message to the

user when pre-boot authentication is first activated.
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To disable DrivelLock Disk Protection without uninstalling it, clear the “Enable pre-boot authentication” checkbox.
Without pre-boot authentication, all features of DriveLock Disk Protection, including disk encryption, are disabled. If
you clear this checkbox you can make still changes to other settings in this dialog box, but changes do not take effect
until Drivelock Disk Protection is re-enabled by selecting the “Enable pre-boot authentication” checkbox.

To gain access to a computer protected by DrivelLock Disk Protection, both pre-boot and Windows authentication are
mandatory.

In single sign-on mode, a user needs to log on only once to authenticate both during pre-boot authentication and to
Windows. This option is only available when at least one authentication method is enabled for both pre-boot and
Windows authentication.

Select the "Enable Single Sign-on for Windows*” checkbox to enable single sign-on mode.

By default Drivelock Disk Protection adds any user who has successfully logged on to Windows to the pre-boot
authentication database. Clear the “Automatically add Windows user to pre-boot authentication on logon” checkbox
if you don’t want Windows users to be automatically added.

Emergency logon settings are available when authentication is enabled at the pre-boot level:

e Allow emergency logon with user name —\When enabled, this option lets a user initiate the emergency logon
with user name procedure. This procedureis used when a user has forgotten the pre-boot authentication
password. Italso applies to local Windows or domain accounts that have been added to Drivelock Disk
Protection but who have not been assigned an initial password. Emergency logon with user name enables
one-time-only pre-boot access to the system.

This feature requires that a user was authenticated by pre-boot authentication on the computer at least once or
that the user was added to the pre-boot authentication database by an administrator. A user who is notin the
pre-boot authentication database must initiate the emergency logon without username procedure.

e Single Sign-on after emergency logon —When enabled, this option allows the user to automatically
authenticate to Windows immediately after the successful completion of the emergency logon with username
procedure.

o Allow emergency logon without username —When enabled, local Windows or domain users may initiate the
emergency logon without username procedure. This allows for one-time-only pre-boot access to the system
for users who don’t have a pre-boot user account. This procedure also adds the user to the pre-boot
authentication database. Once the user logs on to Windows, the Windows password is automatically
synchronized with the pre-boot authentication database. This synchronization enables future pre-boot
authentication using the Windows password.

Click Next to proceed.
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Encryption settings

Hard disk encryption
Select whether hard disk will be encrypted and where disk recovery
keys will be stored.

Encrypt local hard disks on computers running Agent

Encryption algorthm | AES

Daemen and Vincent Rijmen.

Disk Recovery Keys will be stored on

(®) Drivelock Entemprise Service

Server connections are configured under Global configuration
Server connections

(") File server {UNC path)

| |

< Back

Advanced Encryption Standard (AES) is the successor
of Triple DES and was standardized in 2000. I is also
called the Rijndael algorithm for its developers Joan

Pt

™
1

L

Cancel

To globally enable hard disk encryption, select the “Encrypt local hard disks on Agent computers” checkbox.

Depending on the drive size, encryption or decryption may take some time. However, the computer can still be
used during this time, a slight reduction in system performance is possible. The computer can also be shut
down or restarted during this phase. In this case, the process will be continued afterwards. The current state of
the encryption on a computer can be checked via the DriveLock Management Console by connecting to the agent

and viewing its properties.

You can choose between different encryption algorithms, but we recommend AES (AES 256-bit).

Drivelock Disk Protection creates the recovery files and sends them to the location you configured immediately
after the Agent has finished installing DrivelLock Disk Protection on a client computer.

The recovery files should be stored in the DriveLock Enterprise Service database or in a central shared folder. Itis
not recommended to store these files on the local computer because of security and recovery considerations.

If you store the files on a central shared folder, the following file names are used: <computer>.envelope.env and

<computer>.backup.zip

12.3

Configuring Disk Protection in Extended Configuration Mode

This section covers all possible Drivelock Disk Protection settings for the

e Installing the software
e Pre-boot authentication PBA

e Encryption of hard disks

You can configure all settings in the DriveLock Management Console via the menu item DriveLock Disk Protection:
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Drivelock Disk Protection

i Drivelock

» = Network profiles
> [@] Applications
~ (@ Encryption
53 Settings
> DriveLock Encryption 2-(
» @ DriveLock File Protectior
{3 DriveLock Disk Protectio
> E, BitLocker Management
> Security awareness
> ? Systems management
> Management console

— O X

W File Action View Window Help - 8 %
|75 HIH %@

gl FDE Policy - Centrally stored Dri

» & Global configuration DriveLock Disk Protection "
4 § EDR View the installation status and configure all settings for DriveLock Disk Protection in this section.

> rves

» |5 Devices

[P Clzssic MMC view

é[ The DriveLock Disk Protection certificates were created and stored. (Created at 12/4/2015 £:31:42 PM)

Done

©

AN

Encryption
certificates

Deployment

settings

Pre-Boot Hard disk
authentication encryption settings
settings

12.3.1 Installation Settings

After you created the recovery certificates you can configure DriveLock Disk Protection deployment settings.

Before configuring the settings for a new installation, determine where DriveLock will store the computer-specific
recovery envelope files that are needed for emergency logon. To specify the storage location, click Hard Disk
encryption settings, and then follow the procedure in the section “Configuring the Backup of Recovery Data”.

Configure the installation parameters

To configure the installation parameters, in the right pane of the DriveLock Management Console, click Deployment

settings.

Select the Installation tab.
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Properties ? x

Installation  Appearance  Options
Display user ifformation / corfim computer restarts

Display notification area icon while configuring the computer
Display notification area icon while encrypting local hard disks
Digplay user information before instaling updates

Automatically confimm all message boxes after |6 = minutes

When Drivelock Disk Protection installation is finished. ..

(®) Restart the system after |30 = seconds

(O Do not restart the computer {wait until manual restart)
Fun program after installation is finished
Command line

Run as the cumently logged-on user

Run also after deinstallation

Cancel Apply

If you don't want to show information messages on the client computer while DrivelLock Disk Protection is installed,
clear the “Display notification area icon while configuring the system” checkbox.

You can also specify the individual options separately:

e You can disable/enable the display of an icon thatis displayed in the Information pane duringinstallation.
e You can disable/enable the display of anicon thatis displayed in the Information pane during encryption.
e You can show or hide user notifications before installing a Disk Protection update.

e Additionally, you can specify whether displayed messages should be confirmed automatically after a certain
number of minutes or not.

You can select whether information messages are automatically confirmed after being displayed for a specified
number of minutes. Because the installation of Disk Protection requires a computer restart, you can also configure
whether this restart will be delayed or must be performed manually.

If you selected to not automatically restart the computer, you can also specify a program or script thatis started
when the installation has completed. There are also two script specific options which can be set:

® Run as the currently logged-on user ->The specified script will run under the credentials of the currently logged
on user. By defaultit runs as local system.

e Run also after deinstallation ->The script will not only run after installation but also after deinstallation.

Configure the appearance / PBA behavior for users

Select the Appearance tab to configure how Disk Protection is displayed to the users.
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Properties ? ot

Installation Appearance  Options

Enable 32-bit pre-boot authentication (16-bit version provided for com-
patibility reasons)

(®) Use buittin background image

() Use custom background image
Image file

[]Enable On-Screen-Keyboard in pre-boot authentication

[] Disable USB support in pre-boot authentication faster boat, no
Smartcard support)

[] Disable USE 3.0 support in pre-boct authentication
Display "Show password” in pre-boot authertication
[] Show pre-boat user information message

Cancel Applhy

Keep the Enable 32-bit pre-boot authentication setting. The 16-bit version of the PBAis only available for
compatibility with legacy BIOS systems.

New Drivelock Pre-Boot Authentication and UEFI BIOS no longer support 16-bit PBA.

This is where you can specify the background image for the pre-boot authentication. Disk Protection provides
predefined background images for you to choose from.

Itis possible to use a customized background image (format PNG, max. 32 MB, best resolution 1024x768) on the pre-
boot authentication screen. This image needs to be configured before Disk Protection installation and can’t be
changed later. Select the Use custom background image in pre-boot authentication checkbox. Then select the file from
the policy file storage or from the file system.

You can also choose one of the following options:

e On-screen keyboard (UEFI PBA only): With the help of a virtual keyboard, users can also enter data without
having a real keyboard.

e USB support: If disabled, the PBA can be loaded faster. However, devices connected via the USB interface, e.g.
mouse or smartcard reader, will not work.

e USB 3.0 support: This option disables the support of modern USB 3.0 devices within the PBA.
e Show password: This can prevent an entered password from being displayed in plain text.

To display your own user information within the PBA, e.g. for usage notes or contact persons / contacts for password
recovery, select the Show pre-boot user information message and enter the text in the text box.
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Additional Options

Select the Options tab to configure additional settings for BIOS systems after consulting DriveLock support or as
needed.

These options do not apply to the new UEFI-PBA.

Properties ? X

Installation Appearance Options

Advanced options

[] Show DriveLock Disk Protection logon messages
[ Suppert PC Card smartcard readers instead of intemal readers
[] 5et state of NumLock key to fieed valus in preboot

Activate NumLock (enable typing numbers)

[ Enable ActiveDirectary-based management (disable policy-based
management)

Cancel Aoy

Click OK or Apply to save the settings, or click Cancel to discard any changes you made.

Once the agent gets its new configuration and Disk Protection is installed, the agent displays the following
information to the logged in user:

DriveLock PBA

() %rvelock

@ DriveLock PBA Installation
N

DriveLock PBA will be installed on this computer.

Please close all open applications before clicking "Mext »". Your computer
will automatically restart at the end of the installation.

Continuing in  5:03 MNext =

The envelope fileis created and sent to the location you configured immediately after the Agent has finished
installing DriveLock Disk Protection on a client computer. Therefore make sure you have configured the
corresponding recovery settings. (Refer to the section “Configuring the Backup of Recovery Data” for details.).
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You can override the installation policy by configuring the following registry key on a computer:
HKEY LOCAL MACHINE\SOFTWARE\CenterTools\DLStatus

If this registry key (DWORD) contains the value NoFDEInstallation and thevalueis setto 1, DrivelLock Disk

Protection will not be installed on the computer even if installation is specified in the policy. You can also use
the command-line commands dl1fdecmd enabledelayinst and dlfdecmd disabledelayinst to create or
remove this registry value.

12.3.2 Configuring Pre-Boot Authentication

Once you have deployed Drivelock Disk Protection to client computers you can configure drive encryption and pre-
boot authentication settings.

You can activate and configure pre-boot authentication before you begin to encrypt hard drives on client
computers. This can help divide the deployment process in larger environments or help users get familiar with
the new logon procedure.

Click Pre-boot authentication settings to open the configuration dialog box.

12.3.2.1 Authentication Methods and Logon Settings

Properties ? ped
|ser-wipe Emergency logan Network: preboot
General User synchronization Users Selff-wipe

Enable pre-boot authentication

Enable Single Sign-on for Windows

Authentication methods

Windows Preboot
Localuseraccess  ................. [ .....
Diomain user access (with password) . ... [ ... ..
Diomain user access (withtoken) ....... [ .....

["]Enable logon using "password tokens"
] Require token PIN on Windows logon

Oiptions
Madimum rumber of failed logons before lockout |10 =

Lockout perod in minutes 10 =

Days before certfficate expiration to display alet |30 =

Count failed logons globally for all users

Cancel Apply

To enable pre-boot authentication on client computers, select the “Enable pre-boot authentication” checkbox.

As soon as the Drivelock Agent detects the new configuration settings, pre-boot authentication is activated and
takes effect the next time the computer is restarted. Ensure that all other required parameters in this dialog box
have been configured and that users are aware of the change.

Drivelock displays the following message to the user when pre-boot authentication is first activated:
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(D) rvelock

@ DriveLock Disk Protection Installation
)

From now on you need to authenticate in the Drivelock
PBA at every system start or reboot before you can access
your hard disk .

fou can authenticate using your Windows credentials.
After the computer starts, in the "User [D" field type your
Windows user name, in the "Password" field type your
password, and then in the "Domain" field enter your
domain.

Continuing in - 5:49 Close

To disable DriveLock PBA (without decryption), clear the “Enable pre-boot authentication” checkbox.

Attention: although the hard disk remains encrypted, the security will be decreased, as Windows boots, before
an authorized user has been authenticated. DriveLock recommends to disable the PBA only for test and
maintenance reasons.

If you clear this checkbox you still change other settings in this dialog box, but changes do not take effect until
Drivelock Disk Protection is re-enabled by selecting the “Enable pre-boot authentication” checkbox.

To gain access to a computer protected by DriveLock Disk Protection, both pre-boot and Windows authentication are
mandatory.

You can require users to use one or more authentication methods for pre-boot authentication and Windows logon,
based on the settings you configure. These authentication methods are described in detail below.

To make an authentication method available to users, select the Windows checkbox, the Pre-boot checkbox, or both,
to match the security requirements of your organization. You must select at least one check box each for Windows
and pre-boot authentication.

Do not configure DriveLock Disk Protection to allow only tokens and smart cards for Windows logon unless your
network is configured for certificate-based logon. If users don’t have tokens or if required drivers are not
installed and the computer is locked, it can’t be unlocked using a password. If DriveLock Disk Protection is
configured to only allow token logon, ensure that valid tokens have been distributed to users and that they can
be used for pre-boot authentication, Windows logon and unlocking computers.

e Local user access —Enabled by default. This method lets users authenticate by typing a local Windows user
name and password and selecting the computer name.

e Domain user access (with password) — This method lets users authenticate by typing a Windows domain user
name, password and selecting the domain name.

e Domain user access (with token) — This method lets Windows domain users authenticate by using a smartcard
or token with a PIN.

e Enablelogon using password tokens —This method lets users perform pre-boot authentication for a
password token users. If this option is selected, at least one Windows authentication method must also be
selected.

Select the "Enable Single Sign-on for Windows"” checkbox to enable single-sign on mode. In single sign-on mode, a
user needs to log on only once to authenticate both during pre-boot authentication and to Windows. This option is
only available when at least one authentication method is enabled for both pre-boot and Windows authentication.
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To protect the authentication database against automated brute-force attacks, DrivelLock Disk Protection can lock
out a user after a configurable number of failed logons for a number of minutes. Adjust the values to match your
organization’s security policy. By default the failed logon attempt counter applies to all users. To maintain a
separate counter for each user, deselect the checkbox Count failed logons globally for all users.

If you use certificates for authentication you can also configure how many days before the expiration of a certificate
Drivelock Disk Protection notifies the user of the upcoming expiration.

12.3.2.2 AD User Synchronization

Drivelock distinguishes 4 different types of pre-boot users.

Added by Description

DIFdeUser Users added locally via DIFdeUser.exe

Policy Users added in the policy - will be synced/removed according to policy changes

WinLogon Users added by the windows logon - the password will by synced after each successful login to
windows

AD sync Users synchronized from AD groups - will be removed, if removed from the AD group resp. the

user synchronization, the password will by synced after each successful login to windows

The command D1FdeUser.exe can remove users of the other types, but they will be added again at the next time,
when the user logs on to windows resp. the policy is executed.

Users, who want to login the first time to a PC protected by DrivelLock Disk Protection with Pre-Boot Authentifcation
(PBA) are not yet synced to the PBA database with their Windows credentials (WinLogon user). They have to
authenticate at the PBA either with a pre-configured DIFde- or ar Policy user or someone else authenticates at the
PBA to show the Windows logon dialog.

If you want to pre-configure the PBA to contain users from your AD, you must enable the AD User synchronization.

Properties ? *
User-wipe Emergency logon MNetworlc preboot
General User synchronization Users Seff-wipe

Synchronize Active Directory users to pre-boot authentication

Members of selected Active Directory groups will be added or removed to
/ from the pre-boot authentication. When adding, the configured initial
password is used. A maximum of 2000 users will be synchronized.

Initial passwaord for new user accournts
() Fixed password

Confirm password
(®) User name (as in Active Directory)
() Active Directory property value

Synchronized Active Directory groups

.

Lser or group

am DL UsErs

Add... Remove

Cancel Aoy

Check Synchronize Active Directory users to pre-boot authentication. Add the appropriate AD users and/or groups,
which you want the users to be synced to the PBA database.
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Note that the members of the Domain Users group are not synchronized. The domain user group uses a
"calculated" mechanism based on the user's "primary group ID" to determine membership and does not
normally store members as multi-valued associated attributes.

As aninitial password you can either use a fixed password, which is identical for all users, the user name or any of
the available Active Directory property values.

The given password is used at creation time only, but not synced/changed for users already existing in the PBA
database. As soon as a user of type AD synclogs on to windows, the initial password will be replaced by his
windows password locally.

The AD sync users are synced each time, when the policy is executed. If you add or remove users from the configured
AD groups they will be added/removed to/from the PBA database of all related PCs with the next synchronization.

Although the PBA database can hold up to 2,000 credential sets, we recommend to use not more than 500
users for AD user synchronization. If you want to configure more systems, you may use separate policies
assigned to different computer groups.

12.3.2.3 Users

Drivelock Disk Protection can hold up to 2000 sets of credentials in its pre-boot authentication database. You can
manually add users to this database. A pre-boot authentication user does not need to correspond to a specific
Windows user account. If required, you can configure separate credentials that are used for pre-boot authentication
only, for example an account to be used for emergency logon.
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Properties ? !
|ser-wipe Emergency logon Metworlc preboot
General |User synchronization Users Seff-wipe

Automatically add Windows users to pre-boot authentication on logon
[ ] Always use downlevel logon names during single sign-on

Pre-boot authertication users

|User Domain

a RECOVeryAccount DOMAIN

Remaowve Edit. ..

QK Cancel Applhy

By default DriveLock FDE adds any user who has successfully logged on to Windows to the pre-boot authentication
database. Clear the “Automatically add Windows user to pre-boot authentication on logon” checkbox if you don’t
want Windows users to be automatically added.

By activating the option "Always use downlevel logon names during single sign-on" you can enforce users to use
down-level logon names only (format: DOMAIN\username). Then logon with user principal names (format:
username@domain.org) is no longer possible.

Use the Add, Remove or Edit buttons to change or remove existing users or to add new users to the database.

Pre-boot authentication user bt
User name |n0ﬁa|l |
Diomain |no‘t‘fal| |
Pazzword Ty

Confirm password |[eeessses

[] User can change passwond in Pre-Boot
Authentication

Cancel

After you have entered the information and confirmed the password, click OK to save the user.

12.3.2.4 Emergency Logon

Emergency logon parameters specify which logon procedures are available for users when they are not able to log
on by using normal procedures. For example, this includes users who forgot their password.
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Properties ? x
General User synchronization sers Self-wipe
User-wipe Emergency logon Metwork preboot

Emergency access methods

Allow emergency logon with user name
Single Sign-on after emergency logon
Allow emergency logon without user name

[] Alow emergency logon for token users

Cancel Aoy

Emergency logon settings are available when authentication is enabled at the pre-boot level and the Local user access
or Domain user access check boxes are selected.

e Allow emergency logon with user name —\When enabled, this option lets a user initiate the emergency logon
with user name procedure. This procedure is used when a user has forgotten the pre-boot authentication
password. Italso applies to local Windows or domain accounts that have been added to DrivelLock FDE but
who have not been assigned an initial password. Emergency logon with user name enables one-time-only pre-
boot access to the system.

This feature requires that a user was authenticated by pre-boot authentication on the computer at least once
or that the user was added to the pre-boot authentication database by an administrator. A user who is not in
the pre-boot authentication database must initiate the emergency logon without username procedure.

e Single Sign-on after emergency logon —When enabled, this option allows the user to automatically
authenticate to Windows immediately after the successful completion of the emergency logon with username
procedure.

This feature allows users who forgot their password to still log in to Windows and work with it - even if an
administrator has not yet reset the password.

e Allow emergency logon without username —When enabled, local Windows or domain users may initiate the
emergency logon without username procedure. This allows for one-time-only pre-boot access to the system
for users who don’t have a pre-boot user account. This procedure also adds the user to the pre-boot
authentication database. Once the user logs on to Windows, the Windows password is automatically
synchronized with the pre-boot authentication database. This synchronization enables future pre-boot
authentication using the Windows password.

o Allow emergency logon for token users — This option is available only if at least one of the following pre-boot
authentication method options is selected: Domain user access (with token) or Shared Key access. If this
option is enabled, smartcard and token users who have misplaced a token or forgotten the PIN are permitted
to initiate the “Emergency logon for token users” procedure. This procedure allows for a one-time-only pre-
boot access to the computer without having to use a token.
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12.3.2.5 Wipethe PBA database

Wiping the PBA databaseis equivalent to destroying the data of a single PC. The wipe removes all users from the PBA
database. No more logon is possible. As no disk key is available anymore, the disks cannot be decrypted. To get
access again an administrator has to perform a disk recovery as described in Recovering Encrypted Disks.

There are three different ways to wipe the PBA database.

User Wipe

Imagine, a user has sensitive data on his laptop. He is forced by somebody, to enter his credentials in the PBA. He
will do so. Instead of being logged in will get a disk error. If he reboots the logon screen will not be shown any more.

Disk error.

Close

Instead of his true password the user has entered the password plus a defined suffix. This triggers the Drivelock PBA
to immediately delete the PBA database.

To configure the user wipe in the policy open Encryption / Disc Protection / Pre-Boot authentication settings / User-
wipe. Check Enable user-initiated wipe and enter the password suffix.

Properties ? *
General User synchronization Users Sef-wipe
User-wipe Emengency logon Metwork preboot

Enable userintisted wipe

Computer will be wiped when the user enters his password followed by a
wipe suffix password.

Example: f the user password is "secret” and the wipe suffix password is
"wipe" the computer will be wiped when the user enters "secretwipe” as
hig password.

Wipe password suffic |sessssssssss

Corfim suffic T TIIIITIY

Corcal | [ fomy

Self Wipe

The self wipe has primarily two use cases. Either you want to protect the data of a lost PC which does not connect to
the DES any more and/or you want to force mobile users to connect regularly to your company network.
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To configure the self wipe in the policy open Encryption / Disc Protection / Pre-Boot authentication settings / Self-
wipe, check Enable self-wipe when computer is offline and configure the appropriate settings as described in the

dialog.
Properties ? *
|Jser-wipe Emergency logon Metwork preboot
General User synchronization Users Self-wipe

Days offline before seff-wiping pre-boot users

Enable seff-wipe when computer is offline

[] Show user message after wiping

Display custom message in user notification

[] Show waming message before wiping

Days offline before starting to show message

Display custom message in user notification

/5 L=

(Cffline means: DrivelLock Enterprise Service is not reachable.

14

Automatically confim message boxes after |6 = | minutes

Carcel

Apply

At the end of the configured days offline, the DriveLock agent deletes the PBA database.

Initiating a Remote Wipe

To initiate a remote wipe, in the DriveLock Management Console (MMC) select Operating, then Agent remote control.

Open the context menu and select DriveLock Disk Protection recovery and tools / DriveLock Disk Protection remote

wipe....

v B Operating H

T Agent r-—-+- ---r--!
@ Metwol Connect...

<, Shadoy Temporary unlock

Encryption recovery
BitLocker Management recovery

BitLocker To Go recovery

Drivelock Disk Protection recovery and tools > Drivelock Disk Protection recovery / emergency logen...

Additional helpdesk tools
All Tasks

View

Refresh

Export List...

Properties

Help

» Drivelock Disk Protection remote wipe...
DriveLock Disk Protection disk recovery tools...

Windows PE recovery wizard

You are prompted to provide the private key of the recovery certificate (DIFdeRecovery.pfx) and to select the

computer you want to wipe. In the next dialog Confirm the remote wipe request. The settings that you configure on
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this page are applied to the client you selected the next time it connects to the DES. To enable remote wiping of
computers that are not connected to your internal network, the DES server must be accessible from the Internet.

Remote Wipe >
Confirm remote wipe request
Canfirm that you are sure you want to wipe the selected Agent. O

A remote wipe instruction will be written to the Drivelock Enterprise
Service database. The instruction will be executed as soon as the
Agent contacts the server.

|:| Remove existing remote wipe instruction

Message to display on Agent before wiping
|Access to this computer will be denied!

I'm sure that the selected Agent should be wiped. Afterwards
access to the data will only be possible using Drivelock Disk
Protection recovery

< Back Mext > Cancel

Configure the following settings as shown in the dialog.

Check Remove existing remote wipe instruction, if you want to revoke a previous remote wipe instruction (if the PBA
database has not yet been wiped).

12.3.2.6 Network PBA

For some legacy BIOS systems, Disk Protection provides network-capable pre-boot authentication that can
automatically detect whether a computer is part of a pre-defined corporate network and deactivates logon to the PBA
(auto-boot).

This functionality is only available for some systems and can only be activated with the appropriate assistance of
a DriveLock Professional Service Team member. We do not provide a description here.

Administration Guide 2021.1 377 © 2021 DriveLock SE



DrivelLock Disk Protection

4 riveLock

Properties ? >
General User synchronization Lsers Self-wipe
User-wipe Emergency logon Metwork praboot

[[] Enable netwark preboat authentication (BI0S-based systeme only)

Automatic IP configuration {use Windows P settings for preboot)
Metwork adapters to ignore (adapter name)

Add. .
Edit. ..
Delete
Fing server before authertication to verfy anling)
Serverto ping
Fing 10 > | times every 5 > | sec.
Required network logons before tuming off local logons 2 =
HTTPS/server configuration {preboot to server communication)
Server certfficate Mot present Manage
Trusted roct cerfficates Mat present Manage

Corcal | [ fomy

12.3.3 Encryption Settings

This chapter contains information on how to configure DriveLock FDE, how it stores emergency recovery information

centrally, and how Agents save this data.

Click Hard disk encryption settings to open the Properties dialog box.

12.3.3.1 Configuring Encryption Settings

Properties ? *

General Recovery

Encrypt local hard disks on Agent computers

Encryption algorthm | AES v

Advanced Encryption Standard (AES)is the successor of Trple DES and
was standardized in 2000. It is also called the Rijndael algorithm for its
developers Joan Daemen and Vincent Rijmen.

] Configure encryption settings per drive Settings...
["1Enable FIPS compliant encryption librany

[] Display waming when disks are not fully encrypted

Initial encryption

Encryption priorty () Low/ldle (@ Nomal () High
] Perform hard disk check (ChikDsk) before encryption
System Protection

[] Disable any intemupt vector protection

Installation protection

Encrypt only if pre-boot login succeeded at least once

©On configuration changes, delay decryption by |3 : days

Cancel Aoy
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To globally enable hard disk encryption, select the “Encrypt local hard disks on Agent computers” checkbox.

Depending on the drive size, the encryption or decryption may take some time. However, you can still use the
computer during this time, a minimal reduction in system performance is possible. You can also shut down or
restart the computer during this phase. If this happens, the process will continue afterwards. To check the
current state of encryption on a computer, use the DriveLock Management Console to connect to the agent and
view its properties.

You can select from several encryption algorithms. DriveLock recommends using AES (AES 256-bit).

By default DrivelLock Disk Protection encrypts all local hard disks. To configure encryption separately for each local
hard disk, select the “Configure encryption settings per drive” checkbox and then click Settings.

If your organization’s policy requires compliance with Federal Information Processing Standard (FIPS) standard
140-2, select the “Enable FIPS compliant encryption library” checkbox. If this option is not selected, DriveLock instead
uses a secure, Common Criteria EAL-2 approved, non-FIPS library that provides better performance for encryption
and decryption operations and, if supported by your computers, automatically activates the hardware support AES
NI (Intel® Advanced Encryption Standard (AES) Instructions Set).

To display a warning message at Windows logon that informs users when disks are not completely encrypted,
select the “Display warning when disks are not fully encrypted” checkbox. This warning message is displayed
immediately after the Windows logon has completed.

DriveLock Disk Protection

() %nvelock

@ DriveLock Disk Protection Waming
)

Mot all local hard disks on this computer are fully encrypted.

Continuing in - 5:34 Close

Drivelock Disk Protection maintains a record of some BIOS interrupt vector addresses. This allows Drivelock Disk
Protection to detect attacks that depend on changing the interrupt vector address. When detecting a discrepancy
between the BIOS interrupt vector address and the copy it stored previously, Disk Protection displays an error
message. Select the corresponding check boxes to automatically update the stored copy of the interrupt vector
addresses after the user has been notified.

When an interrupt vector address changes for legitimate reasons, for example after updating the BIOS, the
warning message is still displayed. The System Protection settings provide a mechanism to accept a legitimate
change by updating Drivelock Disk Protection’s copy of the disk, keyboard, and clock tick interrupt vector
addresses.

To deactivate the check for hardware changes altogether, deselect all interrupt vector address checkboxes.
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Enable the option "Encrypt only if pre-boot logon was successful at least once" to delay the encryption of the hard
disks until a user has successfully logged on to the pre-boot authentication once and has thus been stored in the
user database of the PBA.

The decryption of hard disks can start for the following reasons:

e The option "Encrypt local disks on agent computers" was disabled within the policy.

e The assignment of the policy with the Disk Protection settings to computers is removed or canceled.
e The "FDE" license option within an assigned policy is removed

To prevent unintentional, immediate decryption of hard disks, this can be delayed by a few days. Set the days value
to 0 to configure immediate decryption.

This delay value is also useful in environments with a bad network connection. If an agent temporarily receives
anincorrect or incomplete policy and the locally stored policy (cache) has been removed, this can prevent
immediate decryption and bridge the period until the agent receives a full policy again.

12.3.3.2 Configuring the Backup of Recovery Data

To configure where the client’s recovery disk keys will be stored, open the Recovery tab.

Properties ? >

General Recovery

Recovery Disk Keys will be stored an

(®) DriveLock Enterprizse Service

Server connections are configured under Global corfiguration
Server connections

() File server (UNC path)

() Local folder on Agent computers {not recommended)

Login to File server (UMC path)
User name

Password

Corfirm password

Concal | | il

The recovery disk keys consist of two files:

e Recovery.env —The envelope file for emergency logon recovery

o DiskKeyBackup.zip — A ZIP files that contains the EFS recovery files for disk decryption procedures

DriveLock Disk Protection creates the envelope file and sends it to the location you configured immediately
after the Agent has finished installing DriveLock Disk Protection on a client computer. The ZIP file containing the
disk recovery files is created and copied only after all drives have been completely encrypted.
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The recovery files should be stored on the Drivelock Enterprise Server or in a central shared folder. Itis not
recommended to store these files on the local computer because of security and recovery considerations.

If you store the files on a central shared folder, the following file names are used: <computer>.envelope.env and
<computer>.backup.zip.

If the file server requires credentials for logon, specify them on the Recovery tab.

You must type domain user names in the format <domain>\<user>.

Verify that you have stored these recovery files for all your client computers, as they are required to perform
any of the recovery procedures described in this manual. If you use the DriveLock database to store the
recovery files, you can easily confirm which recovery files are available. You can find more information about
using the DriveLock Control Center to view recovery information in the DriveLock Control Center manual.

12.4 Recovery Procedures

Drivelock Disk Protection contains tools for two types of recovery scenarios:

e Emergency logon procedures
e Recovering encrypted disks

The emergency logon procedures are used when a user can’t log on to the pre-boot authentication database, for
example, because of a forgotten password or PIN. Disk recovery is used when a local disk drive becomes
inaccessible, for example, when data sectors of the drive have become corrupt or you cannot logon to Windows
anymore.

To start the recovery wizard, open the DriveLlock Management Console, select Operating -> Agent remote control,
right-click Agent remote control and then click DriveLock Disk Protection recovery and tools.

~ E.J Operating ||

k- [

[ Agent po-mots mmees

& Networ Connect...

¢ Shadov Temporary unlock

Encryption recovery
BitLocker Management recovery
BitLocker To Go recovery

Drivelock Disk Protection recovery and tools DriveLock Disk Protection recovery / emergency logon...

B N

Additional helpdesk tools DrivelLock Disk Protection remote wipe...

All Tasks N DrivelLock Disk Protection disk recovery tools...
Windows PE recovery wizard

View 3

Refresh

Export List...

Properties

Help

12.4.1 Viewing Diagnostics Data

When Drivelock Disk Protection is installed, the DriveLock Agents sends the installation log file to the Drivelock
Enterprise Services. You can retrieve this file from the DrivelLock database to find out more details, if a Disk
Protection installation has failed.
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Disk Recovery

Recovery type and source
Select the type of recovery to perform and the source of recoveny
irformation.

Select the type of recovery to be perfformed:

() Emergency logon
|Use this option when a user needs to log on and does not have a
pasgword for the Pre-Boot Authentication or forgot the password.

() Disk key recovery

|Use this option if @ computer with an encrypted hard disk does not
start and you need to recover data from the hard dislc.

(®) Retrieve diagnostic information

Recovery information is retrieved from:
() Recovery files {copied from the client computer)
(®) DrivelLock Enterprise Service

< Back Mext =

Cancel

Disk Recovery *

Select computer to recover n
Look up registered computers in the Drivelock Enterprise Service to
retrieve recovery information. O

Search for Agent
|PMDL Find...

Agents with DriveLock Disk Protection registered on the server

Computer Time Status
| 1PMDLW10X64 12/5/2019 8:56:26 AM

Encryptior

< >

« Back Mext > Cancel

Select the DES Server connection from the list.

Select “Retrieve diagnostic information” and select “DriveLock Enterprise Service”. Click Next.

To search for Agents registered in the Drivelock database, type the computer name or part of the name and then click
Find. Drivelock Disk Protection displays all registered computers that contain the text you typed as part of their

names. To view a list of all registered computers, don’t type any text and the click Find.

Select the appropriate computer from the list and then click Next to continue.

Click “..” to select the path where to store the diagnostic file. Click Next to retrieve the file from the DrivelLock

database.

After the file has been retrieved, click Finish.
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A ZIP file containing the diagnostic information is created in the location you specified.

12.4.2 Emergency Logon Procedure

There are three types of emergency logon procedures:
e Emergency logon with username
e Emergency logon without username
e Emergency logon for token users

You can configure which of these procedures are available to users during pre-boot authentication. Refer to the
section Configuring Emergency Logon Parameters_for details on how to configure these settings.

Lost user name or DHSSWOI'(I

Signinto: PMD

Selectanother

NF+7Y WXYDH DC2

| S S| —(N]

ign in‘option

=

)

Click the Lost user name or password option in the PBA (new UEFI-PBA for Windows 10).

Open the Drivelock Management Console, select Operating / Agent remote control, open the context menu and select
Disk Protection recovery and tools [ DriveLock Disk Protection recovery / emergency logon.
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Disk Recovery >
Recovery type and source n
Select the type of recovery to perform and the source of recovery
information. O

Select the type of recoveny to be performed:

(®) Emergency logon
Use this option when a user needs to log on and does not have a
pazsword for the Pre-Boot Authentication or forgot the password.

() Disk key recoveny

Use this option if @ computer with an encrypted hard disk does not
start and you need to recover data from the hard disk.

() Retrieve diagnostic information

Recovery information is retrieved from:
(") Recovery files {copied from the cliert computer)
(®) Drivelock Erterprise Service

< Back Mea > Cancel

Select Emergency logon.

If you have configured Disk Protection to send the client recovery keys to the Drivelock Enterprise Service, select the
DriveLock Enterprise Service option. If you want to specify the path to the required recovery keys later, select

'Recovery files (copied from the client computer)'.

Click Next to continue.

Disk Recovery *
Certificate private key file ~\
Select the required cerfficate private key file and password. O

Encryption certfficates and private keys are needed for DriveLock
Disk Protection recovery. Please specify where certfficates and
private keys are stored.

(®) Windows certificate storage
() Smartcard

(") File system (PF¥ files)
Recovery cenificate private key file (PFX)

Private key file password

<Back || Next> i Cancel

To perform emergency logon procedures you need to access the private key of the recovery certificate. To access a
private key that was stored in a file, specify the path where the file DLFDERecovery.pfx file is located and type the
password thatis used to protect the private key. To access a private key that was stored on a smartcard, select

“Smart card”.

If you previously imported the certificate and private key into your local certificate store, select “Windows certificate

storage”.
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If you lost access to the private key, recovery is no longer possible.

Click Next to continue.

If you selected a smartcard, you will be prompted to insert the smartcard. Details depend on the smartcard you are
using.

If you selected the option to retrieve recovery information from the DrivelLock database, the following dialog box
appears.

Disk Recovery *
Select computer to recover n
Look up registered computers in the Drivelock Enterprise Service to
retrieve recovery information. O
Search for Agent
PMDL || Fnd..
Agents with DriveLock Disk Protection registered on the server
Computer Time Status
| 1PMDLW10X64 12/5/2019 8:56:26 AM Encryptio
Encryptior
Encryptior
Encryptior
Encryptior
Encryptior
Encryptior
< >
« Back Mext > Cancel

To search for Agents registered within the Drivelock database, type the computer name or part of the name and then
click Find. DriveLock FDE displays all registered computers that contain the text you typed as part of their names. To
view a list of all registered computers, don’t type any text and the click Find.

Select the appropriate computer from the list and then click Next to continue.

If you selected to retrieve recovery information from a file, type the path for the location of the recovery file or click
the “..” button to open the file selection dialog box.

Each client computer has its own envelope file, which must be used for emergency logon recovery procedures. If
you have configured DriveLock FDE to upload this file automatically to a central shared folder, the file name is
prefixed with the name of the client computer (for example: DE2319WX_ RecoveryEnvelope.env).

Click Next to continue.

If the user has previously logged in to pre-boot authentication, ask them to enter their user name (emergency logon
procedure with user name) and press Enter (new UEFI PBA for Windows 10):
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Lost user name or DHSSWOF'(J

diuser
Signinto: PMDL

ect another

PMDLW1

EYNBEQ

[ [ [II§

Signinoptions

=

If the user has never logged in to pre-boot authentication or if PIN authentication is used, itis not necessary to enter

a name (emergency login procedure without user name or emergency login procedure for token users).

Disk Recovery X
Specify recovery code
Select userto enable to log on and type the recovery code from the
PBA screen. O

Lsers must intiate @ request for a onetime password from the
Pre-Boot Authentication (PBA) screen by selecting "Emergency™ or
pressing F3. Then after entering the user name a recovery code is
generated.

Recovery for specific user

|dluser

Recovery code as specified by the user

[5-3%8 |[+U7Y3 ||UEZ| |

< Back Neat > Cancel

Enter the user name (for recovery with a user name) and the recovery code provided by the user.

The user must enter or select correct values for user name and domain first.

Click Next to generate the response code for the user.
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Disk Recovery X
Recovery completed .N .
Please review the results of the recovery operation. :

The user must enter the Response Code on the Pre-Boot
Authentication screen in the "Enter reponse below:" field and then
press ENTER.

Response code

WEFENF Q4VG2 R23KC CIHOF SAKC+ * [

< Back Finish Cancel

If you selected a smartcard, you will be prompted for the PIN thatis required to access the smartcard.
If an error occurs when generating the response code, DriveLock displays a warning message.

Click "..." to get help with the transmission of the code:

Code speaker ? x

Code
WEFNF G4ViG2 R23KC CJHOF BAKC+*

Spoken

Whishy Six Fosdrott November Foxtrott Quebec Four Victor Golf Two
FRomeo Two Three Kilo Chardie Charie Juliett Hotel Zero Foxtrott Five
Blpha Kilo Charlie

In this case, click Finish and restart the restore process.

The user must enter the generated response code in the following field and click the arrow icon to the right (or press
Enter after entering the last character) (new UEFI-PBA for Windows 10):

Lost user name or F)HSSWOI'(.I

PMDLW10X64

NF+7Y

At this point, Windows will continue to start normally.

Administration Guide 2021.1 387 © 2021 DriveLock SE



’:’Drive LOCI( Drivelock Disk Protection

12.4.3 Recovering Encrypted Disks

Disk recovery is necessary when local disk drives can no longer be accessed. This can occur, for example, when data
sectors of the drive have become corrupt.

To recover (decrypt) an encrypted disk you must perform the following steps:

1.

2.

3.

4.

Create the recovery files
Copy all thefiles that are required for decryption to a floppy disk, removable USB drive or to a recovery CD.
Start the computer using the recovery CD or other bootable media.

Use the files on the recovery media to decrypt the inaccessible hard disk.

The steps for creating a Recovery CD are described in more detail below.

12.4.3.1 Creatingthe Files Required for Decryption

Disk Recovery *
Recovery type and source h
Select the type of recovery to perform and the source of recoveny
information. O

Select the type of recovery to be performed:

() Emergency logon
Use this option when a user needs to log on and does not have a
password for the Pre-Boot Authentication or forgot the password.

(®) Disk key recovery

LUze thiz option if a computer with an encrypted hard disk does not
start and you need to recover data from the hard disk.

() Retrieve diagnostic information

Recovery information is retrieved from:
() Recovery files {copied from the cliert computer)
(®) DriveLock Erterprise Service

jack Mead > Cancel

Select Disk key recovery as the recovery type.

If you

configured Drivelock FDE to send the client’s recovery disk keys to the DriveLock database, select DriveLock

Enterprise service connection (DES). To specify a file as the location of the required recovery disk keys, select
Recovery files (copied from the agent computer).

Click Next to continue.
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Disk Recovery x
Certificate private key file n
Select the required cerificate private key file and passward . O

Encryption certficates and private keys are needed for DriveLock
Disk Protection recovery. Please specify where cerificates and
private keys are stored.

(® Windows certificate storage
() Smartcard

() File system (PFX files)
Recovery cerificate private key file (PFX)

Private key file password

<Back |f MNed> 1 | Cancel

For disk recovery procedures you need to access the private key of the recovery certificate. If the private key was
stored in a file, specify the path where the file DLFDEMaster.pfx file is located and type the password thatis used to
protect the private key. To access a private key that was stored on a smartcard, select “Smart card”.

If you previously imported the certificate and private key into your local certificate store, select the option
“Windows certificate storage”

If you lost access to the private key, recovery is no longer possible.

Click Next to continue.

If you selected a smartcard, you will be prompted to insert the smartcard. Details depend on the smartcard you are
using.

If you selected the option to retrieve recovery information from the DriveLock Enterprise Service, the following dialog
box appears.

Disk Recovery *
Select computer to recover A
Look up registered computers in the Drivelock Enterprise Service to
retrieve recovery information. O
Search for Agent
PMDL || Find..
Agents with DriveLock Disk Protection registered on the server
Computer Time Status
| |PMDLW10KE4 12/5/2019 8:56:26 AM Encryptio
Encryptior
Encryptior
Encryptior
Encryptior
Encryptior
Encryptior
£ >
< Back Mext > Cancel
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To search for registered Agents on the DrivelLock Enterprise Service, type the computer name or part of the name and
then click Find. DriveLock Disk Protection displays all registered computers that contain the text you typed as part of
their names. To view a list of all registered computers, don’t type any text and the click Find.

Select the appropriate computer from the list and then click Next to continue.

If you selected to retrieve recovery information from a file, type the path for the location of the recovery file or click
the “...” button to open the file selection dialog box.

Each client computer has its own disk recovery file, which must be used for emergency recovery logon
procedures. If you configured DriveLock FDE to upload this file automatically to a central shared folder, the file
name is prefixed with the name of the client computer (for example: DE2319WX_Backup.zip).

The EFS disk recovery files are automatically generated by the Drivelock Agent when it starts encrypting hard
disks.

Click Next to continue.

Disk Recovery x
Select Disk Key file location ~\
Specify passphrase and where to store the Disk Key File. 0

Digk Key Recovery creates a Disk Key File to be used with the
appropriate tools to decrypt comupted hard disks. Referto the
DrivelLock manual for information about how to recover comupt or
non-booting hard disks.

Disk Key File path
|c:\dke'decrypt DKE

Passphrase [T L

Corfimm passphr, [#esessss

Save full pre-boot authentication backup to folder
| Chdke \backup |

<Back |f Net> | Cancel

To allow for recovery, DriveLock Disk Protection must generate a Disk Key File. To specify a file name and path, click
the “...” button, or type the path and file name, including the file extension (.dke).

Type a password or passphrase to secure access to this file and confirm this password by typing it again. The
password must atleast contain 6 characters. You will need to provide this password during the disk recovery
operation.

Select the “Save full pre-boot authentication backup to folder” checkbox and type the path for the location of the
Backup.zip file that contains all recovery data stored in the DriveLock database for this computer.

Click Next to generate the Disk Key File.

If you selected a smartcard, you will be prompted for the PIN thatis required to access the smartcard.
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4 riveLock

Disk Recovery

Creating recovery information...
Creating recovery information...

The disk key file was created successfully.
Please refer to the documentation an how to use this file and
the appropriate tools to decrypt comupted hard disks.

0
m

If the procedure was successful and a Disk Key File has been created, Drivelock displays a completion message.

Click Finish to close the wizard.

Copy the Disk Key files you created to a floppy disk, USB drive or the Recovery CD image. You will need access to the

files during the recovery operations described in the following sections.

12.4.3.2 Creating Recovery Media

To recover data from a disk that has become inaccessible due to disk failure or failure of the operating system to

start, you need to start the computer from bootable media, such as a Recovery CD.

You only need one recovery medium for your system environment, because the individual recovery file is copied

to another USB stick.

Before you start the wizard, make sure you meet the following requirements:

e You have administrative privileges on your computer to install the Windows Assesment and Deployment Kit

(ADK) (if notalready installed).

e The current Drivelock Management Consoleis installed on your computer.

e A USB stick (min. 1GB) or a writable CD for the Windows PE recovery medium is ready.
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v B Operating

{’3 MNetwoi
<<, Shadov

T’m Agent [ he kel

DrivelLock Disk Protection

Connect...

Temporary unlock

Encryption recovery

BitLocker Management recovery

BitLocker To Go recovery

Drivelock Disk Protection recovery and tools

Additional helpdesk tools

Drivelock Disk Protection recovery / emergency logon...

DriveLock Disk Protection remote wipe...

All Tasks
View
Refresh
Export List...
Properties

Help

Drivelock Disk Protection disk recovery tools..,

Windows PE recovery wizard

To create a Windows PE CD, in the DriveLock Management Console, right-click Operating -> Agent remote control and
then click Disk Protection disk recovery and tools.

Select Windows PE-based recovery wizard.

Disk Protection recovery image creator

f&] Disk Protection recovery image creator

24 riveLock

x

The wizard will guide you through the steps to create a Windows PE recovery
image.

It can be used to access and rescue data on drives encrypted by Drivelock
Full Disk Encryption (FOE).

In orderto access encrypted drives the DKE file for the specified hard disk is
required. Please refer to the documentation for futher details on the FDE
TECOVEry Process.

It is required to install the Windows Assessment and Deployment Kit for
Windows 8.1 before proceeding.

Download Windows ADK

The required companents of the Windows Assessment and Deployment Kit are:

- Deployment Tools
- Windows Preinstallation Environment (Windows PE)

Mext = Cancel

If you have not yet installed or downloaded Windows ADK, you can do so using the link displayed. The Windows ADK
must be installed for the next steps.

Click Next.
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[&] Disk Protection recovery image creator *
Windows PE recovery image wizard W,
Welcome 0.4 rvelock
License

Copyright () 2016 CenterTools Software SE
Center Tools Windows PE Wizard for DrivelLock Full Disk Encryption recoverny

Usage of this software is only allowed f your Drivelock license containg the Full Disk Encryption option.
CenterTools takes no wamanty for any included 3nd party tools.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITMESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONMECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Accept license

<< Start < Back Meat = Cancel

Enable "Accept license" and click Next.
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[&] Disk Protection recovery image creator *

Prerequisites ‘z":)ﬂve Ln‘k

Check prerequisites

Administrator

@ Current user has administrator privileges

Windows Assessment and Deployment Kit

@ The Windows Assessment and Deployment Kit was found.

DriveLock Full Disk Encryption recovery tools

@ DriveLock FDE recovery tools x64 were found.

<< Start < Back Mext = Cancel

Check that all prerequisites are met and that they have a green checkmark.

Click Next.
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Disk Protection recovery image creator *

Opti W -
[S};Ifg;?}ptfms for WinPE image creation .‘_‘Dﬂ Ve LDCk

Please select an empty or new directory for temporary data and output of image/iso files.
CA\PERecovery |

Select the language and OS5 architecture of the created WinPe image:  |English i | |amd64 e |

i

/1% Inorderto boot UEF] 64 bit systems, an amd&4 WindowsPE image is required.

Additional device drivers
To add addtional device drivers, add the path of the inf file of the driver to the list.

Add driver Remove selected

Additional tools and files
To copy additional toals and files to the “Tools directory of the WinPe image, add their directories to the list.

Add Remove selected

<< Start < Back Meat = Cancel

Enter the directory where the output files will be written to. Also select the language and the target architecture of the

Windows PE environment you want to use.

On UEFI systems it is mandatory to select the architecture "amd64".

You can specify additional drivers and tools you want to add to the Windows PE environment. This may be
additional hard disk drivers or any other tools that can be run without an installation (e.g. antivirus scanners,

backup tools, other third-party tools, etc.).

When you are done making changes, click Next.
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[&] Disk Protection recovery image creator

X

Options W,
Select additional tools to copy to the image .""_)ﬂ\fe LO'Ck

The following optional tools can be added to the image. These will be downloaded from the Drivelock Cloud
and added to the image.
The tools will be located under X:\Tools after booting from the Windows PE image.

doublecmd ffree 3rd party file explorer) (~12MB)

<< Start < Back Meat = Cancel

In addition, you can now add a freely available file explorer available from our Cloud CDN.

Click Next.
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[&] Disk Protection recovery image creator *

P W,
L{:;::ESSSS steps to create WinPe image .""_)ﬂ\fe LO'Ck

[] Create bootable USB stick 8

“amdéd Media srdatn-r="bootmagr efi mui Fs
C:\Program Files (xB6)"\Windows Kits\.8.1\Assessment and Deployment Kit"Windows Preinstallation Environment
“amd B4\ Media‘sv-se\bootmgr.efi mui
C:\Program Files (xBE)\Windows Kits\8.1"Assessment and Deployment Kit"Windows Preinstallation Environment
“amd &4 \Media“trir'bootmgr efi mui
C:\Program Files (xBE)"\Windows Kits\B.1\Assessment and Deployment Kit'\Windows Preinstallation Environment
“amd &4\ Media‘uk-ua“bootmar.efi mui
C:\Program Files (BE)\Windows Kits\8.1\Assessment and Deployment Kit'Windows Preinstallation Environment
“amd &4\ Media‘zh-cn'bootmar.efi mui
C:\Program Files (@6 \Windows Kits\8.1'\Azsezsment and Deployment Kit\Windows Preinstallation Environment
“amd 64 Media‘zh-hlc\bootmgr efi mui
C:\Program Files (xBE)"\Windows Kits\.8.1"Assessment and Deployment Kit\Windows Preinstallation Environment
“amd &4 Media“zh4w'\bootmar.&fi mui
186 Dateilen) kopiert

1 Dateilen) kopiert.

1 Dateifen) kopiert.

1 Dateilen) kopiert.

Success

""C:M\Program Files fcB6)\Windows Kits"8.1"Assessment and Deployment Kit'\Deployment Tools amd64*.015Mi\imagex.exe”
/mourtry "C:\PERecovenWinPE\Drive Lock_Recoverny_WinPE'media*sources‘boot wim™ 1 "C:APERecoven \WinPE
“DrivelLock_Recovery WinPE\mourt™

<< Start < Back Cancel

Next, select whether you want to create a bootable ISO file or a bootable USB stick. If you do not selectany, only a
file structure will be created, which you have to copy manually to a bootable medium.

Start the automatic process by clicking Create WinPe image.
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DrivelLock Disk Protection

Process
Frocess steps o creste WinPe image

X

24 riveLock

Create 150 file

[] Create bootable USB stick 8

Create WinPe image

"CA\PERecoveny\createizo bat”
Bxit code: O
Output:

“Dand|SetEnv bat"
Creating C\PERecoven\WinPE_Drivelock iso.

Success

0. complete (% completel% complete 1% compl
complete8% complete 3% complete 107 complete
complete17% complete 187 complete 15% compl
25% complete 267 complete27% complete 287 ¢
complete 34% complete 355 complete 365 compl
427 complete43% completed4 completed5 ¢
complete51% complete 525 complete53% compl

Windows PE Wizard x

Chdke=CALL "C:\Program Files (xB6)"Windows Kits"8. 1" Assessment and Deployment Kit\Deployment Tools

WinPe image created, nplete5% complete6®: complete 7%

pmplete 147 complete 15% complete 16%
complete23% complete 24 complete
31% complete 327 complete33%

oK completed0% completed 1% complete
_ 48% completed5% complete50%

complete

complete57% complete58% complete
9% complete 607 complete61% complete62% completef3 i complete 64 complete6h? complete667 completes 7L
complete68% complete 65% complete 707 complete 71% complete 72% complete 73% complete 74% complete 75% complete
T6% complete 77 complete 78% complete 79% complete 805 complete81% complete827% complete83% complete 84%
completeB5% complete 367 complete877 complete88% complete83% complete30% completed1% complete327% complete
53% complete347% complete35% complete96% complete 377 complete38% complete99% complete38% complete 100%

<< Start < Back

Mext =

Cancel

As soon as the process is completed,

Click Ok and then Next.

you will get a notification.
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[&] Disk Protection recovery image creator *

Finished P -
I;L?shiu WinPe image creation .“‘_)ﬂ\fe LOCI(

The WinPE image has been created. It can be found at:
CAPERecoveny\WinPE\Drivelock Recovery WinPEvmedia

The 150 image has been created. it can be found at:
CAPERecoven\WinPE Drivel ock iso

<< Stat < Back Cancel

When the process is finished, you will see the links to the respective directory.

Click Finish to complete the wizard.

The Recovery CD contains all tools and drivers that are required to perform a disk recovery.

12.4.3.3 Recovering Disks

Before you can start the recovery, make sure you meet the following requirements:
e The *.pke file required for the computer was created and copied to a USB stick.
e You have created a bootable Windows PE recovery media.

Now boot the computer from the recovery medium. Then you will see a command line window with a list of available
disks (volumes). To display this list again, use this command: echo 1lis vol | diskpart
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= Administrator; X\windows\system32\cmd.exe - diskpart (=l @

Hoswindowsssystend2 Jupedinit
Hiswindowsssystem3d2>cd - osL L SDrivelock
%iswDriveLock>peprep.exe ~ush

GafeMet ProtectDrive peprep.exe Uersion: 7.4_8_.33
USB szupport installed.

HisDriveLock>diskpart

Microszoft DizkPart version 6.2.92008

Copyright <C> 1999-2012 Microsoft Corporation.

On computer: MININT-KMWSDIRF
DISKPART> lis wol

Uo lume Lahel

Vo lume DUD_ROM DUD-ROM Healthy
Uolume Suyztem Rese Partition Healthy
Uo lume Partition Healthy
Vo lume " Partition Healthy
Vo lume DRIVELOCK Removahle Healthy

DISKPART > _

Encrypted volumes are displayed in the F's column as RAW. Memorize the drive letter of the USB stick that contains

the recovery file (if necessary, insert the stick and display the list again).

Enter the command cd X:\DriveLock.

Use the following command to introduce the recovery key for decryption to the system:

peprep -inj <USB drive letter>:\<path to disk key file>

The command in this exampleis peprep -inj G:\PMDLW8X84 .DKE. Now enter the password thatyou used to
create the DKE file.

Run thecommand echo 1is vol | diskpart againto seeiftherecovery key was successfully added.
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B Administrator: X\windows\system32\cmd.exe - diskpart = || E @
1 Dirds> 1.886.521,.728 bytes free

W isDriveLock>»peprep —inj g:“~PHDLUBXG64.DKE

SafeMet ProtectDrive peprep.exe Uersion: 7.4.8.33
Determining data for encrypted drive D:% succeeded.
Injecting disk key

Pleaze enter the pass—phrase for file g:“~PMDLUBXG4.DKE

Eaiaiaiaiaiaiad

Dizk key successfully injected.

H:sDriveLock>diskpart
Microsoft DiskPart version 6.2.9208

Copyright <C> 1999-2812 Microsoft Corporation.
On computer: MIMINT-KNSDIRF

DISKPART > lis vol
Uolume Lahel
Uolume DUD_ROM DUD—-ROM Healthy
Uo lume Syztem Hesze Partition Healthy
Uolume Partition Healthy
Uo lume Data Partition Healthy
Uolume DRIVELOCK Removahle Healthy

DISKPART >

The driveis no longer displayed as RAW if successful.

Enter Exit to leave DISKPART.

You can now access the drive (provided there is no other critical issue) and copy important files or try to repair the
hard drive.

12.5 Uninstalling DriveLock Disk Protection

You can configure DrivelLock Disk Protection to decrypt previously encrypted hard disks on client computers, to
remove pre-boot authentication and to completely uninstall DrivelLock Disk Protection.

Changes to the configuration settings in a DriveLock policy typically apply to all computers the policy is
assigned to. To remove Disk Protection from a single computer, follow the steps in the section “Uninstalling or
Reconfiguring Disk Protection on a Single Computer”.
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12.5.1 Uninstalling DriveLock Disk Protection Completely

To completely uninstall DriveLock Disk Protection from a computer, remove this computer from the list of computers
that have the FDE license. Simply remove the checkmark in the FDE column.

Properties ? *
General Licenses Licensed computers  Excluded computers
Define on which Agents various Drivelock components are enabled. Optional comeonen{s ill be installed or uninstalled accarding to this list.
Computer or group Drivelock Encryption FDE File Protection BitLocker  Drivelock PBA  Application
2450 Managemert  for Bitlocker control
&1 Any computer = | L]
Number of computers <l = <all = <al = <all = 0 1] <all =
Add w Remaove
Cancel Apply

In contrast with previous versions of DrivelLock, Disk Protection installation is entirely determined by a computer’s
license status.

When the Agent receives the new configuration settings, it performs the following steps:
1. The Agent decrypts all encrypted hard disks
2. The Agent removes pre-boot authentication from the system

3. The Agent uninstalls DriveLock FDE

If you installed the DriveLock Disk Protection installation package DLFde_<Version>.pkg locally on the client and it
is no longer required, you must delete it manually.
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12.5.2 Decrypting Hard Disks

You can configure Drivelock Disk Protection to decrypt encrypted disk drives.

W Drivelock

Wl File Action View Window Help - & X
e |z B B H %W|F

W FDE Policy - Centrally stored Dri

> Global configuration m DriveLock Disk Protection -
» 9% EDR

b Wiew the installation status and configure all settings for DriveLock Disk Protection in this section.
» (& Drives

> |29 Devices
» = Network profiles O
> Applications

~ (@ Encryption
i35 Settings [ Classic MMC view
> Drivelock Encryption 2-(
> & DriveLock File Protectior,
{ Drivelock Disk Protectio & The DriveLock Disk Protection certificates were created and stored. (Created at 12/4/2019 4:31:42 PM)
> E\k BitLocker Management
» Security awareness
> %‘ Systems management
> Management console

©

AR

Encryption Deployment Pre-Boot
certificates settings authentication

settings

Hard disk
encryption settings

< >

Done

To disable encryption on client computers, click Hard disk encryption settings.
Clear the “Encrypt local hard disk on Agent computers” checkbox and then click OK.

When the Agent receives the new configuration settings, it starts decrypting all encrypted hard disks.

Disk Protection and pre-boot authentication are not removed from the client computers.

12.5.3 Uninstalling or Reconfiguring Disk Protection on a Single Computer

To make changes to the Drivelock Disk Protection configuration on a single computer, such as uninstalling Disk
Protection or decrypting a disk, you make this configuration change for that computer without having to change a

policy that also applies to other computers. This is done using the Agent remote control function in the DrivelLock
Management Console.

First connect to the computer and then select DriveLock Disk Protection Properties from the context menu.
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DrivelLock Disk Protection

Encryption Properties

General  |sers

Drivelock Disk Protection
Status

Installed Version

Recovery key status

Manual reconfiguration

Drive encryption status

Encrypted

Pre-boot authentication not active

76516070

Envelope: Created and uploaded
Key backup: Created and uploaded

Active

Install, encrypt, disable PEA

Drive Size  Encryption state
P 111 GE  Fully encrypted
Re-upload recoverny keys Reconfigure Agent ...

Cancel

Click Reconfigure Agent.

This option is currently not available for the DriveLock PBA for BitLocker or the BitLocker hard disk encryption.
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DrivelLock Disk Protection

Reconfigure Drivelock Disk Protection et

You can ovemide Drivelock Disk Protection settings in your company palicy an
Agents. This replaces the settings corfigured here with the company policy that
iz applied to the Agent computer.

Ovemde policy settings
Owermide general deployment settings
Install Drivelock Disk Protection
[] Enable pre-boot authertication
Encrypt local hard disks

Pre-boot authentication settings

[m] Disable 32-bit pre-boot authentication

[m] Enable On-Screen-Keyboard in pre-boot authentication
[m] Disable USE support in pre-boot authertication

[ ] Ovenmide authertication methods
Windows Preboot

localuseraccess ... ... ... ... ..
Diomain user access (with password) . . ..
Domain user access (with token)

Enable logon using “password tokens™
Require tolken PIN on Windows logon

[ ] Ovenide emergency access methods
Allow emergency logon with user name
Single Sign-on after emergency logon
Allow emengency logon without user name
Allow emergency logon for token users

Cancs

Check Override policy settings - variant to the central policy you now may configure computer specific settings.

Open tab Users to see the users locally stored in the PBA. You may add or delete single users here.
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Encryption Properties ? *

General Users

IUsers accounts cumently available in pre-boot authentication

User Domain 63
& ssigai cT
& ssteffen cT
& sudo cT
a administrator local
a christian albrecht CT
a dladmin local
& MERLIN MERLIN
& otfried cT
& riedel cT
a siggi CT
& steffen bork cT v
Refresh Add user... Delete user
User details
Iger and domain
Source
Cptions

Cancel

12.6 User Logon

If you disabled pre-boot authentication in the System Policy settings, this section does not apply. Without pre-
boot authentication the standard Windows authentication dialog box is displayed and normal Windows logon
procedures apply.

12.6.1 UEFI Pre-Boot Authentication

The sections below provide information on system behavior when the DriveLock PBAis installed on a UEFI system.
Unlike earlier versions, you can no longer use function keys.

After starting a computer with activated PBA, you will see a message "DrivelLock Pre-Boot Authentication" followed by
the start screen:
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Drivel.ock

Press any key or click with the mouse to go to the login screen as in Windows 10.

By pressing the following keys (hot keys) after the text display and before the start screen, you can prevent certain
drivers from loading to avoid issues when starting the PBA on certain systems:

Key Function
k Default keyboard driver is not loaded
I The PBA does not provide keyboard layouts other than English.
s No smartcard support

a Selects all of the above functions

Then the system briefly displays the current status before loading the PBA:

DriveLock Pre-Boot Authentication

Toggle Keyboard Drivers

Result:

omartCard Drivers:
keyboard Drivers:
Keuboard Lauouts:
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Hotkeys can be used to disable or enable one of these functions if it has been permanently activated or
deactivated via the command line.

12.6.1.1 Authentication with User Name and Password

Password logon

diadmin
Signinto: PMDLWI10X
Select another

5ign inoptions

4=

The DrivelLock PBA supports both mouse selection and keyboard navigation.

If you prefer to use the keyboard only, move to the next element using the TAB key. Press ENTER or the space bar
to select the active element. Press ESC to close the help text display.

Enter the Windows user name and password in the appropriate fields to log in. The active domain is displayed after
"Sign in to:".

If you click Select another, a list of all known domains appears, including the local computer and any manually
created domains:
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Password logon

dladmin

a=

After having entered the correct password, the login starts as soon as you press the Enter key or click on the arrow
symbol to the right of the password field.

The DriveLock PBA allows you to select other keyboard layouts. You can access the list of available layouts by
clicking on the language icon in the lower right corner:
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Password logon

dladmin
German
German (IBM)
Gothic

@ Lostuser name o ’
8 Dihelse UNI ()

Select the keyboard layout you want. The next time you start the program, the previously selected layout is preset.

If you have enabled the virtual keyboard option (On-Screen Keyboard) in the policy, you can use the keyboard icon to
control whether or not the virtual keyboard is displayed when you select an input field:
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Password logon

@g,:‘\l,,uum, shit

This allows you to log on to DrivelLock PBA even on tablets that only have a touch screen and no physical keyboard.

The user or password input field must be activated so that the keyboard appears.

The keyboard layout you set will determine which keys the virtual keyboard will display.

If you've forgotten your Windows password, click Lost user name or password in the lower left corner. The
emergency logon dialog will then appear:

Administration Guide 2021.1 411 © 2021 DriveLock SE



"."‘DriveLOCk Drivelock Disk Protection

Lost user name or password

ct another

PMDLW10X64

NF+7Y H DC2

| S S — — ]

ign inoptions

=

First, please make sure that you have selected the correct domain (usually not local).
See the chapter Emergency logon procedure for further steps on emergency logon.

By clicking the button in the bottom right corner you can either shut down the system or switch to text mode without
graphical display.

Switch to text mode
Shutdown

In text mode, only a simple consoleis available for logon or emergency logon:
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Enter user name:

[1] Password logon

[3] Emergency logon without user name

[4] Emergency logon with user name
[5] Change keyboard layout

Select:

Select the option you want by entering the displayed number and type in the required data.

12.6.1.2 Smartcard Authentifizierung

The DriveLock PBA also allows authentication via smartcards or specific eTokens.

See the technical article "TA - Supported Smart Cards and Tokens in PBA.pdf", available also on the DriveLock
ISO disk, for a list of currently supported smart cards and tokens.

Once the appropriate logon options have been enabled in the DrivelLock policy, you can select them using the
displayed icons just as you would for Windows logon.

Token logon

.

=

.

Now enter the PIN for the smartcard or the token and press ENTER to log in.

If you forgot your PIN, click Lost user name or password in the lower left corner. The dialog for emergency logon will
then appear:
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Lost user name or password

First, please make sure that you have selected the correct domain (usually no local login) and that you have not
entered a user name.

See chapter_Emergency logon procedure for further steps.

12.6.2 BIOS Pre-Boot Authentication

The chapters below provide information on system behavior when Disk Protection PBAis installed on a legacy BIOS
system.

Users can switch to the respective views/functions using the on-screen function keys.

12.6.2.1 Authenticating With User Name, Password and Domain Name

If the Local user access or the Domain user access (password) options are selected, the following logon screen is
shown.
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Password [F1] | Smaricard [F2] Emergency [F3] = Settings [F4] Help [F5]

Login using user name, domain name and password.

User name:
Password: Show

Domain name: PMCT v

Login

If both authentication options Local login and/or Domain user (with password) are enabled, you can switch to
the smartcard login screen by pressing the F2 key.

The domain field lists all available domains if Domain user access (password) is allowed. If logon using local
accounts is allowed, the local computer name is also listed in the Domain field. Use the [Up-Arrow] and [Down-
Arrow] keys to scroll through the list of available domains.

To prevent password guessing, you can define a lockout policy to lock the computer after a configurable number of

consecutive failed authentication attempts. To view details of failed logon attempts and other events use the
Windows Event Viewer.

If a user can no longer log on to the system (for example, the user does not remember the correct password), itis
possible to start the emergency logon procedure with a user name. For more information about this procedure, see
chapter “Emergency Logon Procedure”.

12.6.2.2 Authenticating With Smartcard or Token and PIN

If you selected the DriveLock FDE Domain user access (token) or Shared Key Access authentication checkboxes, the
following logon screen is shown.
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Password [F1] | Smaricard [F2] | Emergency [F3] Settings [F4] Help [F5]

Login using smart card (token) and PIN.

Pin:

If both authentication options Local login and/or Domain user (with password) are enabled, you can switch to
the Username/Password/Domain name screen by pressing the F1 key.

If the Local user access or Domain user access (password) authentication options are also enabled, pressing the
function keys to switch between the Username/Password/Domain Name logon screen and the Token/PIN logon
screen.

To authenticate from this screen a user mustinserta smart card or token and type the corresponding PIN. To prevent
PIN guessing, you can define a lockout policy to lock the computer after a configurable number of consecutive failed
authentication attempts. To view details of failed logon attempts and other events use the Windows Event Viewer.

If a user doesn’t remember the correct PIN and therefore cannot logon to the system, the user can start the
emergency logon for token user procedure. For details about this procedure, refer to the section "Emergency Logon
Procedure".

12.6.3 Windows Authentication

Every time a user successfully logs on to Windows or changes the password in Windows, the user’s current
Windows password is synchronized with the pre-boot authentication database. The same happens when a user
changes their personal password under Windows.

The login behavior depends on the setting in the DrivelLock policy:

e Automatic —Single Sign-On Mode Is Enabled: users are automatically signed-on to Windows.

e Manual —Single Sign-On Mode Is Disabled: the Windows authentication dialog box appears and users enter
their credentials to login.
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13 BitLocker Management and BitLocker To Go

You can find the description for the DriveLock modules BitLocker Management and BitLocker To Go in a
separate documentation on DriveLock Online Help.
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14 DriveLock Encryption 2-Go

Drivelock has advanced encryption capabilities that allow you to encrypt sensitive information easily, quickly and
securely.

Drivelock Disk Protection (FDE) encrypts entire hard drives in computers and also includes preboot authentication.
Drivelock FDE is covered in detail in a separate chapter of this manual.

Drivelock Encryption 2-Go lets you securely encrypt external drives or storage media, such as USB flash drives or SD
cards. You can also use Drivelock Encryption 2-Go to securely and irreversibly delete sensitive data using one of
several standard methods.

This chapter describes how to configure settings that determine how DrivelLock Encryption 2-Go functions, including
the encryption parameters it uses. The use of encrypted external drives and media is described in the DrivelLock User
Guide.

With DrivelLock 7.5.8 or higher you may either
e use the Container based (DriveLock Encryption 2-Go) as it was default in former DrivelLock versions or

e usetheFile based (DriveLock File Protection) encryption as it was possible only with the DrivelLock File
Protection add-on or

e use Container based and File based in parallel and let the user decide.

In the Drivelock policy open Encryption / Settings / Available encryption methods and select the desired option.
To use Drivelock File Protection with network shares, you still need a DrivelLock File Protection license.

For more information about DrivelLock File Protection see chapter Drivelock File Protection.

14.1 How DrivelLock Encryption 2-Go Works

You can create and manage encrypted drives that consist of container files (encrypted archives). Access to encrypted
drives is secured by passwords. Each encrypted drive can be accessed by typing a user password thatis unique to
the drive. In addition, a centrally configured administrative password enables data recovery, providing access to the
data when a user’s password is not available. An alternative password recovery procedure enables offline password
recovery.

Encryption converts data to a format that makes it appear like random data to anyone who does not have the
password that’s required to decrypt the data. When you create an encrypted drive, all files and all empty space on
that driveis encrypted. The encryption algorithm you select when you create the drive determines how data on itis
encrypted.

On computers with modern processors thatinclude hardware-based encryption (AES NI), DrivelLock File Protection
takes advantage of this functionality for approximately 4 times better performance.

14.1.1 DriveLock Encryption Algorithms

Drivelock supports the following encryption algorithms:

e AES (recommended) - The Advanced Encryption Standard (AES) is a symmetric encryption mechanism that was
chosen by the National Institute of Standards (NIST) as successor to DES and 3DES in October 2000. Itis also
called the Rijndael algorithm for its developers Joan Daemen and Vincent Rijmen.

Drivelock uses a 256-bit key (AES-256), which is considered sufficient also for top secret information (U.S.
CNSS (Committee on National Security Systems) ).

e Triple DES - Triple DES (3DES) is a symmetric encryption method based on the older DES (Data Encryption
Standard) but works with twice the key length (112 bit) of its predecessor. Data is encrypted using three
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successive DES operations. Because of the key length, 3DES is regarded as a relatively safe method for

encrypting most data, unlike DES, which is more susceptible to brute- force attacks.

e Blowfish - This is a fast algorithm offering exceptional performance, especially on 32-bit-systems. One
advantage of Blowfish is its variable key length (32 to 448 bits). Blowfish was firstintroduced in 1994 and is
considered very secure.

e Twofish - Twofish is the entry in the AES competition by Counterpane Systems (the company of renowned
cryptography expert Bruce Schneier). This algorithm uses a block size of 128 bits and can utilize key lengths
from 128 to 256 bits. Twofish is extremely fast: on a Pentium-class CPU each byte is encrypted using only 18
CPU cycles. Twofish has been tested extensively without finding any weaknesses.

e CAST5-CASTis a symmetric block cipher with a block length of 64 bits and a key length from 40 to 128 bits.
The CAST algorithm is named after its developers and a patent application for it was filed in 1996. Because of
its higher speed compared to DES, CAST is well-suited for real time applications. When used with key lengths
from 80 to 128 bit, the algorithm is referred to as CAST 5.

e Serpent - Serpentis a symmetric key block cipher that was a finalistin the Advanced Encryption Standard
(AES) contest, where it came in second to Rijndael. Serpent was designed by Ross Anderson, Eli Biham, and
Lars Knudsen. Like other AES submissions, Serpent has a block size of 128 bits and supports a key size of 128,
192 or 256 bits. Serpent was widely viewed as taking a more conservative approach to security than the other
AES finalists, opting for a larger security margin. The Serpent cipher has not been patented. Itis completely in
the public domain and can be freely used by anyone without restrictions.

Drivelock doesn’t store passwords. Instead it calculates a unique value (hash) that allows it to determine whether
the password you type to access an encrypted drive is correct. DriveLock can use the following hash algorithms to
perform this calculation:

e SHA-1 - This algorithm was developed by NIST (National Institute of Standards and Technology) in
cooperation with the NSA (National Security Agency) as the secure signing hash function of the digital
signature algorithm (DSA) for the Digital Signature Standard (DSS). Published in 1994, Secure Hash Standard
(SHS) specifies a secure hash-algorithm (SHA) with a hash value of 160 bits for messages with a size of up to
264 bits. SHAis similar to the MD4 algorithm developed by Ronald L. Rivest. There are three SHA versions,
SHA-0, SHA-1 and SHA-2. The SHA-2 family uses an identical algorithm with a variable digest size. that
Depending on this digest size, the algorithm is called SHA-224, SHA-256, SHA-384 or SHA-512.

e RIPEMD-160 - RIPEMD-160 was developed by Hans Dobbertin, Antoon Bosselaers and Bart Preneel and
published 1996. Itis an improved version of RIPEMD (based on MD4) and comparable to SHA-1 in security
and speed. This algorithmiis less likely to contain security holes because is development process was more
open than that of SHA-1.

e WHIRLPOOL — Whirlpool is a cryptographic hash function designed by Vincent Rijmen (co-creator of the
Advanced Encryption Standard) and Paulo S. L. M. Barreto. The hash has been recommended by the NESSIE
project. It has also been adopted by the International Organization for Standardization (1SO) and the
International Electrotechnical Commission (IEC) as part of the joint ISO/IEC 10118-3 international standard.

To perform encryption operations DriveLock uses an embedded FIPS 140-2 validated cryptographic module
(Certificate #1051) running on a Windows platform per FIPS 140-2 Implementation Guidance section G.5 guidelines.
14.1.2 DriveLock Encryption Modes

With Drivelock you can create two types of encrypted drives:

e Drives that are physically represented as a container file.

e Drives that map to an entire existing drive partition.
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A Drivelock container file has a DLV extension. You can save a container file on any type of storage device or on a
network share. To use a container, DriveLock mounts it and assigns it a pre-defined or user-selected drive letter, so
you can use it like any other drive in Windows.

A Drivelock partition is a normal drive partition that has been completely encrypted by Drivelock. You can encrypt
any partition, including floppy disks, ZIP drives, USB or Firewire-connected hard disks, USB flash drives and other
mass storage devices.

Some types of storage media don’t allow the creation of an encrypted partition. If you encounter such a drive,
contact the manufacturer for more information.

Local drives cannot be encrypted using the methods described here. To encrypt a local drive, use DriveLock Disk
Protection instead.

14.2  Configuring DriveLock Encryption

Before you can use Drivelock container-based encryption, an administrator must configure some general encryption
parameters.
14.2.1 Configuring Encryption Using Basic Configuration Mode

When Drivelock Basic configuration mode is enabled, you can configure all basic encryption setting in the Basic
configuration mode encryption task view. Click Encryption to open the encryption setting page.

=4 CenterTools DriveLock
File Action View Help
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“4 Drivelock Standard CSP - Centrally storec

=N el

|- G Global configuration Encryption
b o Drives Configure settings for the DriveLock encryption compaonents in this
b '[p Devices

configuration section.
3 ‘E‘ Metwork profiles

> [3] Applications
4 g Encryption |
4 "\._é‘ Removable media (container-base

5 Settings
@ Setting

mn

'-g Container password recovery @ Lol a Antivirus
"ﬂ Enforce encryption
"\.‘E‘ Full Disk Encrypticn e i i ; =
- [ Antivirus G | settings for ble media (cont: -based) encryption

L

|- % Management console

Removable media (container-based) encryption lets users to
ecnrypt removable drives and media and create encrypted
containers, To simplify this process for users and to ensure that
certain encryption settings are used, you can pre-configure
several settings. Users cannot change any settings that are
defined by company policy.

There are more options available in ¥ Advanced configuration

med

Configure general settings...

Enforcement of FIPS 140-2-validated cryptography:
Net configured

Preconfigured encryption algorithm: Net configured
Preconfigured password hash algorithm: Not
configured

Method to securely delete files: Not configured
Allow quick format: Mot configured

Password complexity policy: Mot configured

ia (c

% Enforced encryption settings for

When using enforced (automatic) encryption for removable

€ | 1 :

media, you need to predefine certain settings, such as encryption
B R e D T

-based) encryption

Configure enforced encryption settings...

N T Y N, R R ey

Done

Use the four sections to configure the following types of settings:

e General settings for encryption of removable media

e Settings that will be used when enforcing encryption of removable media

e Generation of a password recovery certificate and settings t

o enable password recovery for removable media.
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e Settings for Drivelock Disk Protection. (These settings are described in the chapter “DriveLock Disk Protection”

of the DriveLock Administration Guide.)

14.2.1.1 Configuring General Encryption Settings

General encryption settings control the options that are available to users when they manually encrypt a drive, burn

an encrypted CD or DVD or create an encrypted container file.
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File Action View Help
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Rernovable media (container-based) encryption lets users to
ecnrypt removable drives and media and create encrypted
containers. To simplify this process for users and to ensure that
certain encryption settings are used, you can pre-configure
several settings. Users cannot change any settings that are
defined by cempany policy.

There are more options available in ¥ Advanced configuration

Configure settings for the DriveLock encryption components in this

a Antivirus...

General settings for ble media (container-based) encryption

Configure general settings...

Enforcement of FIPS 140-2-validated cryptography:
Not configured

Preconfigured encryption algorithrm: Not cenfigured
Preconfigured password hash algorithrm: Mot
configured

Method to securely delete files: Not configured
Allow quick format: Not configured

Password complexity policy: Mot configured

When using enforced (automatic) encryption for removable
ettings, such as encryption
o E

<] 1 k

% Enforced encryption settings for ble media (i iner-based) encryption

Configure enforced encryption settings...

n

Dene

Click Configure general settings to configure all basic settings for encrypting removable drives and media. The

General encryption settings wizard starts.

General Enc:],'pﬁon settings

Encryption algorithms ! i.—.:
Select whether encryption is enabled and which encryption H
algorthms are used for all operations. i}

Encryption algorthm to be used for encrypted drives
(s -

Advanced Encryption Standard {AES) i the successor of Trple DES and
was standardized in 2000. & is also called the Rindael algorthm for its
developers Joan Daemen and Vincent Rijmen.

Password hash algorithm to be used for encrypted drives
[SHA-1 -
SHA-1 {Secure Hash Algorthm) is @ cryptographic hash algarthm published
in 1995 as standard FIFS PUB 180-2 and designed by the MNational Security
Agency (NSA).

Method to securely delete files

lF{andom data VJ

A simple and fast method: All data is overwritten one time with mndom data
generated by a cryptographic random number generatar.

¢ Back [ Mend = J| Cancel
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On the Encryption algorithms page you select the encryption algorithm, the password hash algorithm and the
algorithm used to securely delete files.

Select each algorithm by using the drop down lists.
For a description of the available algorithms, refer to the section “Drivelock Encryption Algorithms”.

Click Next to continue.

General encryption settings
Encryption options | i__I-. -
Select additional encryption options. M

Enforcement of FIFS 140-2-validated cryptography
|Off {default) ~|
FIFS 140-2-validated algorthms can be selected but will not be enforced.

[] Mlow quick format of encrypted containers
If enabled, users can choose to quick format encrypted containers. [Quick
format does not encrypt the entire container, anly the initially required space )

| <Back |[ Ned> | [ Cancel

If your organization requires the use of FIPS 140-2 validated algorithms for encryption operations, you can
configure the use of these algorithms on the Encryption options page.

By default FIPS-mode is disabled (Off). Users can select to use the FIPS 140-2-validated algorithms for encryption or
select to use non-FIPS 140-2-validated algorithms.

When you enable FIPS-mode, select from the following two settings:

e On:Use this setting if you need to access encrypted media (or container files) that were encrypted using non-
FIPS algorithms. When you encrypt a new container, only FIPS validated algorithms are used.

e On (disable non-FIPS cryptography): Use this setting to ensure that DriveLock only use FIPS 140-2-validated
algorithms for both reading existing and creating new encrypted drives (and container files). Any container
that was encrypted using a non-FIPS-validated algorithm cannot be accessed.

To speed up the process of creating an encrypted volume, select the “Allow quick-format of encrypted containers”
checkbox. This prevents the Drivelock Agent from pre-initializing and encrypting all spacein newly created
encrypted volumes. Instead, only the required spaceis initially encrypted. Selecting this option can significantly
reduce the time required for initial encryption, but some existing unencrypted data may remain accessible until itis
overwritten by files that are added to the encrypted device at a later time.

Quick format results in a noticeable decrease of the encryption time only on computers running Windows 7.

Click Next to continue.
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General encryption settings

Password complexity policy fie I
Select whether and how passwords are checlked to meet complexity
reguirements.

Minimum required password complexity for encrypted drives

Use password palicy -

Password complendty policy

Minimum password length 8 characters

A valid password must contain at least...

1

*

lower case letters

1 == upper case letters
1l = numbers
0 == special characters

[ Treat numbers as special characters

| <Back || Fnsh | | Cancel |

To ensure that users select secure passwords, on the Password complexity page you can define the minimum
complexity required for these passwords. This complexity requirement should match your organization’s guidelines
for data security. The password complexity is dynamically calculated based on the characters used in the password
and the password length.

To configure a custom password complexity policy instead, select “Use password policy” and then complete the
appropriate settings.

A password complexity policy contains all requirements an encryption password must meet when a drive (or
container file) is created or when an encryption password is changed. This includes the minimum number of
characters, special characters and numbers the password must contain.

If your password policy requires the use of characters that are either a number or a special character, select the
“Treat numbers as special characters” checkbox and then select the number of special characters. When you select to
treat numbers as special characters, any value specified for numbers is ignored.

Click Finish to complete the wizard.

To configure additional encryption settings, in the Encryption task view, click Advanced configuration.

14.2.1.2 Configuring Enforced Encryption

Activate enforced encryption with DriveLock Encryption 2-Go in the policy at:
Encryption / Settings / Enforced Encryption Method
Check DriveLock Encryption 2-Go.

You also may use Drivelock File Protection to enforce encryption (see Configuring Enforced Encryption with File
Protection).

Enforced encryption settings control how removable drives and media are encrypted when your policy enforces
encryption of devices.
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DriveLeck can perform recovery of passwords when a user no
longer has access to a container's encryption password. This
recovery is also available offline, without physical access to the
encrypted container. To enable password recovery a recovery
certificate is required.

There are maore options available in # Advanced configuration

}‘A Full Disk Encryption
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Configure enforced encryption settings...

Space usage: Use complete drive for encrypted

container

Encryption algorithrm: AES
Password hash algorithrm: SHA-1
Use quick format: Disabled
Preserve existing data: Enabled

Copy Mobile Encryption Application: Disabled

-based) encryption

Create new recovery certificate...

Status: Mot configured

m

Done

s

Enforced encryption settings

Enforced encryption settings 1 _|
Select options used by enforced encryption. [
Encryption algorthm IP«ES v]
Hash algorthm | SHA-1 -
[¥] Perform quick format {do not encrypt complete container)
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Click Configure enforced encryption settings to configure all basic settings for enforced encryption.

Select the encryption algorithm and the password hash algorithm by using the drop down lists.

To speed up the process of creating an encrypted volume, select the “Allow quick-format of encrypted containers”
checkbox. This prevents the DriveLock Agent from pre-initializing and encrypting all spacein newly created
encrypted volumes. Instead, only the required spaceis initially encrypted. Selecting this option can significantly

reduce the time required for initial encryption, but some existing unencrypted data may remain accessible until itis

overwritten by files that are added to the encrypted device at a later time.
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Quick format results in a noticeable decrease of the encryption time only on computers running Windows 7.

Select the checkbox Preserve existing data to encrypt a removable drive without deleting the data that’s currently
stored on it. Instead, DrivelLock creates a temporary container in the user’s profile on the computer’s hard drive,
copies all existing files from the drive to this container and then moves this container to the removable drive.

Select the checkbox Copy Mobile Encryption Application to unencrypted portion to have Drivelock copy the Mobile
Encryption Application to a removable drive thatis encrypted using enforced encryption. The Mobile Encryption
Application provides access to encrypted media on computers where Drivelock is notinstalled, such as an
employee’s home computer.

Select one of the following options to determine whether some unencrypted space will remain available on the disk:

e Use complete drive for encrypted container: No unencrypted space remains available on the drive after
encryption. By default, when enforcing encryption, DriveLock attempts to use all available disk space to create
an encrypted container. However, due to file system limitations, often a small amount of disk space remains
unencrypted. Drivelock fills this space by creating a hidden system file to ensure that no unencrypted data
can be saved to the drive.

e Leave unencrypted space on drives: To allow users to save some unencrypted data on the drive when itis
connected to a computer where Drivelock is not running, select this option and then specify the size of the
unencrypted space in megabytes or as a percentage of the drive’s size.

Click Finish to close the window.

To configure additional encryption settings, in the Encryption task view, click Advanced configuration.

14.2.1.3 Configuring Password Recovery

If you configure password recovery, you can enable users who forgot an encryption password to reset the password.
If password recovery is configured you can also reset a password to gain access to a drive that was encrypted by a
user who has left your organization.
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“9 E;n;o\réble miedia {container-base % Enforced encryption settings for r ble media (c iner-based) encryption
Iy Settings
'@ Container password recovery -
-’@ Enforce encryption When using enforced (automatic) encryption for removable Configure enforced encryption settings...
"\:ﬁ‘ Full Disk Encryption media, you need to predefine certain settings, such as encryption
: Ly Abiivirs algl:.urithms_ be(au? users are not prompted to select these Spa(é.usaga: Use complete drive for encrypted
settings when a drive is encrypted. container

» ¥ Management console Encryption algorithm: AES

There are more opticns available in # Advanced configuration Password hash algorithm: SHA-1
Use quick format: Enabled
Preserve existing data: Enabled
Copy Mobile Encryption Application: Enabled

m

ﬁ Password recovery (for removable media (container-based) encryption

<phe

DriveLock can perform recovery of passwords when a user no Create new recovery certificate...
longer has access to a container's encryption password, This

recovery is also available offline, without physical access to the Status: Mot configured

encrypted container. To enable password recovery a recovery
certificate is required.

There are mare options available in # Advanced configuration

Done
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To perform offline recovery of encryption passwords you have to create a master certificate and the corresponding
public/private key pair before the first encrypted container is created. Click Create new certificate to create a new

certificate. This starts the Recovery Certificate Creation wizard.

= [! performing recovery.
This wizard will generate the required

certificate file and add it to your
DrivelLock policy.

Fﬁ, Recovery certificate
.
; ﬂ creating encrypted containers and when

Recovery Certificate Creation
Certfficate-based container recoveny
requires @ master certficate when

/1, Files containing private keys for recovery cerificates are nequired
to perform recovery. After creation of an encrypted container its
recovery cerificate cannot be changed.

The files are stored as part of the Drivelock configuration but should

also be copied to a disk or smart card and stored in & safe location.

@ Certfficate storage folder
ChUzers\administrator' . Documents [:J

1 Smart card

| <Back | Net> | | Cancel

Baack e = ] | Cancel
Click Next.
Recovery Certificate Creation
Encryption certificate backup location i -I"
Select a folder to store backup copies of the generated files. o Lﬁ
=~ -

Specify the folder where to save the certificate and associated private key as a file or select the option to them on a

smart card.
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Recovery Certificate Creation
Encryption certificate backup location _ : _r'
Select a folder to store backup copies of the generated files. e Lﬁ
/1, Files containing private keys for recovery cerificates are required
to pefam recovery. After creation of an encrypted container its
recovery certificate cannot be changed.
The files are stored as part of the Drivelock corfiguration but should
also be copied to a disk or smart card and stored in a safe location.
1@ Certfficate storage folder
C\Users administrator’.Documents [
7 Smart card
<Back | MNet> | [ Cancel
Click Next.

If you selected to store the certificate on a smart card, further steps are required. Details depend on the smart cart

used.

Store the file containing the private key of the master certificate in a secure location. The private key is required

to perform all password recovery operations.

Recovery Certificate Creation
Encryption certificate protection _ . _r'
Type the password to protect the private keys for the encryption e Lﬁ
certificate. B =
/v, Private keys for the recovery certfficate are protected by
passwords. The password is not stored as part of the Drivelock
configuration. You will need the password to access private keys
for cortainer recovery.
Please save the password in & secure location.
Recovery cerfficate password -
Cerificate password seesse
Confim password sssnns
| <Back | Ned> | | Cancel |

Type the password that will be required to access the certificate’s private key. To ensure that you typed the password

correctly, you have to type it twice. To continue, click Next.
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If you forget the password for accessing the private key you will no longer be able to recover passwords for
encrypted containers. To prevent this from happening, store a copy of this password in a secure location, such as
a safe.

Drivelock creates the certificate. The wizard notifies you when the process is complete and the certificate and
associated keys have been stored in the selected location.

If you selected to store the certificate and keys on a smart card, Windows prompts you to enter the PIN for the smart
card.

Click Finish.

When the master certificate has been created, the taskpad reflects the new state (Configured).

Once encrypted drives and containers have been created using a certificate, you must not create a new
certificate. Doing so would replace the existing certificate, making it impossible to recover previously encrypted
containers.

DrivelLock also stores the certificate in the local certificate store of the user who created the certificate.

To configure additional encryption settings, in the Encryption task view, click Advanced configuration.

14.2.2 Configuring Encryption Using Extended Configuration Mode

Click Encryption and then click Removable media (container based) encryption to display the encryption
configuration page.

=4 CenterTools DriveLock E]

File Action View Help
s AL
%4 DriveLock Standard CSP - Centrally storec
- i Global configuration T Removable media (container-based)

i cw Drives =

b iP Devices encryptlon

> ? Metwork profiles The user experience for the DriveLock removable media (container-based)

|- [@] Applications encryption, administrative passwords and the enforced encryption policy are

- [ﬂ Encryption configured in this configuration section.

4 U] Removable media (container-base To enable enforced encryption, you also must configure appropriate whitelist
@ Settings rules in the "Drives" section.
'-fg Container password recovery
7@ Enforce encryption
"\_'E' Full Disk Encryption

w Antivirus | "\ Setti
> & Management console ‘t{"?} Configures global settings of Drivelock encryption, such as the user experience on client cornputers and varicus
Ll encryption-specific options.

) Container password recovery
Configures the settings for container recovery. You perform recovery when a user no longer has accesstoa
= container's encryption password. Available methods include certificate-based recovery and the administrative
password, Certificate-based recovery is also available offling, without physical access to the encrypted container.

"
Enforce encryption
I Configures the settings for enforced encryption. These settings are used when a policy rule requires that all

removable drives are encrypted.

€ 11 F

Done

14.2.2.1 Configuring Global Parameters

Global settings control the options that are available to users when they manually encrypt a drive, burn an
encrypted CD or DVD or create an encrypted container file.

Click Settings to configure the global parameters for encryption.

Administration Guide 2021.1 430 © 2021 DriveLock SE



4 riveLock

Drivelock Encryption 2-Go

%4 CenterTools DriveLock
File Action View Help

|2 H H B

- G Global configuration
I &= Drives
b [F Devices
P ? Metwork profiles
|+ [(3] Applications
Pl [[3 Encryption
4 "\Fé‘ Removable media (container-base
@ Settings
ﬁ Container password recovery
i Enforce encryption
@ Full Disk Encryption
B @ Antivirus
|- ¥ Management console

%4 Drivelock Standard CSP - Centrally storec |

Settings
Configures global settings for DriveLock encryption. (These settings are only
applied if the DriveLock license includes the encryption option.)

sl Clzssic MMC view!

Encryption strength settings
These settings determine the encryption algorithms to be used.

_&ﬁ Enforcement of FIPS 140-2-validated cryptography (Off)

,ﬁ Encryption algorithm te be used for encrypted drives (AES)

dﬁ Password hash algorithm to be used for encrypted drives (SHA-1)

j§ Method to securely delete files (Random data)

yﬁ Minimum required password complexity for encrypted drives (Use password policy)

yﬁ Password complexity pelicy (Minirnum 8 characters (with 1 lower case, 1 upper case, 1 numbers, 0 special))
fﬁ Container access lockout policy (Not configured)

j§ Allow quick-format of encrypted containers (Enabled)

| ] Encryption user experience

m

Done

14.2.2.1.1 Encryption Strength Settings

Enforcement of FIPS 140-2 validated cryptography

48

General

(7 Mot configured
@ Set to fixed value

Enforcment of FIPS 140-2-validated cryptography

(B Off (defauit)

-]

(> On

Help

removable media.

B On {(disable non-FIPS cryptography)

Corfigures if FIPS 140-2-validated algorthms wil be used when encrypting

oK || Ccancsl Apply
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If your organization requires the use of FIPS 140-2 validated algorithms for encryption operations, you can
configure the enforcement of this requirement on the Encryption options page.

By default FIPS-mode is disabled (Off). Users can select to use the FIPS 140-2-validated algorithms for encryption or
select to use non-FIPS 140-2-validated algorithms.

When you enable FIPS-mode, select from the following two settings:

e On:Usethis setting if you need to access encrypted media (or container files) that were encrypted using non-
FIPS algorithms. When you encrypt a new removable drive (or container file), only FIPS validated algorithms
are used.

e On (disable non-FIPS cryptography): Use this setting to ensure that Drivelock only use FIPS 140-2-validated
algorithms for both reading existing and creating new encrypted drives (and container files). Any container
that was encrypted using a non-FIPS-validated algorithm cannot be accessed.

Click OK when finished.

Encryption algorithms

Select the encryption algorithm to be used. The available algorithms are described in the section “Drivelock
Encryption Algorithms”.

Firopenia. 2 ]
General

Encryption algorthm to be used for encrypted drives

1 Not configured
@ Set to fixed value

Blowfish

CASTR

Triple DES

Twofish

Sempent

AES (FIPS-mode)
Triple DES (FIPS-mode)

Help

Selects the encryption algorthm that will be used when a user creates an
encrypted drive.

0K || Cancsl Apply

Hash algorithms

Select the hash algorithm to be used. The available algorithms are described in the section “Drivelock Encryption
Algorithms”.
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47

, 'iiﬁ:
General

Paszword hash algorithm to be used for encrypted drives

(7 Mot configured
@ Set to fixed value

[SHAT -
RIPEMD-160

Whirpool

SHA-1 (FIPS-mode)

' 5HA-256 {FIP5-mode)

SHA-512 (FIPS5-mode)

Help
Selects the password hash algorithm that will be used when a user creates an
encrypted drive.

oK [ Cancel || ooy

Method to securely delete files

Select the algorithm to be used for securely deleting files. The available algorithms are described in the section

“Drivelock Encryption Algorithms”.

(&

, ,_'E
General

Method to securshy delete files

(7 Not configured
@ Set to fieed valus

\Bapdom e M
DoD 5220.22-M {USA)

Peter Gutmann algonthm

Bruce Schneier algorithm

BS! VSITR {Gemary)

Roval Canadian Mounted Police DSX

Dol 5220.22-M ECEiUSAi
Random data
Help

Selects the method for securely deleting files.

0K [ Canced || ooy
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Minimum required password complexity for encrypted drives

To ensure that users select secure passwords, you should define the minimum complexity thatis required for these
passwords. This complexity requirement should match your organization’s guidelines for data security. The
password complexity is dynamically calculated based on the characters used in the password and the password

length.
To configure a custom password complexity policy instead, select “Use password policy” and then configure a
custom policy (for more information, refer to the following section.

Properties
General

Minimum required password complexdity for encrypted drives

1 Not configured
@ Set to fixed value
& Use password policy T
- |z password paolicy
\};’ Veny strong
;;"i' Strong
i Medium

W Weak

Help

Sete the minimum required password complexity. Complexity is calculated
based on the characters used and the password length.

| ok || cancsl Apply

Password complexity policy

A password complexity policy contains all requirements an encryption password must meet when a drive (or
container file) is created or when an encryption password is changed. This includes the minimum number of
characters, special characters and numbers the password must contain. Drivelock can also prevent users from
creating a password that exists in a dictionary you specify (password dictionary validation).
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ﬁl‘operﬁa 2 ]
General

Minimum password length 8] = | characters

A valid password must contain at least ..
1

1
1
1]

lower case letters

cal
2| upper case |etters
={| numbers

= special characters

[ Treat numbers as special characters

[T] Check whether password jor any part of it} is in a dictionary file

Dictionary file

Dictionay type OpenCffice dictionany
@ Tent file with word |

[ UK ] | Cancel Anply

If your password policy requires the use of characters that are either a number or a special character, select the
“Treat numbers as special characters” checkbox and then select the number of special characters. When you select to
treat numbers as special characters, any value specified for numbers is ignored.

Adictionary can be a dictionary file in the OpenOffice format or a text file that contains a single word on each line.
Drivelock includes OpenOffice dictionaries for English, German, Dutch and French. You can find these .diz-files in
the Drivelock installation folder on the administration computer where you installed the DriveLock Management
Console (for example “DictEnglish.diz”).

If you specify a custom file, ensure that this file exists on all Agent computers in exactly the same location, as the
Agents looks for this file in the location you specify.

You can also place dictionary files into the policy file storage and select “Policy file storage...” as the dictionary
location. Files located in the policy file storage are identified by an asterisk (“*”) in front of the file name and are
copied to the client automatically. For more information about the policy file storage, see the corresponding chapter
in the document “DriveLock Administration Guide”

When you use a dictionary to validate your passwords, keep in mind that passwords containing any part of a
word contained in the dictionary are not allowed (for example if the dictionary contains “it”, passwords such as
“hit”, “with” or “glitter” are not allowed).

Configuring Lockout Settings

To prevent attempts to determine the password of an encrypted container by attempting to open it using a large
number of character combinations (brute force attack), you can prevent a container from being opened after a
configurable number of invalid attempts. The lockout can be for a period that you configure or DriveLock can lock
the drive indefinitely. The following settings are available:
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e Prevent access to container (lock out) after access attempts with invalid password: Select this checkbox to enable
lockout.

= Number of invalid attempts: Specify the number of invalid access attempts after which a container
will be locked.

= Lock access for x minutes: Specify the number of minutes for which the container will be locked.

= lock access indefinitely: Select this checkbox to lock all access to the container after the maximum
number of invalid access attempts has been reached. To gain access to the container again, you
need to perform a password recovery operation.

The lockout functionality requires the use of container files (.DLV) that were created or updated by a client
running the DrivelLock 7.0 Agent (or higher). DriveLock automatically updates the settings for a container file

created by an earlier version of the Agent after itis mounted for the first time using the DrivelLock 7.0 Agent (or
higher).

The current version of the Mobile Encryption Application (MEA) is required to access encrypted containers for which
lockout has been configured. To enable automatic updating of the MEA on existing encrypted drives, change the
following setting to Disable (default): Extended configuration -> Encryption -> Removable media encryption -> Settings ->
Do not automatically upgrade Mobile Encryption Application to newer version during enforced encryption.

Allow quick-format of encrypted containers

Py

Properties |-®
General

Allow guick format of encrypted containers

@ Enable
7 Disable {default)
") Mot configured

Help

When enabled, users can choose to quick format encrypted containers.
{Quick format does not encrypt the entire container, only the initially required
space.)

[ 0K ] | Cancel Anply

To speed up the process of creating an encrypted volume, select “Enable”. This prevents the DriveLock Agent from pre-
initializing and encrypting all space in newly created encrypted volumes. Instead, only the required spaceis initially
encrypted. Selecting this option can significantly reduce the time required for initial encryption, but some existing
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unencrypted data may remain accessible until itis overwritten by files that are added to the encrypted device at a
later time.

Quick format results in a noticeable decrease of the encryption time only on computers running Windows 7.

14.2.2.1.2 Encryption End User Appearance

Context menus available in Windows Explorer

You can configure which commands are displayed in the context menus that appear when a user right-clicks an
encrypted drive or container filein Windows Explorer. When this option is set to “Not configured”, all available
commands are displayed.

Properties
General

Available context menus in Windows Explorer

P

1 Mot configured
@ Setto valus

Q Context menu for DLV files
¥ Mount drive (defaul) E
¥ Unmount drive {default)
[¥]  Change password {defautt)
w Content menu for encrypted drives
[# Unmount drive {default)
| Chanoe password idefautt)

T

Help

Configures which conteat menus are available in Windows Bxplorer.

oK ][ GCanced |[ sesty |

Start menu configuration

You can configure whether DriveLock commands are available from the Start menu and how they are arranged. When

this option is set to “Not configured”, the commands can be accessed from the default location “Start — All Programs —
Drivelock”.
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Py

General

Start menu configuration

(7 Mot configured
@ Set to fixed value

Mo Start menu entries
44 Start | Programs | Encryption
)5 Start | Programs | CenterToals Drivelock
K Start | Programs
| Start menu

Help -
Configures whether and where Start menu tems appear on client computers.

[ ok J[ Camced |[ ey |

Available Start menu items

This option defines which commands are available from the Start menu. When this option is set to “Not configured”,

all commands appear in the Start menu.

T

General

Available Start menu tems

48

(7 Mot configured
@ Set to value

L2

[¥] Manage encrypted volumes ({default)

[¥] Unmourt encrypted drive {default)

[¥] Change encrypted volume password {defautt)
[¥] Create encrypted volume {default)

[¥] Mourt encrypted volume idefault)

[¥] Record encrypted media {default)

[¥] Create Mobile Encrvotion disk idefaulth

m

Help -
Configures which Start menu tems are available on client computers.

OK || cancel || Appl |
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Menu items available from the taskbar icon

This option defines which commands are available when right-clicking the Drivelock taskbar icon. When this option

is set to “Not configured”, all commands can be accessed from the taskbar icon.

Py

Properties

General

1 Mot configured
@ Set to value

Menu tems available from taskbar icon

=

[¥] Manage encrypted volumes (defautt) -
[¥] Unmount encrypted drive {defautt) | i
|| Change encrypted volume password (default) |=
[¥] Create encrypted volume {default)
[¥] Mount encrypted volume (defaut)
| Record encrypted media {default)
[¥] Create Mohile Encrvotion disk idefaulth 2

Help

area icon.

Configures which tems appear on the contest menu of the taskbar notification

[ ok J[ camcel |[ ooty |

T

Order of menu items in taskbar icon

You can configure which items are displayed when you right-click the DriveLock taskbar icon and the order in which

they appear.
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| General

Order of menu tems in taskbar icon

() Not configurad
@ Setto value

Manage encrypted volumes

Create encrypted volume

— {Separator)

Mourt encrypted volume

Unmount encrypted drive

Change encrypted volume password
Record encrypted media

Recover encrypted volume

— {Separator)

Help

Configures the arder of menu tems shown in the context menu of the taskbar
ican.

To change the order of a menu item, select the item and then click Up or Down. To remove an element, click Remove.
To add a divider, click Add. To restore the default settings, select Not configured.

User contact information for offline password recovery

A user who has forgotten or misplaced the password for an encrypted volume can initiate a recovery process by
starting the password recovery wizard from the Start menu or the taskbar. Because the recovery process requires
assistance from an administrator or helpdesk employee, the user may need contactinformation, such as the
helpdesk telephone number. Use this menu item to add any contact information to be displayed when a user initiates
a password recovery.
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Fi’mpertiﬂ- 2 ]
General

Lzer contact information for offline container recovery

1 Mot configured
@ Set to fixed value

Fleaze call the helpdesk for assistance with -
pasaword recovery|

Help

Configures tesd displayed in offline recovery wizard. The text should contain
instructions on how to contact helpdesk: staff.

| oKk || cancsl || ey ]

Select Set to fixed value and then type the text to be displayed.

Enabling extended functionality for ,Change password“

When a user no longer remembers the personal password for accessing an encrypted container or drive, the user
can starta wizard that allows the changing of the personal container password. You can also configure Drivelock to
let the user perform any of the following additional actions:

e Allow removal of administrative password: When the user sets a personal password, the user can remove the

administrative password. The resultis an encrypted container that can only be accessed by providing the
personal password.

o Allow removal of user password: When administrative password has been configured, the user can remove
personal password. Theresultis an encrypted container that can only be accessed by providing the

administrative password. When removing the personal password, the user has to enter the existing personal
password for authorization.

o Allow setting user password when an administrative password is defined: When an administrative password has
been set, a user can add an additional personal password without needing to know an existing password.
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| Properties .

Zeneral

Enabled extend functions for "Change password”

(@ Mot configured

0 Set to valus

[¥] &low removal of administrative password {d. .
[¥] &low removal of user password {default)
[7] Allow setting user password i administrative...

Help

Defines additional enabled extended functions in the “"Change password”
dialog

[ Gl ] [ Cancel Apphy

Select Set to fixed value and then select the checkboxes for the options you want to enable.

14.2.2.1.3 Encrypted Drive Settings

Encrypted drive file system

Configure this option to set the file system for new encrypted drives to FAT or NTFS.

When you select FAT, Drivelock automatically uses FAT32 when the size of the driveis larger than 40 MB. For
smaller drives Drivelock uses FAT.
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[ - B 0
Properties |

General
Encrypted drive file system

(7 Mot configured

@ Set to fixed value

I -
'NTFS

Help

Sets the file system used when creating encrypted drives. Users cannot
choose a file system if this option is configured.

[ ok [ Cancel |[ ooty |

Encrypted drive cluster size

Configure this option to set the cluster size thatis used for new encrypted drives.

@ Set to fixed value

Help

Qu”m — — —
Properties. )
General
Encrypted dhive cluster size
(73 Nat configured

Sete the cluster size used when creating encrypted drives. Llsers cannot
select a cluster size f this option is corfigured.

Lok || Concsl |[ Aesty |
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Available drive letters for mounting encrypted drives

Configure this option to select the drive letters that can be assigned to encrypted volumes when they are mounted on
a computer. If you don’t configure this option, a user can assign any available drive letter to an encrypted volume
and Drivelock offers the next available drive letter as the default choice.

P T

Properties i ]
General

Available drive letters for mounting encrypted drives

1 Mot corfigured
@ Set to value

[ F: (default) *
[ G: {defautt)
[F] H: {default)
[&] 1: idefautt)
[7] J: (default)
[¥] K: {defautt)
[ L: (default) 5

[m]|

Help

I corfigured, anly the selected dive letters are available for mounting
encrypted drives.

o] o ] (o ]

This setting is especially useful to prevent problems when network drive letters conflict with those that Windows
previously assigned to removable drives.

Enforce drive letter when mounting encrypted drives
Configure this option to always assign a single drive letter to encrypted volumes when they are mounted on a

computer. When you configure this option, only one encrypted drive can be connected at a time and the drive letter
you selected is assigned.
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T i

'iiﬁ: II‘
General

Enforce drive letter when mounting encrypted drives

(7 Mot configured
@ Set to fixed value

&7
&
&9 X
&
&y
& L

5:
; °°mg“mb et
using the sel
9 &F 0
& P
&0

&N
&M =

=

> e

m

OK || cancel || Apply |

14.2.2.1.4 End user restrictions

No history for mounted volumes

Configure this option to prevent client computers from storing information about which encrypted volumes users
mount.
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Py

Fil'opertia 2 ]
General

Mo histany for mourted volumes

i1 Enahle
(@ Disable [default)
") Mot configured

Help

When selected, agents maintain no history of mourted volumes.

o5 [Cows ] [roms ]

Do not allow creation of Mobile Encryption disks

The Mobile Encryption Application (MEA) is a standalone program that lets you access encrypted drives on a
computer without the DriveLock Agent. When a user creates a Mobile Encryption disk by selecting the corresponding
option on the DriveLock menu, DrivelLock copies the MEA and an auto-start file (Autorun.inf) to the drive. Enable this

option to prevent the copying of the MEA and Autorun.inf to drives.
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Fi’mpertiﬂ- 2 ]
General

Do not allow running or copying of the Mabile Encryption application

(") Enable
@) Disable {default)
") Mot configured

Help

If enabled, the Mobile Encryption application cannet be run and copiedto a
digk. {Mobile Encryption includes an application to mount volumes on
computers without the Drivelock Agent installed )

| oKk || cancel || ey ]

Password recovery methods for encrypted volumes
Drivelock offers two methods for gaining access to an encrypted container when the user password for the container
is no longer available:

e Offline recovery using a challenge/response mechanism:

Auser can start a wizard to reset the password using a recovery code thatis provided by an administrator or
helpdesk personnel. The recovery code can be provided over the telephone and a connection to the corporate
network is not required.

e Online recovery using a locally installed certificate:
If you activate this option you can reset the password without the challenge/response procedure. To perform such a

password reset, the appropriate recovery certificate and private key must be available on the computer where the
recovery procedure is performed.
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ﬁl‘operﬁa 2 ]
General

Encrypted volume password recoveny methods

1 Mot configured
@ Set to value

[ Offline (Helpdesk) {defautt)
[¥] Online {Certficates on client} [default)

Help

Configures the methods available to the end user for recovery of encrypted
volumes.

ok J[ camcel |[ Aesty |

To configure the recovery method to be used, select Set to value and then select one or both checkboxes indicating
recovery methods to be used.

Only allow encrypted containers created with current DriveLock licenses
Usually an Agent can open any volume that was encrypted by using Drivelock, regardless of where the volume was

created. For example, a DriveLock Agent at a company’s headquarters using one Drivelock license can open an
encrypted volume that was created at a subsidiary using its own Drivelock license.
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Py T

Fil'opertia 2 ]
General

Onby allow usge of encrypted cortainers created with cument Drivelock licenze

(") Enable
@) Disable {default)
") Mot configured

Help

If enabled, the Agent cannot open encrypted containers created on a
computer with a different Drivelock licenses.

o5 [Cows ] [roms ]

Select Enable to only allow the use of encrypted volumes that were created by Agents using the same license as the
onein the current configuration. If enabled, a volume encrypted with a different license can’t be opened and
decrypted.

Do not allow opening encrypted containers with Mobile Encryption Application

The DriveLock Mobile Encryption Application is used to access encrypted drives or container files on computers
without the Drivelock Agent installed.
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Py

Fil'opertia 2 ]
General

Do not allow opening encrypted containers with Mobile Encryption Application

(") Enable
@) Disable {default)
") Mot configured

Help

If enabled, newly created encrypted volumes cannot be opened using Mobile
Encryption Application.

ok [Cows ] [roms ]

To prevent any access to encrypted volumes using the DriveLock Mobile Encryption Application, select Enable.
Volumes that are created after you activate this setting can’t be opened by the DriveLock Mobile Encryption

Application.
Do not automatically upgrade MEA to newer version during enforced encryption

DrivelLock automatically checks whether the Mobile Encryption Application (MEA) on a removable disk is up-to-date.
By default DriveLock automatically updates MEA on a removable drive to most recent version.
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T

Properties .
General

Do not automaticalhy upgrade Mabile Encryption Application to newer version

durng enforced encryption
(") Enable
@) Disable {default)
() Mot configured
Help -

If enabled, existing copies of the Mobile Encryption Application will not be
upgraded to newer version when Drivelock automatically mourts encrypted
containers.

UK ] | Cancel Anply

To prevent automatic updating of the MEA, select Enable.

14.2.2.2 Configuring Password Recovery

You can configure Drivelock to use one or two password recovery mechanisms:an administrative password used for
online recovery of encryption passwords and a recovery certificate for offline recovery. This section describes how
to configure each of these mechanisms.

To be access an encrypted volume when the encryption password is no longer available, you must have configured
password recovery before the encrypted volumes was created.

If you don’t configure at least one of the recovery methods you will not be able to get access to the data on an
encrypted volume if the encryption password for the volume is not available, for example, if a user forgets the
password. Having no recovery mechanism may be a desired configuration in certain high-security environments,
but using encryption without enabling password recovery significantly increases the risk of losing access to the
data

To use a challenge/response mechanism for offline password recovery, the DrivelLock Enterprise Service (DES) must
have been installed and configured.

When an encrypted container is created, for example when you enforce encryption of USB-connected drives, the
DrivelLock Agent creates the recovery data locally and then sends it to the DES. An administrator can later access the
recovery data from the DES. The recovery procedures are described in detail in the section “Recovering Passwords
for Encrypted Containers”.

If the DES is offline, recovery information will be uploaded as soon as the server becomes available again. It may
take up to 30 minutes until all recovery data has been completely synchronized.
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14.2.2.2.1 Configuring an Administrative Password

In addition to the encryption password, which is unique to each encrypted volume, you can configure a central
administrative password. You use the administrative password to access an encrypted drive if a user cannot
remember his or her password or if the password is not available for any other reason. You can use the
administrative password to access the encrypted drive or reset the existing user password. DriveLock recommends

that you use a very strong password or passphrase as the administrative password.

“A CenterTools Drivelock

File Action View Help

e 2| U2 HIH®

E=0 =0

3 Applications
a4 D Encryption
4 T'.E]‘ Removable media (container-base
@ Settings
'@ Container password recovery
ﬂ Enforce encryption
@ Full Disk Encryption
3 LT) Antivirus
. % Management console

%4 Drivelock Standard CSP - Centrally storec Primrit;r Description Comment
’ :;? Slr.:ba\ contRuADN %?anest Administrative password
iR gLowest Certificate-based container recov.,
b '[p Devices
. & Metwork profiles

Navigate to Container password recovery in the console tree. Administrative passwords are identified by the symbol

A,

By default a single administrative password exists. This password is used for all encrypted containers thatare
configured for administrative password recovery. This password has the lowest priority and cannot be deleted.

Double-click Administrative password to configure the password.
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Lowest Properties
General

Description

Administrative password

Password SEEREEERRERER RN RRRRRERRRRRRRREE
Corfimmation -------------------------------l
Strength | Siong

The optional administrative password can be used to change a forgotten or
inaccessible user password. |t is recommended that you choose a very strong
administrative password.

Comment

OK || cancel || Apply |

Type the password, and then click OK.
Consider using the following guidelines when choosing an administrative password:

e Use a combination of characters from the at least three of the following categories: Numbers (0 to 9).,
uppercase letters (Ato Z), lowercase letters (a to z) and special characters (+"*¢%&/()=?&léaf;:_,.-S M etc.)

e The password cannot be guessed by anyone.
e The password or parts of itdon’tappear in any dictionary

e The password should be as long as feasible. Passwords that are shorter than 15 characters generally don’t
provide sufficient long-term protection for stored data. If you find it too difficult to remember a long, complex
password, consider using a passphrase instead.

For maximum security it is strongly recommended that you use a very strong password or passphrase as the
administrative password. Use the strength indicator in the password dialog box to determine whether the
password is strong enough to meet your requirements.

If you forget the administrative password you will no longer be able to recover passwords for encrypted
containers. To prevent this from happening, store a copy of the administrative password in a secure location,
such as a safe.

You can create additional administrative passwords to be used for specific users, computers or network profiles.
For example, you can use a different password for encrypted containers created by management than for those
created by other users. You can also utilize multiple administrative passwords to enable various scenarios for
mounting encrypted drives without prompting the user for a personal password. For example, you could enable
automatic mounting of managers’ flash drives without prompting for the drive’s password, while administrative
assistants will be required to provide the drive’s password.
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= CenterTools DrveLock
File Action View Help

e 2| Hi= H H B

%4 Drivelock Standard CSP - Centrally storec Priorit;r Description Comment
1 @ Blobalcontiguration ﬁLowest Administrative password
-6 Dreves .&Luwest Certificate-based container recov..
b i_p Devices

P ? Metwork profiles
|+ [1] Applications
Pl @ Encryption
4 "\Fé‘ Removable media (container-base

@ Settings
S Container passunri recaver| ;
'@ Enforce encry New 4 Encryption recovery rule...
@ Full Disk Encrypti Administrative password rule..,
Q Antii | View v
I ntivirus
I % Management consol| Export List...
Properties
Help

€| I | F

Creates a new item in this container,

To create an additional administrative password rule, right-click Container password recovery, point to New and

then click Administrative password rule.

Type a strong password.

P

General iDptiuns | Computers | Networks | Users |

New whitelist rule Pro pE!’é-IE '.

il el
Password for Management Users

PESSWUI’d (IR AR NIRRT R RIdER dY]
|:I]|'|fi|'|'|'|atic||'| -...----....---....---....----.
Strength I — | Strong

The optional administrative passward can be used to change a forgotten or
inaccessible user password. |t is recommended that you choose a very strong
administrative password.

Commert

Recovery password for managers| -

OK || cancel || Apply

On the Options tab, select which when the rule will be used:

e Any type of encryption
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e Encryption by users (using command line or GUI)

e Enforced or automatic encryption

New whitelist rule Pro pert.ia 7]

| Genetal-_ Options | Computers | Networks | Users |
s these recovery settings for containers encrypted with. ..

@ Any type of encryption
() Encryption by users {using command line or GUI)
{71 Enforced or automatic encryption

oK ][ GCanced |[ soo |

On the tabs Computers, Networks and Users, select which of these entities the rule will be used for.

Click OK to save the rule. The new ruleis displayed in the right pane. Thefirst rule you create is assigned the priority
of 1. Theinitial priority of additional rules is always one higher than the highest existing priority.
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= Cen‘te,r'ifu-ols DriveLock = --EI -E

File Action View Help

u- P =] = A

a7 | XE = H H B
ﬂﬁr"! Drivelock Standard CSP - Centrally storec Priorit;r Description Comment

i’ Q? Global configuration A Lowest Administrative password

! %;‘ g”‘"es .&Luwest Certificate-based container recov...

B S }fl Password for Management Users Recovery password for managers

‘E‘ Metwork profiles
|+ [1] Applications
Pl @ Encryption
4 "\L._é‘ Removable media (container-base
@ Settings
(g Container password recavery
'ﬁ Enforce encryption
'\L.E‘ Full Disk Encryption
3 w Antivirus
- % Management console

2 Password for Reg|

5 Maove down
Move up
Delete
Properties

Help

€| L | ¥

Maoves the element one itern down in the list.

To change the priority of a rule, right-click it and then click Move down or Move up.

If you delete an administrative password that was used for encrypting containers, password reset or automatic
mounting will no longer be possible using this password.

14.2.2.2.2 Creating an Offline Recovery Certificate

To use offline recovery you have to create a master certificate and the corresponding public/private key pair before
creating the first encrypted container.

To enable advanced recovery scenarios you can create multiple recovery key pairs and use different recovery keys
for certain users, computers or networks. This lets you authorize different administrators or helpdesk personnel to
only recover encryption passwords for certain encrypted containers but not for others. For example, you could use
one encryption certificate for encrypted containers used by management and a different certificate for containers
created by all other users. You would then provide the private key for the first certificate only to enterprise
administrators, enabling them to recover passwords for management. The second private key would be shared with
helpdesk personnel, enabling them to recover passwords for all other users.

Before users encrypt containers, ensure that you have at least created one set of recovery key with the priority Lowest
to enable password recovery.
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=4 CenterTools DriveLock
File Action View Help

a7 | Bz H HN B8

%4 Drivelock Standard CSP - Centrally storec P[igrit} Description Comment
» G Global configuration A Lowest Administrative password
b @ Drives gLuwest Certificate-based container recov...
v P Devices

¥ Network profiles

. [@] Applications

[g Encryption

4 "\.E‘ Removable media (container-base
@ Settings
(g Container password recavery
@ Enforce encryption

"\.E‘ Full Disk Encryption
3 l;r) Antivirus
. % Management console

[N

When you recover the password of an encrypted container you have to provide the private key of the recovery
certificate that was specified in the policy when the container was encrypted.

Recovery certificates are identified by the symbol 4.

By default a single certificate-based recovery policy exists. This policy is used for all encrypted containers thatare
configured for certificate-based password recovery. This certificate has the lowest priority and cannot be deleted.

Double-click Administrative password to configure the password.
To create a master certificate, double-click Certificate-based container recovery,

If you have not previously created a recovery certificate, no certificate information is displayed.
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P T

j Lowest %peﬁﬁ .
General

Description

Certificate-based container recovery

Ceificate-based recovery uses a master cerficate to store encrypted
recoverny infarmation in each container. The private key of the master
cerificate is required to perform recovery.

Cedificate file D I_.Ifllvllf{;acover'_.r.cer

[ Certficate file w ]| Properties. .. I

[ Create new...

Options I Select existing...

[ Add recovery irformation to esdsting cortainers that do not cortain
recovery information.

[] Mo offine recovery - do not upload recovery information to DES

Comment

[ 0K ] | Cancel Anply

To create the certificate, click Certificate file and then click Create new. This starts the Recovery Certificate Creation
wizard.

P

ﬁécwe:y Certificate Creation -
E Recovery certificate

Cerificate-baszed container recoverny
| a1 requires a master cerfficate when
= | ol creating encrypted containers and when

o N. perfomming recovery.

This wizard will generate the reguired
certificate file and add it to your
Drivelock policy.

Back || Ned> | [ Cancel

Click Next.
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P

Recovery Certificate Creation

Encryption certificate backup location

Select a folder to store backup copies of the generated files.

/1, Files containing private keys for recovery cerificates are required
to pefam recovery. After creation of an encrypted container its
recovery certificate cannot be changed.

The files are stored as part of the Drivelock corfiguration but should
also be copied to a disk or smart card and stored in a safe location.

1@ Certfficate storage folder

C\Users administrator’.Documents [

7 Smart card

|

=

[ <Back || Ned> | [ Cancel

Specify the folder where to save the certificate file to or select the option to save the certificate and associated

private key on a smartcard.

Click Next.

If you selected to store the certificate on a smart card, further steps are required. Details depend on the smart cart

used.

Ensure to back up the certificate file in a secure location, such as a safe. The certificate and private key are

required to recover access to encrypted volumes when a user password is no longer available.

P

Recovery Certificate Creation

Encryption certificate protection

Type the password to protect the private keys for the encryption
certficate.

/1, Private keys for the recovery certfficate are protected by
passwords. The password is not stored as part of the Drivelock
configuration. You will need the pazsweord to access private keys
for cortainer recovery.

Please save the password in a secure location.

Recovery certfficate password -

Cerfficate password = essssssssssssssssssns

Confirm password I Ly

ol

[ <Back |[ Ned> | [ Cancel

Type the password that will be required to access the private key thatis stored with the certificate. To ensure that

you typed the password correctly, you have to type it twice. To continue, click Next.
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If you forget the password for accessing the private key you will no longer be able to recover passwords for
encrypted containers. To prevent this from happening, store a copy of this password in a secure location, such as
a safe.

Drivelock creates the certificate. When the process is complete and the certificate and associated keys have been
stored in the selected location, the wizard notifies you that this has happened.

If you selected to store the certificate and keys on a smart card, Windows prompts you to enter the PIN for the smart
card.

Click Finish.

P o)

Lowest Properties -
General

Description

Certificate-based recovery uses a master cedificate to store encrypted
recovery information in each container. The private key of the master
certificate is required to perform recovery.

Cedificate file D LDlVlH;BCDFEW.CBI'

Cerficate file W H Froperies. .

Cptions

[] Add recovery information to existing containers that do not contain
recovery infarmation .

[] Mo offline recavery - do not upload recovery information to DES

Comment

5]

| ok || cancel Appl

Drivelock displays the file name of the certificate you created.

Once you have created the certificate and the first encrypted container using this certificate was created, you
must not create a new certificate. Doing so would replace the existing certificate and you would not be able to
recover previously encrypted containers.

To view the details of the certificate, click Properties.
Drivelock also stores the certificate in local certificate store of the user who created the certificate.
The certificate’s public key is also stored in the file storage of the local Drivelock policy.

If you stop the wizard before the certificate has been created or if an error occurred while running the wizard,
Drivelock displays an error message and you need to run the wizard again to create the certificate.

If you created encrypted containers using a previous version of Drivelock, you can add certificate-based recovery
data to these containers. To do this, select the Add recovery information to existing containers that do not contain
recovery information checkbox. If this checkbox is selected, each time a container is mounted, DriveLock checks
whether the container already contains recovery data. If no recovery data exists, DriveLock creates this data, adds it
to the container and sends it to the DrivelLock Enterprise Service.
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If you are not using the Drivelock Enterprise Service or if you don’t want to store recovery data in the Drivelock
database, select the No offline recovery checkbox. If you disable offline recovery, you must have physical access to a
container to recover the data stored in it.

=4 CenterTools DriveLock E]
File Action View Help
s 7| Bz HH®
%4 DriveLock Standard CSP - Centrally storec Priorib} Description Eaminant
2 @ Sléba‘ canfiguration ﬁLowest Administrative password
. Li;‘ D”VEE &Lowest Certificate-based container recov...
.. éﬁ\. N:’:::k — g; Easswor: :or ;ﬂanage:[)ent L:ers 3 Recovery password for managers
» (7] Applications assword for Research Departmen
a m Encryption
4 "\.ré‘ Removable media (container-base
@ Settings
'@ Container | -
i Enforce ef New 4 | Encryption recovery rule...
"\EE‘ Full Disk Encr View T | Administrative password rule...
w Antivirus
I &% Management coi Export List...
Properties
Help
s L ol ¥
Creates a new container-based encryption recovery data set (rule).

To create an additional recovery rule, right-click Container password recovery, point to New and then click
Encryption recovery rule.

Mew rule Properties
General i-Optinns I Computers | Metworks ! Users |
Desciption
Certificate for Management

Cerificate-based recovery uses a master cerfficate to store encrypted
recovery information in each container. The private key of the master
cerificate is required to perform recovery.

Certificate file
[W] Properties..
[ Create new... ] -
Options 1 Select existing...

[ Add recovery information to existing cortainers that da not cortain
recovery infarmation .

[] Mo offine recovery - do not upload recovery information to DES

Comment

OK || cancel || Appl |
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Because you have not yet created a recovery certificate, no certificate information is displayed. Create a new
certificate.

On the Options tab, select which when the rule will be used:

e Any type of encryption
e Encryption by users (using command line or GUI)

e Enforced or automatic encryption

Mew rule Properties 2

| General | Options | Computers | Networks | Users |

|Use these recovery settings for containers encrypted with
@ Any type of encryption

() Encryption by users {using command line or GUIY
(7 Enforced or automatic encryption

o] [Cows ] (o]

On the tabs Computers, Networks and Users, select which of these entities the rule will be used for.

Click OK to save the rule. The new ruleis displayed in the right pane. Thefirst rule you create is assigned the priority
of 1. Theinitial priority of additional rules is always one higher than the highest existing priority.

To change the priority of a rule, right-click it and then click Move down or Move up.
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= Cen‘te,r"fuuks DriveLock =5

File Action View Help

e 2| XKi=HEH B

‘M Drivelock Standard CSP - Centrally storec Priorit?,r Description Comment
i’ Q? Global configuration A Lowest Administrative password
b @ Drives gLuwest Certificate-based container recov...
v P Devices &3

: '@ediﬁ'cale-iSrM oo
Jfl Password forMa:

¥ Network profiles

3 Move down
|+ [1] Applications password for managers

% g Encryption /EI Password for Re| Move up
4 "\.E‘ Removable media (container-base Delete
@ Settings
(g Container password recavery Properties
'ﬁ Enforce encryption
Help

"\.E‘ Full Disk Encryption
3 w Antivirus
- % Management console

If you delete a certificate that was used for encrypting containers, password reset or automatic mounting will
no longer be possible using this certificate.

14.2.2.3 Configuring Enforced Encryption

Activate enforced encryption with DriveLock Encryption 2-Go in the policy at:
Encryption / Settings / Enforced Encryption Method
Check DriveLock Encryption 2-Go.

You also may use Drivelock File Protection to enforce encryption (see Configuring Enforced Encryption with File
Protection).

Before USB-connected drives are automatically encrypted using DriveLock enforced removable media encryption, you
have to configure some general settings, including the encryption algorithms to be used, whether existing data will
be preserved when a drive is encrypted and some other settings. You can configure multiple sets of encryption
settings and then assign different settings for certain users, computers or networks. This may be desirable when you
need to use different encryption algorithms for certain groups of users. For example, you could enforce the use of
AES (FIPS mode) to encrypt drives used by management and use AES for drives encrypted by all other users. To do
this, first create one enforced encryption rule that specifies AES with the Lowest priority. Then create another
enforced encryption rule specifying AES (FIPS mode) and filter the second rule to only apply to the user group
Management.

To enable Encryption 2-Go, at least one set of enforced encryption settings with the priority Lowest must have been
created. Once you have created one or more enforced encryption rules you also need to specify the option Enforce
encryption in any drive rules for drives you want to encrypt automatically.

To enable automatic encryption of removable drives you must configure the settings that are used to automatically
encrypt removable drives that users connect to a computer.
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= Cen‘te,r"fuuks DriveLock
File Action View Help

a2 H=H H B

‘E‘ Metwork profiles
|+ [1] Applications
Pl [g Encryption
4 "\.E‘ Removable media (container-base
TE:@ Settings
-(g Container password recovery
'ﬂ Enforce encryption
"\.E‘ Full Disk Encryption
3 w Antivirus
- % Management console

%4 Drivelock Standard CSP - Centrally storec Priorit?,r Description Comment
; Q? Blobalcontiguration %Lowest Default enforced encryption setti...
(- &= Drives
b 'Ip Devices

14.2.2.3.1 Settings Available for All Automatic Encryption Rules

Click Enforce encryption and then double-click Default enforced encryption settings.

A default set of enforced encryption settings thatis assigned the lowest priority is always available and cannot be
deleted. Before you can use enforced encryption you need configure the default settings or create a custom

encryption rule.

Configure the following settings that DriveLock will use when automatically encrypting a removable drive.
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Lowest Properties

General [Seﬁings | Encryption I Valume u:reatiun-i

Description

Default enforced encryption settings

Comment

User interface text to display in selection dizlog
o

=)

[[7] Do not automatically use this nils

[ oK J I Cancel Apph

The description is displayed in the DriveLock management Console and helps you distinguish between different
rules. The Comment field is also used to identify encryption rules.

The next two settings are only used if you also enable users to select an encryption rule and the currentruleis one of
the choices to be offered.

In the field “User interface text to display in selection dialog” type the text thatis displayed on the button in the policy
selection dialog box. (For more information about selecting an encryption policy, refer to the section “Creating User
Selection Rules”.) If you have preconfigured multilingual notification texts you can select these texts by clicking the

‘LI button.

If you want to use the encryption rulein a User Selection Rule, you need to select the “Do not automatically use this
rule” checkbox. Selecting this option ensures that the encryption settings are not immediately enforced when a drive
is connected. Instead a user is presented with a dialog box for selecting an encryption rule. Only after the user has
selected an encryption rule will the settings in this rule be enforced.

Configure the following on the Settings tab:
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AS— :
| General | Settings | Encryption I Yolume u:reatiun-i

Lowest Properties

Password settings
Mourt or create encrypted drives using these settings
“ Use administrative password, don't prompt user
i@ Prompt user for encryption password
[#] Atternpt to mount using administrative password first
[] Disable ary administrative password for new cortainers

[ Users can disable administrative password for new containers

The administrative password is set using Encryption | Password
management | Administrative passward

Disk space usage

@ |Jse entire drive for encrypted container
[] Fill @y remaining empty space on drives

[ Leave empty space of - |1 = KB

) Leave unencrypted space on drives

Unencrpted space 0 = || i@ MB

[ oK J I Cancel Apph

e Use administrative password, don’t prompt user

Select this option if you want DriveLock to mount and create encrypted drives without prompting users for a

password. To use this setting, you must first configure an administrative password. Users do not have the

option to specify their own password. If you select this option, you can use encrypted drives on all computers

that are configured with the same administrative password, but you are not able to access any encrypted drive

using the Mobile Encryption Application.

e Prompt user for personal password

Select this option if you want DrivelLock to prompt for the password of the encrypted drive when the computer
detects an encrypted drive or when initially encrypting a drive. If you select this option, you can use encrypted

drives using the Mobile Encryption Application.

= Attempt to mount administrative password first: If you have configured an administrative

password, you can also select the option to try mounting drives using the administrative

password first. If you select this option, users are not prompted for a password when using an

encrypted drive on any computer thatis configured with the same administrative password. Users
are still prompted for the password when accessing an encrypted drive by using the Mobile

Encryption Application.

= Disable any administrative password for new containers: As soon as a user sets a personal

password, DrivelLock deletes the administrative password. Once the administrative password has
been deleted, access to the encrypted data is only possible by providing the personal password.

e Users can disable administrative password for new container

Select this option to allow users to create “private” encrypted containers with no access using the
administrative password. If you also select the “Use administrative password, don’t prompt user” setting, a user
must select “private” when creating the container before being able to type the encryption password.
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When no administrative password has been configured and offline recovery of removable drives has been
disabled, recovering a forgotten password is NOT possible.

e Use entire drive for encrypted container / Fill technically remaining empty space on drives

Select Use complete drive for encrypted container to use all available space on a drive when creating an encrypted
contain. When a drive contains data that will be encrypted, DrivelLock needs to estimate how much spaceis
available for the encrypted container when it will be copied to the removable drive.

= Fill any remaining empty space on drives: To ensure that the container size doesn’t exceed the
available space, normally a small amount of unencrypted space remains available on the drive
after the process completes. Select this checkbox to have Drivelock fill this remaining space with
a hidden system file to ensure that users can’tinadvertently copy data to the unencrypted space
when using the drive on a computer where encryption is not enforced.

= leave empty space of x KB: In some Windows 7 environments a few kilobytes of space must remain
available for the operating system to access a drive. Select this option and specify the size of this
empty space to enable access in such environments.

e leave unencrypted space on drives

Select this option to leave unencrypted space on a drive thatis encrypted. Enter a number and then select
whether the number refers to the size of the unencrypted space in megabytes or a percentage of the total
available space.

Select the “Encryption” tab.

Lowest Properties 2

| General !I Settings | Encryption i-_"u"olurne creation |

Encryption algorthm !AES - |
Hash algorithm | SHA1 |
File system | FAT - |
Cluster size IDefault = |
Wolume label

[@] Perform quick format {do not encrypt complete container)

oK || Ccancsl Appl

The following encryption settings are available:

e Encryption algorithm: Select the encryption algorithm thatis used to encrypt drives when your policy enforces
media encryption.
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Hash algorithm: Select the password hash algorithm thatis used to encrypt drives when your policy enforces
media encryption.

File system: Select NTFS or FAT as the file system thatis used on encrypted drives when your policy enforces
media encryption.

Cluster size Select the cluster size thatis used for the file system on encrypted drives when your policy
enforces media encryption.

Volume label: Type a volume label thatis assigned to encrypted drives when your policy enforces media
encryption.

Perform quick-format: To speed up the process of creating an encrypted volume, select the “Perform quick-
format” checkbox. This prevents the Drivelock Agent from pre-initializing and encrypting all spacein newly
created encrypted volumes. Instead, only the required space s initially encrypted. Selecting this option can
significantly reduce the time required for initial encryption, but some existing unencrypted data that remain
accessible until itis overwritten by files that are added to the encrypted device at a later time.

Quick format results in a noticeable decrease of the encryption time only on computers running Windows 7.

Select the Volume creation tab.

P

Lowest Properties T

| General I Settings l Encr)rpﬂan_j Volume creation

[#] Preserve existing data {move existing data into encrypted container)

[#] Copy Mobile Encryption Application to unencrypted portion

[ Use custom local temporary folder during volume creation

[7] Hide encrypted container file

[¥] Create autorun file (AUTORUN.INF)

[7] Use customized autonun settings

By default temporary files will be stored in the user's profile.

| ok || cancsl Apph

The following settings for volume creation are available:

e Preserve existing data: Select this checkbox to create an encrypted removable drive without deleting the data

that’s currently stored on it. Instead, DrivelLock creates a temporary container in the user’s profile on the
computer’s hard drive, copies all files from the drive to this container and then moves this container to the
removable drive.

e Copy Mobile Encryption Application to unencrypted portion: Select this checkbox to have Drivelock copy the

Mobile Encryption Application to removable drives when a drive is encrypted and your policy enforces media
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encryption. You use the Mobile Encryption Application to access encrypted removable media on computers
where Drivelock is notinstalled, such as an employee’s home computer.

e Create auto run file (AUTORUN.INF): Select this checkbox to automatically copy the default autorun.inf to the
removable drive. This file facilitates the launching of the Mobile Encryption Application when the driveis
connected to a computer thatis not running Drivelock.

e Use customized auto run settings: To change the content of the autorun.inf file, select the “Use customized auto
run settings” checkbox and then type the contents of the custom file in the text box.

e Use custom local temporary folder during volume creation: Select this checkbox and specify a folder that exists
on each client computer for DrivelLock to create temporary container files in this folder. By default, temporary
container files are created in the local user profile.

e Hide encrypted container file: When you select this option, the container file EEDATA.DLV is marked as hidden.

Click OK to accept the settings.

14.2.2.3.2 Creating Multiple Encryption Rules

'!'j CenterToolz Drivelock - [CenterTools Driveank\Encryptinn‘\Remnvah\e media {container-hased} encrypt:ton\EnFurce Encryptinn] |£ = @

%A File Action View Window Help

a5 B2 H

= G
= CenterTools Drivelock Pricrity Description Rule type Comment
. o3 G - 3
3 “;a UI_deI configiatinn &Lcwezt Default enforced encryption setti..  Encryption sett...
> w Drives
B Ip Devices

b i’i‘ Metwork profiles
. [@] Applicaticns
Pl Q Encryption
4 K.r‘ﬁ‘ Removable media (contz
@ Settings
@ Container password 1
’a; Enforce encruntinn | s
{a?‘ Full Disk Encrl Mew 3 Enforced encryption rule... |

b [B Antivirus — ; User selection rule..,
| View
- % Management col i

New Window from Here
Export List..,
Properties

Help

<[] i 3

Creates a new enforced encryption settings rule.

To create an additional enforced encryption rule, right-click Enforced encryption, point to New and then click
Enforced encryption rule.

Administration Guide 2021.1 469 © 2021 DriveLock SE



.:‘DriveLDCk Drivelock Encryption 2-Go

. ﬁrﬂperties @

| Computers I Networks I Users
General Settings i Encryption | Wolume creation
Description

Encryption nule for management

Commert

| s

User interface text to display in selection dislog

)

# Defines secure encryption settings. Mo administrative access to

encrypied data.
=

[] Do not automatically use this rle

[ ok || cancel || ooty |

The settings on the Settings, Encryption and Volume creation tabs are identical to those available for the default rule.

On the tabs Computers, Networks and Users, select which of these entities the encryption rule will be used for.
Because these setting work the same way as in other DrivelLock rules, such as drive locking rules, they are not
described in detail here. Selecting users to whom a rule applies is most frequently used to assign different enforced
encryption settings to different groups of users.

Click OK to save the rule. The new ruleis displayed in the right pane. Thefirst rule you create is assigned the priority
of 1. Theinitial priority of additional rules is always one higher than the highest existing priority.
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'%ﬂ CenterTools DrveLock
File Action View Help

| 2| XKE = H H B

=2 e ==

%4 Drivelock Standard CSP - Centrally storec

- G Global configuration

I &= Drives

b [F Devices

P ? Metwork profiles

|+ [(3] Applications

Pl [g Encryption

4 "\Fé‘ Removable media (container-base
’@ Settings
ﬁ Container password recovery
'@ Enforce encryption
@ Full Disk Encryption
B @ Antivirus
|- ¥ Management console

Priorit;t
* Lowest
*1

Comment

Description
Default enforced encryption setti...
Encryption for Management

bsssarch Departm...

R T 3

Move down

Move up
Delete
Properties

Help

To change the priority of a rule, right-click it and then click Move down or Move up.

14.2.2.3.3 Creating User Selection Rules

You use User Selection Rules to enable users to select the encryption and usage options for an encrypted drive. The
settings in the rule determine the appearance of a dialog thatis displayed when a user connects a drive and which
encryption rules a user can select in this dialog box. The following graphic is an example of such a dialog box:

P

"% Indiypt diwve

Encryption options

Select from the following encryption settings

Please contact the Hz|
media.

[4if you need assistance with using encrypted

Encrypt entire drive, preserve existing data, no personal password

Encrypt 50% of drive, prompt for personal password

Lise drive without encryption

Don't use this dive

< Back
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To create a user selection dialog box, perform the following steps:

';.4 CenterTools DriveLock EI
File Action View Help
es|n|HE
1 DriveLock Local Policy Priorit;r Description Rule type Comment
£ ﬁ Dlobalconiigbration %Lowest Default enforced encryption setti..  Encryption sett..,
= \_y%vse:ﬂ. &1 Standard selection of encryption ... User selection
G Ren:;?r:ble e lGekiing %2 Encrypt entire drive, preserve exist.. Encryption sett..,
3 ,@ Dirive whitelict rules %3 Encrypt 50% of drive, promptfor ..  Encryption sett..,
5 'ﬁ File filter templates %4 Use drive without encryption Encryption sett...
@ Aarthoized mediz %5 Don't use this drive Encryption sett..,
[ F Devices

: ‘E“ Metwark profiles
1> [&1] Applications
4 D Encryption
4 "\fé‘ Removable media (container-base
‘\@ Settings
'@ Container password recovery

'ﬁ Enforce pmemmt
'{ﬁ‘ Full Disk E"J. New g Enforced encryption rule...

, w Antivirus View T User selection rule...,

- % Management c
Export List...
Properties
Help

A LIS | 3

Creates a new rule that allows the user to select an enforced encryption settings rule.

To create a user selection rule, right-click Enforce encryption and then click New -> User selection rule.

.i:Prupe:ﬁs '

General | Messages I Selectable nules I Computers | Networks | Lgers |

o= '|

Description
Standard selection of encryption settings]

Comment

Type a name and an optional comment. Next, click the Messages tab.
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=

zer interface text to display as dialog title
@ Encryption options

=)

szer interface text to display as dialog description (subtitle)
7@ Select from the following encryption settings

id

User interface text to display as help test {may contain hypedinks as HTML)

| .i:Pmper'frE .

| General | Messages |Selectab4v.=: niles | Computers | Networls | lsers |_

% Please contact the <a href="www helpdesk local">Help Desk</az if
you need assistance with using encrypted media |
(=

[#] Hide welcome page in wizard (after selection of encryption method)

[ ok || Cancel

Specify the text to be displayed in the top area of the selection dialog box.

"4 Enerypt drive

Encryption options
Select from the following encryption settings

media.

Encrypt entire drive, preserve existing data, no personal password

Encrypt 50% of drive, prompt for personal password

Lise drive without encryption

Don't use this dive

(mal
o
0
i
o
il

1
-
(81}

)
L)
[41)

Help

w
You can type each of the three text elements or click the D button to select from multilingual notification texts that

you have previously created.

Select the checkbox “Hide welcome page in wizard (after selection of encryption method)” to not display the Welcome

page of the encryption wizard if the option selected by the user causes this wizard to start.
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To configure which encryption rules are available to users, click the Selectable rules tab.

.i'Pruperﬁa @
! General I Messages | Selectable ules |Computers I Networks | lsers |_
Enforced encryption rules selectable by the user

Comment Description

P Encrypt entire drive, presery...
1; Encrypt 507 of drive, prompt. .

Add w H Remove

[#] Alow selection of "Access volume without encryption”
[¥] Show usage policy before unlocking the volume
User inteface text to display in selection list

% se drive without enu:r'_.q;tion

=
[¥] Allow selection of "Mo access to volume"
User interface text to display in selection list

iy .Dcun't use this drive

=)

[ ok || cancel |[ Aol |

In the top section of the dialog box you can add up to three previously created encryption rules that will be
displayed to users. The order in which you add the rules determines the order in which they will be displayed in the
selection dialog box.

The selection dialog box can contain a maximum of three choices of encryption rules in addition to the option
“Allow selection of ‘No access to volume”™ . The option “Allow selection of ‘Access volume without encryption”
counts as one of these choices. If you select this option you can only add two custom encryption rules.

If you enable the option “Allow selection of ‘Access volume without encryption™ and the user selects this option, the
user will have full read and write access to the drive even if the applicable drive locking rule grants no access or
only read access. When enabling this option itis recommended to also select the “Show usage policy before
unlocking the volume” checkbox to display a usage guideline to the user before access to the drive is granted.

The option “Allow selection of ‘No access to volume™ is essentially equivalent to a Cancel button. If the user selects
this option, no automatic encryption settings are enforced and the user is granted to type of access that has been
defined in the applicable whitelist rule for the drive. The same access restrictions are enforced if a user cancels the
encryption wizard without completing it.

On the tabs Computers, Networks and Users, select which of these entities the user selection rule will be used for.
Because these setting work the same way as in other Drivelock rules, such as drive locking rules, they are not
described in detail here. Selecting users to whom a rule applies is most frequently used to present different
encryption choices and display messages to different groups of users.

To change the priority of a rule, right-click it and then click Move down or Move up. To delete a rule, right-click it
and then click Delete.

Always ensure that a user selection rule has a higher priority (lower number) than the first enforced encryption
rule.
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To display a graphic, such as a company logo, in the top right corner of the selection dialog box, create a bitmap file
of 48 pixels x 48 pixels and name it DLWizardLogo.bmp. Add this file to Drivelock File Storage. When Drivelock
detects the presence of this file, it automatically replaces the standard logo with it.

14.3 Recovering Encrypted Containers

If a user forgot the password for an encrypted container, or if the password is not available for another reason, you
can use one of recovery mechanisms provided by Drivelock to gain access to the data stored in the encrypted
container. To use the first recovery method, mount the container using the administrative password and then access
the data. The second recovery method is certificate-based recovery, which has the following advantages:

e Password recovery is possible even when you don’t have physical access to the encrypted container. You can
create a recovery code that enables a user to change the password. This recovery code can be provided to the
user by telephone.

e To recover a password you don’t need to provide the administrative password to a user or helpdesk employee,
and the person performing recovery does not need to have physical access to the encrypted container.

e You can manually distribute the required public/private key pair certificate into the private certificate store
of the Administrator or helpdesk employee who will recover encrypted containers. For security reasons the
certificate should also be marked to not be exportable from the store.

The challenge/response procedure thatis used for offline password recovery is similar to the procedure that is used
to give temporary access to locked drives and devices. First, the user who needs to access data in the encrypted
container runs a wizard to create a challenge code. Then an administrator or helpdesk employee uses the Drivelock
Management Console to create the corresponding response code. Finally, the user types the response code into the
wizard. After the wizard validates the response code, the user is prompted to provide a new password.

14.3.1 User-Initiated Password Recovery

The steps a user needs to perform to recover a forgotten password are described in the DriveLock User Guide.

14.3.2 Recovering Encrypted Drives and Folders

The administrator’s part of the recovery process is identical for encrypted drives (containers) and folders.

Recovery may become necessary when a user has lost access to encrypted drives or folders because of forgetting a
password or losing access to a certificate’s private key. Administrators or helpdesk personnel can performan
offline recovery operation in conjunction with the user that uses a challenge/response mechanism to restore access.

The challenge/response mechanism validates both the challenge (request code) that Drivelock creates for the user
and the corresponding response code that is generated by the person performing the recovery. Only when both codes
arevalid for the drive or folder to be recovered, can access to the data be restored (for example enabling the user to
select a new encryption password). The user generates the challenge code using a wizard and provides this code to
an administrator. The administrator checks that the request code is valid and then generates a response code thatis
in turn validated by the wizard running on the client computer.

To perform offline recovery, an administrator needs to perform the following steps:

1. Inthe DriveLlock Management Console (MMC) at Operating / section Encryption recovery resp.
in the DrivelLock Control Center (DCC), functional area Helpdesk open
Container-based encryption recovery or Encrypted folder recovery.

2. Typethe challenge code that was provided by the user.
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3. Click Next resp. Find. The wizard locates the challenge code in the DriveLock database. If more than one hit
is shown, select the appropriate folder or container.

4. Nextyou have to provide the recovery certificate (from certificate file DLDIvVRecover.pfx, smard card or
certificate store) and where required the password.

5. Nexta response codeis generated and displayed. Provide this response code to the user and finish the
wizard

Offline recovery result
Offline recovery has completed. Review the result.

Recovery information for the selected encrypted data was created successfully,
The user must type the response code to change the password,

User dluser
Computer PMDLW8X64
Flag No company certificate

Response code

< Back H Mext = || Cancel |

If you lost the private key of a certificate that was used for encryption, a recovery/password reset will no longer
be possible.
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15 DrivelLock File Protection

Drivelock File Protection is a centrally managed, transparent data encryption solution thatis completely integrated
into the DriveLock Management Console.

To use DrivelLock File Protection you need a license for all computers where you use this type of encryption.

Drivelock File Protection is a file and folder encryption product. Unlike container-based encryption (such as
Drivelock 2-Go), Drivelock File Protection encrypts designated files. When a file is encrypted, its entire contents are
encrypted but the file structure and file name remain unchanged. This ensures that encrypted files appear in
Windows Explorer the same way as unencrypted files. Also, other programs, such as backup or defragmentation
utilities, treat encrypted files the same as any other file. Only when you try to view the contents of a file, for example,
if you open itin Microsoft Word, does the encryption become apparent.

15.1 How Does DrivelLock File Protection Work?

The way Drivelock File Protection works is rather straightforward: First, a folder is marked as “encrypted”, which
indicates thatall data in this folder is to be encrypted. Next, authorized users are designated for whom DrivelLock
File Protection will automatically and transparently encrypt and decrypt files as they are read and saved.

Note:

The following folders are excluded from encryption:

- the Windows directory, typically C:\Windows

- the \Program Files and \Program Files (x86) directories

Creating encrypted subfolders is allowed below the Users directory,

typically C:\Users<user name>

andin

- <user name>\Desktop

- <user name>\Documents

but notin

- All Users\Application Data and <user name>\Application Data

- <user name>\Start Menu

If a user tries to encrypt these folder, a message will appear: "The selected folder cannot be encrypted. Certain
system folders (and subfolders) cannot be encrypted for compatibility and stability reasons."

On a computer where Drivelock File Protection is active, it checks every time a folder is accessed whether that folder
is marked as encrypted. When such a folder is detected, the current user’s permissions are validated and encryption
or decryption is automatically performed in the background as files in the folder are accessed.

You can exempt specific processes, such as backup programs or file synchronization operations, from the automatic
encryption and decryption to prevent any impact on existing system maintenance routines.

To authenticate users, Drivelock File Protection can use the following two methods:

e Passwords: To access files in an encrypted folder, a user must provide a password.

e Certificates: Authentication uses a certificate from the user’s certificate store in Windows or from a smart
card or token.

To use certificates for authentication, an existing Public Key Infrastructure (PKI) is not required. Instead you can use
the certificate functionality built into Drivelock itself.
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If you organization already has an existing PKI and uses it to issue user certificates, you can use this PKI to
authenticate users for Drivelock File Protection.

All encryption and decryption operations take place in the background and are completely transparent to users. On
computer with modern processors thatinclude hardware-based encryption (AES NI), Drivelock File Protection takes
advantage of this functionality for approximately 4 times better performance.

Administration of the encryption of centralized file resources, such as shared folders and network-attached storage
(NAS), can be performed by IT administrators using the DriveLock Management Console. Administrators can delegate
the permissions to perform these tasks to others. This enables designated individuals to administer permissions for
their departments and also makes it possible to remove the permission to decrypt certain sensible files even from
administrators.

In addition to centrally managed folders, users can also create their own encrypted folders and securely store data
in them. This can include folders on flash drives and on cloud storage providers, such as Dropbox. As with centrally
managed folders, permissions to access data in such individual encrypted folders can be given to additional users.

This manual describes the administration of centrally managed folders. The DriveLock User Manual describes
the use of individual encrypted folders.

15.2 Supported Encryption Mechanisms

Drivelock supports the following encryption algorithms:

e AES (recommended): The Advanced Encryption Standard (AES) is a symmetric encryption mechanism that was
chosen by the National Institute of Standards (NIST) as successor to DES and 3DES in October 2000. Itis also
called the Rijndael algorithm for its developers Joan Daemen and Vincent Rijmen.

Drivelock uses a 256-bit key (AES-256), which is considered sufficient also for top secretinformation (U.S.
CNSS (Committee on National Security Systems) ).

e Triple DES: Triple DES (3DES) is a symmetric encryption method based on the older DES (Data Encryption
Standard) but works with twice the key length (112 bit) of its predecessor. Data is encrypted using three
successive DES operations. Because of the key length, 3DES is regarded as a relatively safe method for
encrypting most data, unlike DES, which is more susceptible to brute- force attacks.

e |DEA:The IDEA algorithm (International Data Encryption Algorithm) was developed in 1990 by James L.
Massey and Xueija Lai as a joint project between ETH Zurich and Ascom Systec AG. IDEA is a symmetric key
block cipher that uses 128-bit keys. During encryption, clear text is broken into 64-bit blocks and the key is
divided into 16-bit fragments. Encryption is performed by combining the logical function XOR, the addition of
modulo 216 and the multiplication by module 216+1. The combination of these three operations, chosen from
different algebraic groups, is designed to ensure a high degree of security.

Hash algorithms are used to validate passwords or private keys without storing the passwords or key material
themselves. Drivelock supports the following hash algorithms:

® SHA-1:This algorithm was developed by NIST (National Institute of Standards and Technology) in cooperation
with the NSA (National Security Agency) as the secure signing hash function of the digital signature algorithm
(DSA) for the Digital Signature Standard (DSS). Published in 1994, Secure Hash Standard (SHS) specifies a
secure hash-algorithm (SHA) with a hash value of 160 bits for messages with a size of up to 264 bits. SHAis
similar to the MD4 algorithm developed by Ronald L. Rivest. There are three SHA versions, SHA-0, SHA-1 and
SHA-2. The SHA-2 family uses an identical algorithm with a variable digest size. Depending on this digest size,
the algorithmis called SHA-224, SHA-256, SHA-384 or SHA-512.
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e RIPEMD-160: RIPEMD-160 was developed by Hans Dobbertin, Antoon Bosselaers and Bart Preneel and
published 1996. Itis an improved version of RIPEMD (based on MD4) and comparable to SHA-1 in security
and speed. This algorithm s less likely to contain security holes because is development process was more
open than that of SHA-1.

e WHIRLPOOL: Whirlpool is a cryptographic hash function designed by Vincent Rijmen (co-creator of the
Advanced Encryption Standard) and Paulo S. L. M. Barreto. The hash has been recommended by the NESSIE
project. It has also been adopted by the International Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC) as part of the joint ISO/IEC 10118-3 international standard.

15.3 Configuring DriveLock File Protection

Before you can use Drivelock File Protection you need to determine your exact requirements and perform the
configuration steps that match these requirements.

You need to determine the following requirements:

e How will you administer the user certificates that will be used for authentication?

e Whatsettings will apply to the encryption and decryption of data?

e What functionality will be available to users on their computers?

e What will be the folder structure that you will use for storing encrypted data and files?

For administering user certificates you can use the following methods:

e Certificates are managed by the user - a personal (self signed) certificate can be created using the DrivelLock
Application.

e Certificates are administered using Drivelock. The Certificates (public key) are stored by Drivelock in a
database.

e User certificates are administered in an existing PKI using Microsoft Active Directory without any involvement
by Drivelock.

e User certificates are administered in a third-party Windows compatible-environment without any
involvement by Drivelock.

Certificate management using Drivelock is described in the section “Managing User Accounts and Certificates”.

How to configure the various options for encryption and decryption and the configuration of user options is
“Configuring Encryption Rules for Clients”.
How to create and administer centrally managed encrypted folders is described in the section “Centrally Managing

Encrypted Folders”.

described in the section

15.3.1 Creating a Master Certificate for Key Management

Before you can create and manage any user certificates using the DriveLock Enterprise Service, you need to create or
import a master certificate for tenant root or per tenant. This master certificate will be used to sign all user
certificates that you will issue.

You may use ther master certificate of tenant root for all tenants or create a master certificate for each tenant.
Open DriveLock Enterprise Services / Server / double-click <Server Name> / Options and
check or uncheck Enable tenant-aware certificate management.

To create a master certificate for Drivelock File Protection:
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1. Offnen Sie DriveLock Enterprise Services / Tenants
right-click <tenant name> / All Tasks / Configure root certificate.
The Configure certificate management wizard appears.

2. Click Next.

3. Tousean existing certificate, select “Existing Master Certificate” and then click “..” to select a certificate
file. When prompted, type the password used to protect the private key, click Next and then continue with
Step 5 of this procedure.

To create a new, self-signed certificate, select “Create new master certificate” and then click Next.

4. Provide all required information for the new master certificate, as shown in the following dialog box, and
then click Next.

Enter certificate details E
Fill in each field with details for the new root cerificate.

The root ceificate will be created and stored on the server and will be used to
sign all cerificate enrollment request.

Cerificate name Drivelock File Protection Master Cerificate

Oroanizational unit  Certs

Croganization Spectre

Location Portland

State Ciregon

Courttry United States -
Valid far h yEars

5. Drivelock stores the certificate in its database. When this process has completed, click Finish. If the process
fails, review the reasons for this failure, and after eliminating the cause, run the wizard again.

When the master certificate has been created and the wizard has finished, certificate and key management is
initialized on the server running the DrivelLock Enterprise Service and the DrivelLock Enterprise Service is
restarted.

15.3.2 Configuring Certificate Management

Creating or designating a master certificate automatically activates the certificate and key management
functionality of the DrivelLock Enterprise Service. You can deactivate or reactivate this functionality at any time.

Another setting used for certificate management is the configuration of how Drivelock File Protection issues the
creation and renewal of user certificates. The following two methods are available:

e Auser certificate is automatically generated and issued when a user applies for a certificate. (Default)

e An administrator must approve user certificates before they areissued to users.
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To change settings for certificate management, perform the following procedure:

1. Navigate to DriveLock Enterprise Service / double-click <tenant name>/ Certificate mgmt.
root Properties ? et

General Certfficate mgmt.

Key and cerificate management
Enable key and cerificate management
Certificate requests must be manually approved by an administrator

Created user cerificates are valid for |1 = | years

Root certfficate

Certfficate expires n/a

o
m

Carcel Apply

2. To activate certificate management, select the “Enable key and certificate management”’ checkbox.

3. Torequirean administrator to validate and approve all user certificates, select the “Certificate requests must
be manually approved by an administrator” checkbox.

4. Enter the number of years the user certificateis valid for.

5. To savethe settings, click Apply.

15.3.3 Configuring Encryption Rules for Clients

You configure policies for encryption and decryption of data and the behavior of DriveLock File Protection on a
client computer in a Drivelock policy. The process of creating and distributing Drivelock policies is described in the
chapter “Distributing Drivelock Configuration Settings”.

To open an existing policy, in the DriveLock Management Console perform the following steps:

1. Inthe navigation pane, click Policies.
2. Inthedetails pane, right-click an existing policy and then click Edit.

3. After the policy opens in a new window, in the navigation pane of that window, click Encryption -> File
Protection.

You can perform the following tasks:
e Configuring encryption settings

e Configuring the encryption user interface
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e Configuring settings for encrypted folders

e Configuring additional settings

e Creating recovery certificates

e Configuring Enforced Encryption

15.3.3.1 Configuring encryption settings

To configure encryption settings, in the navigation pane, click File Protection and then click Settings.
To configure the various settings, click the appropriate option in the details pane:

e Encryption algorithm for encrypted folders: Select the encryption algorithm to be used for encrypting data. (For
more information about the available algorithms, refer to the section “Supported Encryption Algorithms”.)

e Hash algorithm for passwords for encrypted folders: Select the algorithm to be used for creating password
hashes. (For more information about the available algorithms, refer to the section “Supported Hash

Algorithms”.)
e Minimum password complexity for encrypted folders: Configure the required password complexity to match
your organization’s IT policy. Password complexity is computed from the types of characters thatare used

and the length of the password. To define a custom requirement for password complexity, click Password
complexity policy and then define the policy.

e Password complexity policy: Select the required number of characters in a password that need to be in each of
the available categories. If your organization’s policy treats numbers and special characters as belonging to
the same category, select the “Treat numbers as special characters” checkbox.

S e
General ..'

Minimum password length 8 = characters

A valid passwaord must contain at least..

1 2| lower case letters

1 =| uppercase letters
1 =| numbers

1 =| special characters

[7] Treat numbers as special characters
[] Check whether password for any part of it)is in a dictionary file
Dictionary file

Dictionay type OpenCffice dictionany
(@) Text file with word list

| ok || Cancel Aoply
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Adictionary can be a dictionary file in the OpenOffice format or a text file that contains a single word on each line.
Drivelock includes OpenOffice dictionaries for English, German, Dutch and French. You can find these .diz-files in
the Drivelock installation folder on the administration computer where you installed the DriveLock Management
Console (for example “DictEnglish.diz”).

If you specify a custom file, ensure that this file exists on all Agent computers in exactly the same location, as the
Agents looks for this file in the location you specify.

You can also place dictionary files into the policy file storage and select “Policy file storage...” as the dictionary
location. Files located in the policy file storage are identified by an asterisk (“*”) in front of the file name and are
copied to the client automatically. For more information about the policy file storage, refer to the chapter “Using the
Drivelock Policy File Storage”.

When you use a dictionary to validate your passwords, keep in mind that passwords containing any part of a
word contained in the dictionary are not allowed (for example if the dictionary contains “it”, passwords such as
“hit”, “with” or “glitter” are not allowed).

15.3.3.2 Configuring the encryption user interface

To configure how the encryption interface appears to users, navigate to File Protection and then click Settings.
To configure any of the following settings, click the item and then complete the steps described for each of them:

e Available context menus in Windows Explorer: To configure the context menus that are available to a user who
right-clicks an encrypted folder, click Set to value and then select from the available options. When you select
Not configured, all menu entries are displayed.

e Start menu configuration: To configure where menu items that are available to users appear on the Windows
Start menu, click Set to fixed value and then select from the available options. When you select Not
configured, menu items are displayed under All Programs -> Drivelock File Protection.

e Available Start menu entries: To configure which commands are available from the Start menu, click Set to
value and then select the items that will be available to users. When this option is set to “Not configured”, all
commands appear on the Start menu.

e Menu items available from the taskbar icon: To configure which commands are available when right-clicking
the Drivelock taskbar icon, click Set to value and then select the items that will be available. When this
option is set to “Not configured”, all commands can be accessed from the taskbar icon.

e Order of menu items in taskbar icon: To configure the order in which commands are displayed when right-
clicking the Drivelock taskbar icon, click Set to fixed value. To change the order of the menu items, select an
item and then click Up or Down. To remove an item, select the item and then click Remove. To add a separator
line, click Add. When this option is set to “Not configured”, the items are displayed in the default order.

e User contact information for offline password recovery: A user who has forgotten or misplaced the password for
an encrypted volume can initiate a recovery process by starting the password recovery wizard from the Start
menu or the taskbar. Because the recovery process requires assistance from an administrator or helpdesk
employee, the user may require contact information, such as the helpdesk telephone number. To add any
contactinformation to be displayed when a user initiates a password recovery, click Set to fixed value and
then type the contact information. When this option is set to “Not configured”, no contact information is
displayed.

e Format for user display names: To configure the format in which user names are displayed when administering
permissions for encrypted folders, click Set to fixed value. When this option is set to “Not configured”, names
aredisplayed in the format [Last name], [First name].
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e Do not show popup messages for automatic folder mounting: To disable the display of popup messages when
connecting to encrypted folders, click Enable. When this option is set to “Disable” or “Not configured”, popup
messages are displayed.

e Do not allow users to save encrypted folder passwords: To prevent users from saving passwords, click Enable.
When this option is set to “Disable” or “Not configured”, users can select the “Save password” option to save a
password and have it entered automatically the next time the users connects to the encrypted folder.

e Encrypted folder password saving options: Select whether and how users are allowed to save passwords of
encrypted folders. Options are deny, allow or allow - current session only. If you select current session only, the
password will be deleted, when the user logs off, but it will be valid for all folders secured with the same
password. This eases working with multiple encrypted folders keeping security high.

15.3.3.3 Configuring Settings for Encrypted Folders

To configure encryption settings, navigate to File Protection and then click Settings.
To configure any of the following settings, click the item and then complete the steps described for each of them:

e Encrypted volume password recovery methods: To select which password recovery methods are available to
users, click Set to value and then select the methods you want to be available. When this option is set to “Not
configured”, all recovery methods are available to users.

e Interval for checks for certificate revocation: To configure the interval at which DriveLock checks whether a user
certificate has been revoked, click Set to fixed value and then select a time interval. When this option is set to
“Not configured”, DriveLock checks every 24 hours whether a certificate has been revoked.

e Access to encrypted files in locked folders: To configure the action Drivelock File Protection performs when a
user does not have permissions to encrypt or decrypt a file, click Set to fixed value and then select from the
following options. When this option is set to “Not configured”, access is denied.

= Deny: Users without DriveLock permissions are not allowed to access encrypted folders even if the
user has the required Windows permissions. The Windows “Access denied” messageis displayed.

= Allow for administrator: Users without DriveLock permissions can only access files if they are
members of the Administrators group.

When you enable access without DriveLock permissions, the folder is treated for these users like any other
Windows folder. Files are not decrypted when they are read and not encrypted when users write to them. This
can cause problems when both user with and without DriveLock permissions write to the same files. When a
user with DriveLock permissions accesses a file in an encrypted folder, DriveLock attempts to decrypt the file,
preventing the user from reading it. When such a user writes to an unencrypted file, the file’s contents may be
rendered unusable.

e Automatic mount of encrypted folders: To configure the behavior of DrivelLock File Protection when connecting
to an encrypted folder, click Set to fixed value and then select from the following options. When this option is
set to “Not configured”, the option “On (show wizard if needed)” applies.

= On (show wizard if needed): DrivelLock File Protection attempts to open the folder by using a user
certificate from the local certificate store or a previously saved password. If the user does not
have the required permissions or enters a wrong password, a window opens, prompting the user
to select the authentication method. This option is appropriate when you don’t allow users to
save their passwords or you use certificates that are not stored in the local certificate store, such
as certificates on smart cards or tokens.
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= Fully automatic only, do not show wizard: DriveLock File Protection attempts to open the folder by

using a user certificate from the local certificate store or a previously saved password. If the user
does not have the required permissions or enters a wrong password, the user is treated as not
authorized.

= Off: Connections to an encrypted folder are not automatically established. The user is treated as
not authorized until he or she right-clicks the folder and authenticates using the menu item Mount
encrypted folder.

15.3.3.4 Configuring Additional Settings

To configure additional encryption settings, navigate to File Protection and then click Additional settings.
To configure any of the following settings, click the item and then complete the steps described for each of them:

e Files and paths excepted from encrypted folder autoregistration: To designate folders that DriveLock will never
attempt to mount automatically, click Set to configured list. Then edit the list of folders by clicking Add,
Remove or Edit.

e Backup process names (access to encrypted data): To designate programs that need to access encrypted folders
without having Drivelock permissions to decrypt data, click Set to configured list. Then edit the list of
programs by clicking Add, Remove or Edit. Type program names without the path (for example, backup.exe).
The program files for Dropbox, OneDrive and Google Drive are already automatically included.

Long filenames are not supported by the driver for recognizing backup processes. Enter the first seven
characters instead. E.g. BACKUP.EXE (real 8.3 filename) but MYBACKU for MyBackupBackupAndRestore.exe.

15.3.3.5 Configuring Enforced Encryption

To force encryption of external drives, you can also use DrivelLock File Protection instead of container encryption
(see Drivelock Encryption 2-Go). For large drives, this will speedup theinitialization, as no container has to be
created first, but only the files will be encrypted while copied to the folder. Additionally you can create up to three
folders with different permissions, e.g. one using an company certificate for all employees, one with user name and
password for the owner and one unencrypted folder.

Use enforced encryption with DriveLock File Protection

1. Activate enforced encryption with Drivelock File Protection in the policy at:
Encryption / Settings / Enforced Encryption Method
Check DriveLock File Protection. Then for all new unencrypted drives, which have enforced encryption activated
inarule, the file- and folder encryption will be used instead of the container encryption.
Check Let the user decide if your users should have the option to use either file- and folder based or container
based encryption.

2. Configure the encryption settings in Enforce Encryption.
With right mouse click you create one resp. more new encryption rules for different user groups.

a. Inthe configuration dialog, tab General, enter a short description for the new rule

b. Intab Volume Creation you check, whether to preserve existing data and to be copied/encrypted to the
configured folder and if the Mobile Encryption Application shall be copied to the drive. If you don't select to
preserve existing data, all data on the drive will be deleted, before it will be encrypted.

c. Intab Settings define the permission and encryption settings and assign a name for the encrypted folder. In
extended settings, you can name additional folders and check which folder shall receive the data to be
preserved.
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d. Intabs Computer, Networks and Users you define for whom and where the rule shall apply.

e. Apply a priority for the rule. The rule with the highest priority where the conditions apply, will be executed.

User selection of encryption rules (optional)

In the same manner you create new User Selection Rules and there add encryption rules, if users shall select the
appropriate encryption rules by them self. Apply a proper priority to ensure, that this user selection rules are

executed before encryption rules.

Did you check Let the user decide, then first the encryption method dialog will appear and afterwards the rules

selection dialog. Take care to check the options, which are available in both dialogs only once.

15.3.3.6 Configuring Recovery Certificates

To use offline recovery you have to first create a master certificate and the corresponding public/private key pair

before creating the first encrypted container.

To enable advanced recovery scenarios you can create multiple recovery key pairs and use each of them for a
different group of users, computers or networks. This lets you authorize different administrators or helpdesk

personnel to only recover encryption passwords for certain encrypted containers but not for others.

Example: Especially in large IT environments you might use one encryption certificate for files encrypted by
management and a different certificate for files encrypted by all other users. You would then provide the private
key for the first certificate only to enterprise administrators, enabling them to recover passwords for
management. The second private key would be shared with helpdesk personnel, enabling them to recover

passwords for all other users.

To configure the settings for the recovery of encrypted folders, navigate to File Protection and then click Encrypted

folder recovery.

54 CenterTools Drivelock

O

Eile  Action VNiew Help

a2 B HE

4 DriveLock Local Policy Priority

> (ﬁ Global configuration &Lowest
> = Drives

p Devices

» ¥ Network profiles
4 Q Encryption
3 '\55 Remaovable media (container-based) encryption
4 ] File Protection
@ Settings
-’.g Encrypted folder recovery
@ Enforce encryption
'\.C@ Disk Protection
5 w Antivirus
» o Management console

Description

Certificate based recovery

Comment

If you use multiple encryption certificates and you recover an encrypted file, you have to provide the private key

of the recovery certificate that was specified in the policy when the file was encrypted.

Recovery certificates are designated by the 2 symbol.

By default a single certificate-based folder recovery policy exists. This policy has the lowest priority and cannot be

deleted.
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To create a default recovery certificate, perform the following steps:

e Double-click Certificate-based folder recovery.
e Click Certificate file and then click Create new. This starts a wizard that creates a new recovery certificate.
e Click Next.

e Specify the folder where you want to store the certificate and the associated private key as files or select a
smart card to store the certificate and private key on.

e Click Next.

e |fyou selected to store the certificate and private key on a smart card, further steps are required. Details
depend on the smart cart used.

Ensure to back up the certificate files in a secure location, such as a safe. The certificate and private key are
required to recover access to encrypted folder when regular access is no longer possible.

e Type the password that will be required to access the private key thatis stored with the certificate. To ensure
that you typed the password correctly, you have to type it twice. To continue, click Next.

If you forget the password for accessing the private key you will no longer be able to recover encrypted files. To
prevent this from happening, store a copy of this password in a secure location, such as a safe.

e Drivelock creates the certificate. When the process is complete and the certificate and associated keys have
been stored in the selected location, the wizard notifies you that this has happened.

e |fyou selected to store the certificate and keys on a smart card, Windows prompts you to enter the PIN for the
smartcard.

e Click Finish.

Drivelock displays the file name of the certificate you created.

Once you have created the certificate and the first encrypted folder using this certificate was created, you must
not create a new certificate. Doing so would replace the existing certificate and you would not be able to
recover previously encrypted files.

To view the details of the certificate, click Properties.

Drivelock also stores the certificate and its private key in local certificate store of the user who created the
certificate.The certificate’s public key is also stored in the file storage of the local DriveLock policy.

If you stop the wizard before the certificate has been created or if an error occurred while running the wizard,
Drivelock displays an error message and you need to run the wizard again to create the certificate.

If you previously created encrypted folders without a default recovery certificate, you can add certificate-based
recovery data to these folders. To do this, select the “Add recovery information to existing folders” checkbox. If this
checkbox is selected, each time a folder is mounted, DriveLock checks whether the container already contains
recovery data. If no recovery data exists, DriveLock creates this data, adds it to the container and sends it to the
Drivelock Enterprise Service.

If you are not using the Drivelock Enterprise Service or if you don’t want to store recovery data in the Drivelock
database, select the “No offline recovery —do not upload recovery information to DES” checkbox. If you disable offline
recovery, you must have physical access to a file to recover the data stored in it.

To create an additional recovery rule, right-click Encrypted folder recovery, point to New and then click Encryption
recovery rule.
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Because you have not yet created a recovery certificate, no certificate information is displayed. To create a new

certificate, follow the steps for creating a default recovery certificate.

On the tabs Computers, Networks and Users, select which of these entities the rule will be used for. Information on
these tabs is applied in the same way as in other Drivelock rules, such as those for device control and application
control and thus is not described in detail here.

Click OK to save therule. The new ruleis displayed in the right pane. The first rule you create is assigned the priority
of 1. Theinitial priority of additional rules is always one higher than the highest existing priority.

To change the priority of a rule, right-click it and then click Move down or Move up.

If you delete a certificate that was used for encrypting folders, recovery will no longer be possible using this
certificate.

15.3.3.7 Company certificate

Encrypted folders containing a company certificate can be mounted by any user, who has access to the
corresponding private key in the windows certificate store. If so, when the user mounts an encrypted folder,
Drivelock first checks, whether the folder can be decrypted using the company certificate. Then the folder will be
mounted without any further user interaction. Otherwise, the user will be asked for his credentials.

Drivelock does not create company certificates but allows you to import the public key of any certificate (*.cer) you
own. Drivelock does distribute the private key (*.pfx) to the windows certificate store (user account or computer
account). You have

Technically a company certificateis very similar to a recovery certificate and configured in the same way (see
chapter before).

Create a company certificate

To add a new company certificate in a policy open Encryption / File Protection / Encrypted folder recovery / New /
Company certificate... / General and add a description and certificate.

Check Enabled to use the certificate when creating / updating encrypted folders.

Open tab Options and check the desired type of encryption.

For evaluation purposes you may use e.g. a DrivelLock Recovery certificate as a company certificate.
Import the DLFfeRecovery.cer to the policy and the DLFfeRecovery.pfx to the Windows certificate store

Update a company certificate

Drivelock does not care about the expiration date of a company certificate but still allows you to access and create
encrypted folders. Nevertheless you may add new company certificates to your policy at any time and you may
remove the expired certificates from your policy.

If you remove the (expired) private key from the Windows certificate store, you can no longer access the
encrypted folders using this key. If this has been the only key for a folder, a new company certificate cannot be
added any more.

15.4 Managing User Accounts and Certificates

Before you can administer users and their certificates you need to configure several settings. These settings are

described in the sections “Creating a Master Certificate for Key Management” and “Configuring Certificate
Management”.
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15.4.1 How User Administration Works

User administration in Drivelock File Protection allows you to issue and administer certificates for users without
the need for an existing public key infrastructure (PKI).

The integrated user administration is not required if:

e You already have a Microsoft Active Directory environment and you are administering user certificates using
this infrastructure

e You are already using a PKI thatis compatible with Microsoft Windows

e You want to use exclusively passwords for encryption authentication. (Note that these passwords are
different from Windows passwords.)

One main advantage of using user certificates for authentication with DrivelLock File Protection is that encryption
and decryption processes can be performed completely transparent to users and without requiring users from
changing anything about how they access and use files and folders. Each time an encrypted folder is accessed,
Drivelock File Protection checks whether the user’s certificate store contains a user certificate and automatically
uses this certificate for authentication.

To make it easy for administrators to use certificates without having to become familiar with the details of a public
key infrastructure (PKI), all functionality for quick and easy administration of users and their certificates is
integrated into Drivelock File Protection. Users can apply for their own certificates, these applications can be
automatically approved and stored in the user’s certificate store. Administrators can add or remove users, modify,
revoke and delete certificates and import existing certificates from Active Directory or other sources.

In Drivelock File Protection a user and the user’s certificate are closely linked. Every DrivelLock File Protection
user needs a certificate and each certificate is linked to one user. When a user requests a certificate, DrivelLock
automatically creates a corresponding user account. Similarly, if an administrator creates a user account,
Drivelock File Protection automatically creates a certificate for the user.

The DriveLock PKI does not store and manage the privat key of a user's certificate. Users should export the
certificate including the private key (PFX file) from the windows certificate store using the DriveLock Application
and keep it in safe place. They have to import it again to the windows certificate store to access their encrypted
folder from a different computer

15.4.2 Managing User Accounts

You use the DriveLock Management Console to administer user accounts. To perform user administration tasks,
navigate to DriveLock File Protection and then click Users and Groups.

4 CenterTools DriveLock - [CenterTools Drivelock\Drivelock File Protection\Users

|94 File Action View Window Help
o 2|Eo=H

i ¥4 CenterTools DriveLock Object name £ Department UserID Tenant name Type
m Device Scanner

> [@] Product updates and support
E Policies
5 g Drivelock Enterprise Services [DLServer]
4 @ Drivelock File Protection
g_] Centrally managed folders
;'_x"ﬁ_Users and groups|
> & Certificates
; % Operating

a Bernd Hartmann bernd@vmtest.local  root User {ActiveDirectory user)
a Bob Hartmann bob@vmtest.local root User

The details pane displays an overview of all user accounts that are stored in the DriveLock database.
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By default, user accounts are arranged alphabetically by object name. To change the sort order, click the header of
the column you want to sort by. To change between ascending and descending sorting, click the same column header
again.

When administering user accounts, you cannot generate new certificates for users. Only a user can create his
or her own certificate. However, you can import existing user certificates from another PKI and associate them
with Drivelock File Protection users. The process for creating user certificates is described in the Drivelock
User Manual.

To import an existing certificate for a user, perform the following procedure:

e |n the navigation pane, right-click User or right-click an empty area in the details pane.
¢ |n the context menu, point to New and then click one of the following:

= User from Active Directory: Select this option to add a user that already has a user certificate
stored in Active Directory. The standard Windows object picker dialog box appears, letting you
select the Active Directory user.

= User from certificate: If you have access to a user’s certificatein a certificate file (*.cer), you can
select this certificate file.

e When the certificate has been read from Active Directory or the file, the User account’s Properties window
opens.

=

Bob Hartmann

bob@vmtest local
5-1-5-21-3482298455-559452032-26 30625 796- 1126
root

First name Bob
Last name Hartmann

Email address  bob@vmtest local

Department IT Department

Change picture.... ]

e Drivelock File Protection automatically copies user information thatis contained in the certificate. You can
add any missing information, such as e-mail address or department.
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e Optional: In multi-tenant environments with multiple Drivelock Enterprise Service servers you can specify the
tenant that the user is associated with. To do this, select the appropriate tenant in the Tenant box. In all other
environments, leave this setting unchanged.

e Optional: You can add a display picture to the user account. This picture will be displayed at various points
when selecting a user. Displaying a picture can help select the correct user, especially when multiple users
share the same name. To add a picture, click Display picture, select the appropriate image file and then click
Open. If the file can be used as a display picture, the picture will be displayed in the top left corner of user
account’s Properties dialog box.

e Click OK to create the user account and save any modifications you made. The user account will be displayed
in the details pane.

When a user creates or applies for a certificate, the corresponding user accountis automatically created.

To view or modify a user account, double-click the account entry in the details pane.
e The Centrally managed folders tab displays all centrally managed folders that the user is authorized to access.
e The Certificates tab displays all certificates associated with the user that are stored in the DrivelLock database.

To delete a user, right-click the user and then click Delete user.

For more information about centrally managed folders, refer to the section “Centrally Managing Encrypted
Folders”. For more information about managing certificates, refer to the section “Managing Certificates”.

15.4.3 Managing Groups

Drivelock File Protection Groups are a set of DrivelLock File Protection users. DriveLock groups can be assigned to
centrally managed encrypted folders. Each time when Drivelock users are added or deleted from a DriveLock group,
in the background the Drivelock Enterprise Server adds or removes the corresponding Drivelock users to/from all
centrally managed folders, where the Drivelock group is assigned to.

This is a different behavior as for windows (AD) groups. While permissions of AD groups are assessed at
access time, as groups cannot own certificates and cannot authenticate, DriveLock must assign the
corresponding users to the folders. There might be a delay of approximately 15 minutes until this is done.

To create a new group, right click Users and groups / New.

You may either create a new DrivelLock Group and then add the desired Drivelock users or you may import an
existing Group from Active Directory (AD). If you import a group from the AD, the members from the AD group are
added to the Drivelock group under the following conditions:

e the AD user already exists as DriveLock user =>the user will just be added to the Drivelock group

e the AD user owns a valid certificate =>a new Drivelock user will be created and then be added to the
Drivelock group

e the AD user does not own a valid certificate => a notification will be shown and the user will not be added

In the properties dialog of the new group on tab General enter or adapt the group name and select the right Tenant.
On tab Users add or adapt users of the select tenant and check at least on user as Group administrator. Click OK to
save the new group.
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Once created, only the group administrators may add additional users and grant or revoke administrator
permissions to users using the Drivelock Application. For more information see the DriveLock User Manual.

Open the properties dialog of a DriveLock group to get information about users who are members of the group and
about the managed folders the group is assigned to. As DriveLock Administrator exceptionally you may remove users
and managed folders from the group in case the group administrator is not available.

15.4.4 Managing Certificates

To manage certificates, in the DriveLock Management Console navigate to DriveLock File Protection and then click
Certificates.

¥ CenterTools Drivelock - [CenterTools DriveLock\Drivelock File Protection\Cerificates\Active certificates]
‘-ﬂj File  Action View Window Help

a2 |Ed=H

- =
¥ CenterTools Drivelock Object name Tenant name Valid until Serial number
in Device Scanner

i [@] Product updates and support

Er Policies

5 g Drivelock Enterprise Services [DLServer]

&Bemd Hartmann root 6/11/2013 4:08:52 PM 0500000000004 E201661
&Bob Hartmann root 8/21/2013 2:23:04 PM  €1314d22-4552-4cdf-aace-e2bldb...

(& DriveLock File Protection
g;l Centrally managed folders
'@ Users
4 & Certificates
@ Certificate requests
'@_Active certificates
'@ Revoked certificates

> % Operating

Drivelock File Protection uses three categories of certificates that are displayed separately:

e Certificate requests: This includes user requests for certificates or certificate renewals thatan administrator
has not yet approved or denied.

Approving certificates only needs to be performed if you configured the setting to require administrator
approval in the DriveLock Enterprise Service. If administrator approval is not required, this list of certificate
requests will always be empty. For more information about certificate approval, refer to the section
“Configuring certificate management”.

e Active certificates: This includes all certificates that are stored in the DriveLock database that have not been
revoked. You can view certificates, export a certificate’s public information, delete and revoke a certificate.

e Revoked certificates: This list displays all certificates that have been revoked by an administrator. Certificate
revocation marks a certificate as invalid, for example when a user leaves the organization or if a private key
has been compromised. By retaining these certificates but marking them as revoked you can ensure that they
can no longer be used to decrypt data, even if they are still within their validity period. You can view revoked
certificates, export a revoked certificate’s public information and cancel a revocation marking the certificate
as active again.

To administer a certificate, select on the certificate lists to view all certificates in a category. The details pane
displays data about the certificates.

By default, certificates are arranged alphabetically by object name. To change the sort order, click the header of the
column you want to sort by. To change between ascending and descending sorting, click the same column header
again.

To manage certificate requests, perform the following procedure:

¢ |n the navigation pane, click Certificate requests.
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e Right-click the certificate request to manage.

e To approve therequest and issue a certificate, click All tasks -> Approve request. The certificate is issued, the
request is removed from the list and the certificate is added to the list of active certificates.

e To deny the request and notissue a certificate, click All tasks -> Deny request. The request is removed from the
list and deleted.

To revoke an active certificate, perform the following procedure:

¢ In the navigation pane, click Active certificates.

e Right-click the certificate to revoke and then click All tasks -> Revoke

e Select the reason for the revocation from the list.

e Optional: In the Comment field, type a detailed description of the reason for revoking the certificate.
e Click OK to revoke the certificate. The certificate is moved to the Revoked certificates list.

To cancel a certificate revocation and re-activate the certificate, perform the following procedure:

e Inthe navigation pane, click Revoked certificates.
e Right-click the certificate to revoke and then click All tasks -> Cancel revocation
e Select the reason for the revocation from the list.

e Click Yes to re-activate the certificate. The certificate is moved to the Active certificates list. To stop the
procedure and leave the certificate marked as revoked, instead click No.

To export a certificate, perform the following procedure:

¢ In the navigation pane, click Active certificates or Revoked certificates.
e Right-click the certificate to export and then click Export certificate

e Select the folder where the certificate will be stored and type the name of a file (*.cer) that will store the
certificate and associated public key.

You can use a file that holds a certificate to authorize the certificate’s owner to access an encrypted folder. This
procedureis described in the DriveLock User Manual.

To delete a certificate, perform the following procedure:

e |n the navigation pane, click Active certificates.
e Right-click the certificate to delete and then click All tasks -> Delete certificate

e Click Yes to delete the certificate. The certificate is deleted and removed from the list. To stop the procedure
and keep the certificate, instead click No.

Deleting a user certificate does not delete the user from the DriveLock database. However, once a user’s
certificate has been deleted you can no longer authorize the user to access centrally managed encrypted
folders. Any existing DriveLock File Protection permissions remain in place when a certificate is deleted as long
as the certificate still exists in the user’s certificate store. To revoke any previously granted permissions, revoke
the certificate instead of deleting it.
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15.5 Centrally Managing Encrypted Folders

To centrally manage encrypted folders you use the DriveLock Management Console. To manage such folders,
navigate to DriveLock File Protection -> Centrally managed folders.

The details panedisplays a list of all centrally managed folders from the DriveLock database and the status of each
folder.

By default, certificates are arranged alphabetically by UNC path. To change the sort order, click the header of the
column you want to sort by. To change between ascending and descending sorting, click the same column header
again.

In the “Centrally managed folders” area you can create and delete encrypted folders and view or modify permissions
for existing encrypted folders (provided that you have permissions as a folder administrator).

When creating a new centrally managed folder, consider the following points:

e Folders that already exist cannot be centrally managed and encrypted. The reason for this is that typically
servers are not running the Drivelock File Protection service, which would need to encrypt any existing files.
Also, possible conflicts during the encryption of existing data might not be correctly resolved (for example, if
some files are already encrypted or if a largefileis remotely accessed by a user atthe sametimeitis being
encrypted).

Users that are authorized for access when the folder is created are automatically given administrator permissions
for this folder. Administrator permissions enable a user to grant permissions to additional users or to remove
permissions. You can use this behavior delegate administration rights and responsibilities for a folder when itis
created. For example, you can delegate administration of a departmental folder to a designated employee in that
department.

15.5.1 Creating an Encrypted Folder

When creating a new encrypted folder you need Windows Write permissions for the parent folder.

To create a new encrypted folder, perform the following procedure:

¢ |n the navigation pane, right-click Centrally managed folders or right-click an empty area in the details pane
and then click New -> Centrally managed folder.
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Select the new centrally managed folder location ) J

Select the path of the folder, to which tenant it should be addedand
the primary server. IL"‘"--_

= . WNew encrypted folder path

\\DLServer\DriveLock\Encrypted [
Create fortenant
[n:mt 5 |

Primary management server
| DLServer vmtest local - J

e Type or select the UNC path of the new encrypted folder.

e Optional: In multi-tenant environments with multiple Drivelock Enterprise Service servers you can specify the
tenant that the encrypted folder belongs to. To do this, select the appropriate tenant in the Tenant box. In all
other environments, leave this setting unchanged.

e Confirm that the UNC path is correct and then click Next.

e Selectusers who will be assigned administrative permissions for the folder. To search for a user, type at least
three letters of the person’s name in the search filed. Only those users in the DriveLock database with names
containing the text you typed will be displayed. Alternatively, click Search to manually search for a user.

e Click Next. The new folder is created and the permissions are assigned. You will be notified whether the
procedure completed successfully.

e Click Finish.

15.5.2 Modifying Permissions

You can configure access permissions for encrypted folders from the DriveLock Management Console, the DriveLock
user interface or the context menu in Windows Explorer. To change these permissions you need to have
administrative permissions for the folder.

To change the access permissions as an administrator in Windows Explorer, right-click the encrypted folder and
then click Properties and users of encrypted folder.

To change the access permissions as an administrator using the DriveLock Management Console, perform the
following procedure:

e Navigate to Centrally managed folders.

¢ In the details pane, right-click the encrypted folder and then click Manage folder or double-click the folder,
and then on the Users tab, click Manage.
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e |fa dialogboxis displayed, prompting you to authenticate before you can view the folder’s properties, click
Authenticate and select the certificate that is required to access the folder.

e Select the Users tab.

'6753bF16-fecd-4dec-b436 082176903818 Propertics | ibu/ Mt

_’m- Lsers |

Users and groups with access to this folder

User name User ID Admir...
a Bemd Hartmann bemd@vmtest local O
a Bob Hartmann bob@vmtestlosal

ok || Cancel || Moply || Hep

e To add a user, click Add. To remove a user, click Delete.

e To add a user from Active Directory, perform the following procedure:

= Select the option Windows user (with certificate).

= Toselect the user, click “...” and then select the user from Active Directory.

= Click Finish. The user is added as a regular user without administrative permissions.
e To add a user from the Drivelock database, perform the following procedure:

= Select the option Drivelock File Protection user (with certificate).

= Click Next.

= Select one or more users from the DrivelLock database..

= Click Finish. The user is added as a regular user without administrative permissions.

e Click OKto close the dialog box.

15.6 Recovering Encrypted Folders

Recovery may become necessary when a user has lost access to encrypted drives or folders because of forgetting a
password or losing access to a certificate’s private key. Administrators or helpdesk personnel can perform an
offline recovery operation in conjunction with the user that uses a challenge/response mechanism to restore access.

The challenge/response mechanism validates both the challenge (request code) that Drivelock creates for the user
and the corresponding response code that is generated by the person performing the recovery. Only when both codes
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arevalid for the drive or folder to be recovered, can access to the data be restored (for example enabling the user to
select a new encryption password). The user generates the challenge code using a wizard and provides this code to
an administrator. The administrator checks that the request code is valid and then generates a response code thatis
in turn validated by the wizard running on the client computer.

The procedure a user must complete to initiate recovery are described in the DriveLock User Manual.

The procedure an administrator or helpdesk employee must perform to complete recovery is identical as for
drives/containers and described in Recovering Encrypted Drives and Folders.

15.7 Reporting and Analysis

You can generate reports and statistics by using the DriveLock Control Center. For more information about these
tasks, refer to the DriveLock Control Center Manual.

Administration Guide 2021.1 498 © 2021 DriveLock SE



4 riveLock

i)
C
Q
-
Q
o]0)
O
-
O
=
| -
Q
©
C
Q
G
Q
()




"."‘D rive Ln:k Defender Management

16 Defender Management

You can find the description of the DriveLock Defender Management module in a separate documentation on
DrivelLock Online Help.
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17 Security Awareness

You can use security awareness to create campaigns that alert employees to specific security risks, for example
when they want to connect their smartphone to their computer. You can also create complete training units that staff
members have to complete and confirm at certain intervals. In addition, the feature also provides and evaluates
feedback on completed or canceled training sessions.

This Drivelock featureis described in a separate Drivelock SecurityEducation manual.

This section only provides information on configuring usage policies.

17.1 Usage Policies

Usage policies inform users of safety-related procedures or corporate policies before they actually access a drive or
device.

Up to version 7.7, usage policies could be configured within the drive control settings. Since version 7.8, usage
policies are part of security awareness settings and can be configured there.

You can configure Drivelock so that an external drive or device can only be accessed after the user has confirmed
reading the usage policy by clicking on the "Accept" button.

Creating a usage policy

Select the Security awareness node and then Settings; -> Einstellungen then, select Custom usage policy texts and
options.

You can define a heading, the texts for the two buttons and also the text for the usage policy.

Custorn usage policy texts and options Properties ? *
General
Display custom content

(®) Load usage policy text from file fesxt or RTF formatted)

(") Usage policy text {%MAMEZ will be replaced with device name)

Caption text | |
[] Show on each Agert peruser O ~ | times per session
Flay video

| USB_GarageDemo_EMN wmv |
[ Do neot enable the Accept button urtil the: video has finished playing
[] User can pause / stop the video while it is playing

Enable the Accept button after |3 = seconds

coce | | o

You can enter the message text either directly in the input field or select an RTF file from your local hard disk or from

the policy file storage. Afile from the policy file storage is marked with a ,,*“.
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When you select a file, make sure it is in the specified path on the local hard disk of the client computer and can

be accessed from there. You can distribute this file together with the DriveLock configuration via the policy file
storage.

A special option within the usage policy is to play an AVI video, which can also be configured in this dialog. You can
define the options the user has while watching the video.

Specify how many times per session the video will be shown with the Show on each Agent per user x times per
session option.

You can also specify when and how long it takes until the user sees the Accept button.

Enable the usage policy

Here you can create a usage policy which is valid globally for the complete policy. You can then activateitlike a
security awareness campaign from within a drive or device rule:
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USBE bus connected drives Properties [4 X
Encryption Options Crive letters Commands
General Filter # Shadow Awareness Messages

() Do not show usage policy or securty awareness campaign
Use settings corfigured under "Removable drive lacking”
(®) Show usage policy fo be accepted by users)
Conteat specific campaign to show
<none’ - Lze pre-7 8 settings
[ ] Launch seffservice unlock after accepting usage policy
{_) Do not require password for accepting usage policy
{_) Require ficed password for accepting usage policy

{®) Require Windows password for accepting usage policy
[+] Mllow authorized user login | Authorized users...

(") Show security awareness campaign

L'Epigl Dne aut of e D o Coniest

FRECINC Campalgn:

Add W

Remowe

oK [ Cancd Roply
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Android devices Properties ? x

General Filter / Shadow Awareness
{") Do not show usage policy or security awareness campaign
|se settings corfigured for the device class

{®) Show usage policy to be accepted by users)
Context specific campaign to show

“nones - Use pre-7.8 settings
[ ] Launch seffservice unlock after accepting usage policy
(®) Do not require password for accepting usage policy
() Require ficed password for accepting usage policy

() Reguire Windows password for accepting usage policy

Allow authorized user login Authorized users...

(") Show security awareness campaign

Add

Remaove

Cancel Apply

Select the Show usage policy (to be accepted by users) option on the Awareness tab.

The following options are available:

e lLaunch self-service unlock...: After the user confirms the usage policy, the self-service unlock wizard starts
automatically.

e Fixed password: Specify a password the user must enter before unlocking.
e Windows password: In this case, the logged on user must enter their Windows password to confirm.

e Windows password and other user: This option allows a user other than the logged in user to unlock by
entering their user name and password. Optionally you can specify authorized users by clicking the

Authorized users... button.

Administration Guide 2021.1 505 © 2021 DriveLock SE



4 riveLock

Part XVIII

-
O
(@)
Vg
>
=
.m
©
| -
()
=
>
>
O
-
o
>~
S
@)
)
-
)
>
m




"."DriveLDCk Inventory and Vulnerability Scan

18 Inventory and Vulnerability Scan

This chapter remains in the Administration Guide until further notice, but will not be updated. Please note that
starting with version 2020.1, the latest documentation on inventory and client compliance can be found in the
Vulnerability Scan manual at DriveLock Online Help.

18.1 Settings

This chapter remains in the Administration Guide until further notice, but will not be updated. The Systems
Management / Settings node has been moved to a different location in the DriveLock Management Console and
is now called Inventory and Vulnerability Scan. Please note that starting with version 2020.1, the latest
documentation on inventory and client compliance can be found in the Vulnerability Scan manual at DriveLock
Online Help.

18.1.1 Client Compliance

This chapter remains in the Administration Guide until further notice, but will not be updated. The Systems
Management / Settings node has been moved to a different location in the DriveLock Management Console and
is now called Inventory and Vulnerability Scan. Please note that starting with version 2020.1, the latest
documentation on inventory and client compliance can be found in the Vulnerability Scan manual at DriveLock
Online Help.

This option allows you to configure, which parameters should be checked on each PC for compliance state.

If the common parameters does not fit, use Tab Commands to configure optional commands (executable or script).
Best, you add this commands to the policy file storage before and select them from there. The commands will be
executed from the Agent on any PC and must return 1 for compliant and 0 for non compliant.
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Inventory and Vulnerability Scan

Client compliance reporting settings Properties ?

General Cnmmands |
Windows Update -

Werfy Windows Update status
[v]
Werify Windows Update is enabled and running

Werify last successful update not older than 6D = days
Verify no maore than |20 + available updates
Windows firewall -

Werfy Windows firewall enabled and running

Windows Security Center -

Verify Windows Security Center

At least one product of the following product types must be..
Installed Running Upto date

Firewall ............... ... ........ [ ] L]
LT S
Arti-Spyware ... ] ] ]

| DK Cancel Apphy

The Drivelock Control Center (DCC / Helpdesk) displays the compliance state of any PC in detail.

18.1.2 Configuring Hardware and Software Inventory

This chapter remains in the Administration Guide until further notice, but will not be updated. The Systems

Management / Settings node has been moved to a different location in the DriveLock Management Console and

is now called Inventory and Vulnerability Scan. Please note that starting with version 2020.1, the latest

documentation on inventory and client compliance can be found in the Vulnerability Scan manual at DriveLock

Online Help.

The Drivelock Agent can scan the computer at regular intervals for currently connected hardware and installed

software and send this data to the Drivelock Enterprise Service. You can use this information to create reports that

show which software and patches areinstalled on computers in your organization.

The global settings for inventory collection determine whether the Drivelock Agent collects inventory data, which

data to collect and when.
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4 Ceﬂie:%uols Drivelock —{CenférTuoB bl}rveLod.(\G.lobal conﬁgura{iun\ﬁe‘fﬁngs’j
=4 File Action View Window Help

==

44 CenterTools Drivelock (=4 Agent remote control setfings and permissions -~
; - . Configures encryption, port and protocol settings as well as a list of users who are allowed to access
4 Global configuration *
@ Setti 4 Drivel ock Agents using remote control. By default, only members of the Administrators group on the
@ Ethings client computer and Domain Administraters are allowed to use this function,

3 ﬁ' User interface settings
Ul Server connections

@ File storage
5 ”{(3 Multilingual notification messages

Event message transfer settings (Configured)

Configures for which events DriveLock generates messages and how these messages are processed, Event

- . Drives information can be saved to the local Windows Event Log, sent as SNMP traps, via SMTP mail, or

< I’ Disices transferred to a Drivelock Entgrpnse Sen.re.r. You can also configure the suppression of duplicate event
messages and whether event information is cached while Agents are offline.

[ ? Network profiles
»» [&1] Applications _

o D Encryption 1&-:# Automatic updates (Mot configured)
> @ Antivirus | ‘ﬁ Configures how and when DriveLock Agent should update itself and used engines from Drivelock
. &% Management consale = Enterprise Server published software packages.

Collection of inventory data (Mot configured)
Configures how DriveLock Agent collects hard- and software inventory data which will be sent to
Drivelock Enterprise Server. All collected information can be examined using Drivelock Control Center,

Configures whether DriveLock Agents run in simulation mode,
In this mode DrivelLock behaves as configured but does not block any file, drive, device, or application.
Use this mode to test your configuration without impacting users,

Advanced Agent settings
These settings determine advanced options on Agents.

,,& Configure Windows Firewall to allow remete control (Mot configured)
Configures the Windows Firewall in Windows XP 5P2 and later to allow incoming Agent remote
contrel requests,

%S < Simulation mode (for testing purposes) (Mot configured)

m

[9 Advanced Drivelock Agent settings
Configures various settings, such as communications intervals,

Done

In the console tree, click Global configuration and then click Settings. In the task pane, click Collection of inventory
data.

Py T

ﬁmperﬁﬁ

General

[#] Enable collecting inventory data

Imwertony collection

[#] Collect device information

[¥] Collect drive information

[#] Collect installed software information
[#] Callect patch and hotfix information

Schedule -
1 When the Agert service starts (ot recommended)

@Every 30 5 days

) Every |30 ~ weeks

7} On demand friggered by command line or remote contral)

[7] Start at fied time | 3:4%:09 4

oK || cancsl
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To enable the collection of inventory data, select the Enable collecting inventory data checkbox. Then select the

appropriate checkboxes to configure the types of inventory data the client will collect. Finally, configure the time
interval and starting time for the inventory data collection.

Collecting inventory data uses system resources. If you configure the Agent to scan each time the service starts,
inventory collection may be delayed by a few minutes to prevent a slow startup experience for users.
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19 Operating System Management

In this section you can configure settings for operating and system management of DriveLock Agents.

If you do not have a Native Security license, the only option availablein this node is the Power management option.
The settings are based on Microsoft's Power Options and can be individually distributed to your agents via your
policy.

W None - Centrally stored Drivelo

& Global configuration Operating System Management

gé ED.R uc e the q 2m management
MNnves

|8 Devices

4 Metwork profiles

[@] Applications

& Encryption

- Defender Management

B Security awareness

% Inventory and vulnerability 5

~ = Operating systern managerr

~ [i| Power management
(%) Scheduled action rul
(@) Power plan rules

Management console
g Power management

With the Native Security license, you can also manage local users and groups, and create rules to manage the

firewall, in addition to the power management options. In this case, two additional nodes appear in your
Management Console.

w# New policy - Centrally stored Drivelock |
& Global configuration Operating System Management
&% EDR at em mana
[& Drives -
| Devices -
4 Metwork profiles
[@] Applications
& Encryption
T Defender Management
B Security awareness
% Inventory and vulnerability scan

~ 2 Operating system management

[l Power management

w| [ Local users and groups
425 Settings

(i User and group rules

- - - -~ Sers : H T
[ Frewal Power management Local users and Firewall
4o Settings groups

E&l Inbound rules
28 Outbound rules
Management console

19.1 Power Management

In a Drivelock Policy you may schedule actions when to sleep, pause, power off or on the computer or schedule,

when to use which windows power plan. Open Systems management / Power management / ... / New and select the
appropriate action or plan.
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Sleep scheduled action... |_ . Mew L
Hibernate scheduled action... .

Wiew 3
Turn off manitor scheduled action...

Arrange lcons k

Turn off computer action...

Turn on scheduled action...

Line up lcons

19.2

Properties

Help

Local Users and Groups

This Drivelock functionality allows you to restrict important access rights for specific users and groups, making it
easier to implement your zero-trust strategy.

For example, certain users can be added to the Local Administrators group, thus having different local

administrators for a given group of computers. You then specify which user gets local admin rights on which
systems.

19.2.1 Settings

You can use the following settings:

—
2l

X

Local account data storage Save to Drivelock Enterprise Service, Save locally
Configures where local account data is stored and how it will be encrypted. (certificate-based)
Management mode

Configures how local users and groups should be managed by Drivel ock.

Management can be either additive ar authoritative. In "Additive” mode, the locally existing configuration is left untauched, settings configured in the policy are added to

the existing configuraticn. In "Autheritative” mode, the locally existing configuration is replaced completely by the settings configured in the policy.

The default mode is always "Additive".

1, Local users management mode (Additive (add to locally existing configuration])
Configures how lacal users are managed by Drivel ock.

Qj Local groups management mode (Additive (add to locally existing configuration))
Configures how local groups are managed by Drivelock,

1. Local account data storage

This setting allows you to specify where user names and passwords are stored: Locally based on certificates or
on the DES.

Properties 7 *

General

Cerificate-based encrypted storage

Certficate-based recovery uses a master certfficate to store encrypted
recovery information for each user. The private key of the master cerificate is
required to perform recovery.

Certfficate file DLLocaIAccourrts Public.CER

Certfficate file W Properties...

Save on Drivelock Enterprise Service
Save locally on Agent computer

Cther storage
[[] Save password protected locally on Agent computer

Password

Confimmation

[[] Save in cleartext locally on Agent computer {not recommendad)

[ Log password in cleartext in event {not recommended)

Cancel Aoly
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2. Settings for the management mode

e Local users management mode

Properties 7 >

General

Local users management mode

(D) Mot corfigured
(®) Set to fixed value

0 Additive {add to locally existing corfiguration) {de
Authoritative (replace existing local configuration)

Additive (add to locally existing configuration) (defau
configuration.

Help

Configures how local users are managed by Drivelock.

Cancel Aoply

e Local groups management mode
You can define how DriveLock manages users and groups via the user and group management mode.

In additive mode (default), the existing local users are not changed, except for the users defined in the policy. For
example, if a user exists in the policy, this user will be added in addition to all other local users.

In authoritative mode, the existing local users/groups are all deleted and only the users or groups defined in the
policy are created.

19.2.2 User and group rules

Implement user and group rules for managing local users and groups. Depending on the management mode, you can
add users and groups defined in Drivelock to the local user database, or they can completely replace the users and
groups in the local user database.

User rules

You need to create a rule for each user.

Proceed as shown in the figure:
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¥ Mew policy - Centrally stored DriveLock policy Rule type User or group

;g EI!JDRhEI configuration Enter text here T| Enter text here

[& Drives

| Devices

- Network profiles

Applications

& Encryption

 Defender Management

B Security awareness

B Inventory and vulnerability scan

v = Operating system management
[{] Power management
~ [ Local users and groups
G5 Settings
QE‘. User and groun rules
& Firewall MNew > User...

Management cons View 3 Built-in user...

MNew Window from Here ST
Built-in group...

Export List...
Properties
Help

The difference between built-in and custom accounts is the username.

The built-in accounts are the four accounts thatare created during Windows installation (mostimportantly, the

"Administrator" account). These cannot be deleted, but can usually be renamed.

Properties ? X

General Password Memberof Timelimits Computers Networks

Administrator
Administrator

Description

[ User must change password at next logon
] User cannct change password

"] Password never expires

[ Account is disabled

Comment

On the Password tab, you specify whether to use a fixed, a calculated, or a random password for the account. Also,

for built-in users, you can specify whether to change the fixed user name:
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Properties ? x

General Fassword  Memberof Time limits Computers  Networks

Password
(®) Set fixed password

Fassword ||

Confirmation

() Set computed password
Property to use as password |Computer name
Prefix® by
Suffix® by
() Set random password every | Daily

User name

(®) Do not change user name -<3:|

(7) Set computed user name

User name”

(") Set random user name every | Daily
® .. Environment variables will be replaced (g.g. "%“COMPUTERNAME®")

Cancel Poply

Group rules
Here, too, the built-in groups are the predefined Windows groups. The membership is defined in the rules.

You can add other users or AD users/groups (using the Include button) or remove them from the group (using the
Exclude button). So, for example, if you want to remove a certain AD group from the Administrators group, create a
rule for the built-in group and add an Exclude to the rule.

19.3 Firewall

These options can be used to manage the firewall settings of Windows clients. This allows you to configure rules for
a specific group of computers smoothly.

DrivelLock can extend the built-in functionality of Defender Firewall by dynamically adding and removing rules based
on conditional settings.

19.3.1 Settings

You can use the following settings:

Windows Firewall global settings Domain profile: On (recommended); Private profile: On
E Configures if Windows Firewall is enabled, how traffic should be handled by default and if connections should be logged. (recommended]; Public profile: On (recommended)

D  Management mode
7, Configures how Firewall rules should be managed by DriveLock.

Management can be either additive or authoritative. In "Additive” mode, the locally existing configuration is left untouched, settings configured in the policy are added to
the existing configuration. In "Authoritative” mode, the locally existing configuration is replaced completely by the settings configured in the policy.
The default mode is always "Additive".

X, Inbound rules management mode (Not configured (Additive (add to locally existing configuration)))
Configures how inbound firewall rules are managed by DriveLock,

“u Outbound rules management mede (Net configured {Additive (add to locally existing configuration)))
Configures how outbound firewall rules are managed by DriveLock.

The following options are available in the Windows Firewall global settings and can be used to achieve the
following goals:
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Windows Firewall global settings
E Configures if Windows Firewall is enabled, how traffic should

Properties ? X

Domain profile  Private profile  Public profile  Logging

Specify behavior for when a computer is connected to its corporate domain a

State

Firewall state On frecommended) nd
Inbound connections Block (default) ~
Outbound connections Allow (default) ~

Cther settings

Display notifications to the user when a program is blocked from receiving
inbound connections

Allow unicast response to multicast or broadcast network traffic

[[] Use these settings for all profiles

Cancst | [ sl

Blocking or allowing communication depending on

e a period of time

e computers and computer groups

e thelogged in user and user groups

e the currently existing network connection

Two modes are available: additive / authoritative

Configuration of specific settings for the Domain, Private, Public profiles

Logging of network connections to be analyzed later

19.3.2 Inbound and outbound rules

In this section, you can create custom or built-in firewall rules and manage them with Drivelock.

Proceed as shown in the figure:

~v = Operating system management
[f] Powermanagement
~ [ Local users and groups
G5 Settings
L User and group rules
& Firewall
i35 Settings
ER Inbound rmile<
E# Outbounc New > Custom firewall rule...

FH Management cor

<

View N Built-in firewall rule...
New Window from Here

Export List...

Properties

Help
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20 Using Agent Remote Control

You can use the DriveLock Management Console to connect to a remote computer with the DriveLock Agent running.
Available options for remote control include temporarily enabling a category of drives on a remote computer or to
updating the Drivelock configuration by forcing the Agent to update its Group Policy or configuration file settings.
When used in conjunction with the DrivelLock Enterprise Service (DES), you can also control the Agent status. Agent
Remote Control lets you display inventory data or manually start a hardware and software inventory collection.

Agent remote control requires the DriveLock Management Console and is not available for the Group Policy Object
Editor you use to configure GPO-based policies. However, you can use the DriveLock Management Console to
connect to DrivelLock Agents that are configured via a Group Policy.

Drivelock uses the HTTP(S) protocol to connect to remote computers. To establish a connection to a remote
computer, DriveLock must be installed and running on the client computer. To establish a connection to a computer
with the Windows Firewall enabled, you must allow incoming connections from TCP Port 6064 (default) or 6065 (for
SSL connections) and the program “Drivelock” in the firewall settings.

By default, the DriveLock Management Console uses Quick Configuration using DNSD-SD to discover all and display
all Drivelock Agents in the same network. As an alternative, you can configure the DriveLock Management Console to
get the list of all DriveLock Agents from the Drivelock Enterprise Service (DES).

20.1 Policy Settings for Agent Remote Control

To perform remote control actions on DriveLock Agents, you must define the required permissions.

In the Agent remote control settings and permissions section of a policy (Global configuration - Settings) you can
specify the different permissions for users (see figure below) who can remote-control a Drivelock Agent. Also, you
can specify additional communication and certificate settings.

= On the Read permissions tab you add users or groups who may only request (read) information from DrivelLock
Agents during remote actions.

= On the Permissions tab you add the users or groups that are explicitly allowed to perform actions on the Agent,
such as temporarily unlocking an Agent or modifying the configuration.
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&

@ File Action View Window Help
a2 H H| %

gl Default company pelicy - Centrally stored Drivelock polic o
v ¢ Global configuration
i3} Settings
B Userinterface settings
B Server connections
v Trusted certificates

Settings
In this section you specify the license to be used by Agents and configure global security settings.
evant information is forwarded to a central location for lagging.

E File storage Properties ? x
(5} Multilingual notification messages
25 Incident detection and response Generl IDWWW“H Ilﬂ”" I_m_,“iss‘m_‘sl
[ Drives e
| Devices Speciy the users and groups who will be able to temporanly unlock
« Metwork profiles drives and devices on Agenis
[@] Applications User ar group unts in Active Directory than the number of licen:
Encrypticn
PR 5o r"_':' " L& DLSE\Domain Adrmins
 RCUMIy amareness s BUILTIN' Administrators
< Systems management
4 Management console
sccess to Agent services, and global security sett
rivelock Agent services. You can use this setting
rganization’s security pelicy.
H (Msabled))
M use this setting to prevent all users from stoppir
in “Safe mode",
Add Remove
Cancsl A t. Configure this option to prevent local administ

onhigures encryption, port and protocol settings as well a5 a list of users who are allowed to access Drivelock Agents
contral. By default, only members of the Administrators group on the client computer and Domain Administrators are
this function.

Tenant [/ Drivel ock Clowd synchronization
Configures to which tenant an Drivelack Enterprise Service all agents configured to use this policy belong and if events an
sheuld be synchronized between agents and Drivelock Enterprise Service using Driveleck Cloud synchronization,

= On the General tab you configure all Agent settings for accepting and authenticating remote control sessions from
the DriveLock Management Console (see figure below).
The default ports used for remote control are TCP port 6064 for unencrypted communications and port 6065 for
encrypted communications. To use different ports, change one or both port numbers. To enable the Agent to accept
encrypted remote control connections, select the Enable SSL (...) checkbox. Select the Enforce SSL (...) checkbox to
prevent the Agent from accepting unencrypted remote control connections.
By default Drivelock creates and uses a self-signed certificate for SSLcommunications. To use a different SSL
certificate instead, click Use certificate from file, and then click ... to select a certificate file. If the certificate’s
private key is protected using a password, you must also type and confirm this password.
To display a user notification message on a client computer when an administrator connects to the DrivelLock
Agent, select the Show user notification messages... checkbox.
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Properties ?

General  Pemissions  Fead permissions

Agent remote control port IEI

Erable 55L (encrypted remote control communications)
[ ] Erforce 55L (disable port for unencrypted communications)

S5L remote cortral port G065

Certfficate used for S50 communications
(®) Automatically create seff-signed cerificate on Agents
() Use certfficate from file

Certificate file

Cerificate password
Confirm password

[ ] Enable automatic Agent discovery {using DN5S-50)

[] Show user notification message on client computer when remote
connection is established

|User must dismiss notification message

Iser must acknowledge connection attempt

Cancel

Apply

20.2 Performing Agent Tasks

You can use the DriveLock Management Console to perform a number of maintenance tasks on DrivelLock Agents. You
can use the Helpdesk view of the DriveLock Control Center instead of the DriveLock Management Console to perform

the same tasks. The remote control procedures and dialog boxes in the DriveLock Control Center are identical to the

ones described here.

20.2.1 Viewing Agents

By default, the DriveLock Management Console displays all Agents it discovers in the network under Operating ->
Agent remote control. The discovery is an automatic process using DNS-SD and requires no configuration.
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il Drivelock Remote (nAmputer Logged-on user  Last contact Drivelock Versi...
X Ee"‘:e S“’L”E' 4 B@DLCLIENTO! DLSE\User! 08.11.201910:06:43  19.2.0
I Product updates and support WDLSERVER DLSEVAdminist.. 07.11.201913:27:55  19.2.1
@ Groups

v [T7 Policies

r\: Centrally stored policies
[T+ Computer-specific policy customizations
B P Policy
7 Active Directory / Local computer policies
LJ g L p
f:’ Configuration files
Fr Policy assignments
~ B DriveLock Enterprise Services [dlserver|root]
H Servers
[l Tenants
% Product packages and files
~ & Agent push installation
H Per-server global settings
o Automatic push groups / Ols
pLED QoK
B[ DriveLock Cloud
& Drivelock File Protection
v E";J Operating
Agent remote ———'
8 Metwork preb Connect...
<2 Shadowed file Temporary unlock »
Encryption recovery »
BitLocker Management recovery »
BitLocker To Go recovery 3
Drivelock Disk Protection recovery and tools ¥
Additional helpdesk tools 3
All Tasks >
View »
Refresh
Export List...
Properties
Help

In network environments where the use of DNS-SD is not desired or in routed networks that consist of several
segments you can configure the DriveLlock Management Console to download a list of all Agents.

To configure how the list of Agents is obtained, in the console tree, right-click Operating -> Agent remote control and

then click Properties.

General  Pemissions

Retrieve Agent computer list using DNS-50

Ciptions -
Dizplay as offline when last contact was maore than ..

15 = | minutes ago

Use remate contral through Drivelock Enterprise Service (prowy)..

(®) Always () Maver (") On-demand {when direct
connection is not possible)

Carcel Aply

Agent remote control Properties ? >

Agent list retrieval - -
Retrieve Agent computer list from Drivelock Enterprise Service
Server name /' port (HTTFPS)
|dlsewer | : |E[H;:" |
Login using supplied credentials
Ilzer |dlse"-admini5t|atur |
Password |--------- |
Tenant root e
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In the Agent remote control Properties dialog box, configure the following settings:

e Retrieve Agent computer list from Drivelock Enterprise Service: Select this checkbox to have the Console retrieve
the Agent list from a DES server and then select the server connection to use for this process. The list may
include Agents that are currently offline.

e Retrieve Agent computer list using DNS-SD: Use Quick Configuration announcements to build the list of Agents.
Only Agents that are online are displayed.

Permissions: On the Permissions tab, configure access to the Remote control node in the When viewing the Agent status
in the Management Console, agents that are offline are identified by an icon containing red square.

In environments where the DriveLock Management Consoleis run on a computer thatis notin the same network as
the Agent, the Drivelock Enterprise Service can proxy this connection. For example, this can be used by a Security-As-
A-Service provider to connect to an Agentin a customer’s network. Change the setting Use remote control through
Drivelock Enterprise Service (proxy) to configure how the DriveLock Management Console connects to the client for
remote control:

e Always: The connection is always established via the DrivelLock Enterprise Service.

e Never: The DriveLock Management Console always connects directly to the Agent without going through the
Drivelock Enterprise Service.

e On-demand: The DriveLock Management Console attempts to connect directly to the Agent. If the connection
attempt fails, a connection via the Drivelock Enterprise Service is attempted.

20.2.2 Connecting to a DrivelLock Agent

Before you can connect to an Agent to perform any tasks on it, you need to connect to the Agent. To do this, right-click
an Agentthatis displayed in the DriveLock Management Console and then click Connect.

Lo AREANERETN 7|

: =
# _D”VELDCk Remote computer Logged-on user  Last contact Drivelock Versi...
% Device Scanner i

Piod 3 ? o DL FIE Lili 07.11.2019 13:28:19 19.2.0
% G’° BeEbpestesanc sippalt Wois Connect... 07.11.2019 13:27:55
reups
G ct as...
v [T7 Policies onnectas
[T Centrally stored policies Uolack -
[-* Computer-specific policy customizations Display inventory
[T Active Directory / Local computer policies
P i
r Configuration files i
E]‘ Policy assignments Help
v [B DriveLock Enterprise Services [dlserver|root]
H Servers
[l Tenants

% Product packages and files
v & Agent push installation
E Per-server global settings
o Automatic push groups / OUs
EP DriveLock Cloud
& DriveLock File Protection
v [ Operating
Tl Agent remote control
& Network preboot computers
<¢, Shadowed files

If the Agent is not currently displayed, right click Agent remote control and then click Connect. Type the name or IP
address of the remote computer.

To establish a connection to a computer with the Windows Firewall enabled, you must allow incoming
connections from TCP Ports 6064 and 6065 (default) and the program “DriveLock” in the firewall settings.

After the connection has been established, you can view the current configuration and control the Drivelock Agent.
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20.2.2.1 Connectas

To use a different port for communication between the DriveLock Agent and the DES, select Connect as from the

Drivelock Agent context menu.

o | x| E= H

@ Drivelock
7% Device Scanner
» [@ Product updates and support

-DLS
Groups
E-L" P

w [:* Policies
[T; Centrally stored policies
[T; Computer-specific policy customizations
fT; Active Directory / Local computer policies
[T Configuration files
T Policy assignments
~ [B Drivelock Enterprise Services [dlserver|root]
B Servers
Tenants
% Product packages and files
~ B Agent push installation
B} Per-server global settings
Gio Autamatic push groups / OUs
EP DriveLock Cloud
+ & DriveLock File Protection
~ E5 Operating
Agent remote control
i Metwork preboot computers
<7, Shadowed files

Y
Remote computer Logged-on user

Copnect

Connect as...

Unlock...
Display inventory

Properties

Help

Last contact DriveLock Versi...
07.11.2019 13:2&19 19.2.0
07.11.2019 13:27:55 19.2.1

To encrypt communications with the Agent, select the Use HTTPS checkbox. To connect using a different user
account, type the credentials for the account. Click OK to connect.

Connect to DriveLock Agent

Connect to Drivelock Agent on computer

h ot

| DLCLIENTO1

Connect using port [ ]Use HTTPS

Connect as user |

Domain |

Password |

Cancel

20.2.3 Viewing the Agent Configuration (RSOP)

To display the current configuration (RSOP, or Resultant Set of Policy) on a client computer, right click the computer

and then click Show RSOP.
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&# Drivelock = O x
W File Action View Window Help - 8 x
aadl

8 DLCLIENTO1 - Drivelock RSOP £
> ¥ Global configuration

~
> 7% EDR
> Drives
» |59 Devices m
> = Metwork profiles P&Mﬁ'&:({m@
[@] Applications e

> @ Enayption

» Eg Security awareness

b ? Systems management

> E2 Management console
[T Applied policies

& 3 24 . .
- - - .
-

(Create report Global
configuration

[EE)

Devices Network profiles

Applications

Encryption

<

Done

v

A new window opens thatis similar to the DriveLock Management Console. To view details of the current settings

that are enforced by the Agent, expand the relevant node and select the configuration settings. All settings are read-
only and cannot be changed.
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8 Drivelock

== H

wf File Action View Window

Help

¥ Global configuration
% EDR

& Drives

T3 Devices

- Metwork profiles

[@] Applications

& Encryption

B Security awareness
F’? Systems management
E= Management console
L] Applied policies

<

9% DLCLIENTO1 - DriveLock RSOP E

]

Resultant Set of Policy from: DLCLIENTO1 A

This report contains all DriveLock seftings in the configuration object. Non-existing elements or
unconfigured settings will not be reported with this report.

Done

MNurmber of licenses
Licensed options
Tenant / DriveLock Cloud synchronization

Tpack Elsave report (HTML]... [Elsave report (XML... Ziprint
| - DLCLIENTO01 - DriveLock RSOP Settings
- Global configuration
License Invalid license detected.
Licenses License Drivelock SE, Trial 100 Drivelock (with
file Suppert Drivelock  extension opticnal
(1215722 c-F173- license components)

4962-8fda-305af27)
License Drivelock, DL Info
file (Ocbf74f9-6fb1-

42ba-85a1-8dbf14e)

100

Security Awareness ContentSecurity Educati
Tenant: root, Event sync: Disabled

Perpetual 100 Drivelock
license Security
Education

- Remote control settings and permissions

Agent rerote control port

Enable S5L {encrypted remote control communication)
Enforce S5L (disable unencrypted port)

S5L remote control port

Certificate used for 550 communications

Show user notification message on agent when remote

6064
Enabled
Disabled
6065

Automatically create self-signed certificate on Agents

Disabled

Click Generate report to view a configuration report that lists all current settings and all Group Policy Objects that

were applied to the computer.

To search for a text string in the report. Press CTRL—F.

Click Applied Group Policy Objects to view the Group Policy Objects that have been applied to the computer by the

Windows Group Policy engine.
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¥} CenterTools DriveLock

File  Action Miew Help

& = B 5B &

94 CenterTools DriveLock Policy name Status Active Directary path
&G Global configuration L] Def ault Domain Policy LDAP: j{Ch=Maching, CN={31B2F340-0160-110D2-945F-00, .,
[t w Drives

& Devices
[ & Metwork profiles
= [&] Applications
(] Q Encryption
- Management consols
- rIT] Applied Group Palicy Objects

Right-click a GPO to view its properties or to edit it in the Group Policy Object Editor.

When you have finished viewing the Agent information, close the window.

20.2.4 Viewing Currently Attached Devices

"d CenterToals I[)riy.»el.ock—[%enter’ﬁ)o!s Drivel Lxﬁ\ﬂpe!ahng \'A_gei.\.t remote cnnﬁ&li
94 File Action View Window Help
= 7|5«

%4 CenterTools DriveLock
m Device Scanner

> |@| Product updates and support
L PP

3
Remote computer Logged-on user Last contact DriveLock Vers... Comment

_1/18/2012 124515 .., 7119532

= i Disconnect
b Local policy
¥ Unlock...
E} Paolicies
br Drivelock Enterprise Services Show RSOP...
4 ¥ Operating FDE properties...

@ Agent remote control

Antivirus properties...
@ Shadowed files

Display inventory
All Tasks 3

Properties

Help
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To display the drives and devices currently attached to a client computer, right click the computer and then click
Properties, or double click the computer.

#

T

TS

Last contact

Connection status

Cument Active Directory site

Default-First-Site-Mame
11872012 12:46:16 AM

Connected
Corfigured by local policy

[

Refresh policy... ]

I Unlock temporarily. .. |

CLENT2 Properties
_| Group Policy I Encryption Antivinis |
General | Drives I Devices SmartPhones |
n CLIENT2
Agent version 7.1.1.9532
Cument user DL\ Administrator
Member of domain dl.com

Apph

]
o)
il

Close

Use the buttons to force the client to refresh its Group Policy settings or to temporarily unlock devices.

On the Drives tab you can view all drives that are currently connected to the computer and whether they are

currently locked.
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P T

CLIENT2 Propertes o)
Group Folicy l Encryption Antivinis
General Drives | Devices SmartPhones
Drive Bus type Vendor Product Seri
A:\ FLOPPY GEMERIC_FLOPF... &&3
&FCh 505! Wihware, Wiware Virtual S
@ Dy ATAPI MECWMWar Viw...
EWEN  USE PINGTEC Flash Disk 250
47 1 | ¥
Details....
Close Carcel Apply

Select a drive and then click Details to view more information about the whitelist rules or filters that currently apply
to the drive.

o

General | Whitelist ules | Fiter templates |

& E
Wendor PINGTEC
Product Flash Disk
Revision h.00
Serial number 25082950015 1db 01
Bus IISE
Selftest status IUnknown
Status Drive iz not locked.
Drive is accessible for cumently logged-n user.

| oKk || Cancel

The status of this driveis displayed (for example, whether itis blocked or access is allowed).
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General | Whitelist nules | Filter templates | General | WWhitelist niles | Fifter templates |
The following file filter templates were evaluated when Drivelock applied the The following file filter templates were evaluated when Drivelock applied the
configuration to the drive: configuration to the drive:

Vhitelist rle Status / Reason Vhitelist rle Status / Reason

PINGTEC Flash Digke Selected nile
%" Built4n: USE bus connecte... Rule matched but a higher priorit. ..

PINGTEC Flash Disk Selected nule
g Buiilt4in: USB bus connecte... Rule matched but a higher priorit...

Fule details - Fule details
Description PINGTEC Hash Disk Description Buitt4n: USE bus connected drives
Unique identifier 001618c6-1efd-43ed-8e29-27427d 775 X Unique identifier
Corfiguration object Corfiguration object
Selection reason Vendor / Product Selection reason Buitt-in {"Removable drive locking™)
Rule status /reason  Selected rule Rule status /reason  Rule matched but a higher priorty nile toalk
precedence

Comment Comment

[ ok || cance | [ ok || cance |

Click the Whitelist rules tab to view additional information about all whitelist rules that apply to this drive and
which whitelist ruleis enforced.

Properties

General | 'whitelist rules | Filter templates

The fallowing file filter templates were taken into conzideration when
Drivelock applied its configuration ta the drive:

Wihitelist rule Statuz / Reazon
P Office docurnents Selected rule
Rule details
Dezcrphion Office documents

|Inigque identifier N62f0b38-d2da-4fee-3ffb-11 dcedBbb7bOT
Rule statuz / reason Selected rule

Comment

i ok | [ Cancel

Click the Filter templates tab to view additional information about file filter templates that apply to this drive and
which template is enforced.

You can use the list of whitelist rules and file filter templates to identify conflicts between competing rules or
templates when drive locking does not work as expected.
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Click OK to close the Properties window.

dlclienten Properties dlclienten Properties

h__GeneraI- Dirives | Devices I Group Policy | Encrephion | General || Drives Devicesi Group Palicy I Encryption |

Device name Hardware |0 A Lpplied Group Policy Objects Status Unigue ide.
1.? Communications Port [CORT) ACPINPMPOS0 J?j [efault Domain Policy 131B2F340-,
L ? Communications Port [COM2) ACPINPMPOS0

& Creative SudioPCl [EST371,E51373] [WDM) PCINVEM_1274501

&, Game Part for Creative LEG&CYJOTSTIC

a Generc USE Hub USEwid_DelfFid

i Intel(R] 8237148 /EB PCl to USE Urniversal H...  PCINVEM_B086%DE

&y Microzsoft Kernel System Audia Device SwiiarcTabhl-Sa

& Microzaft Kernel wave Audia Miser S b Teafde0-a68

& Microzaft wiNKE WDKM Audio Compatibilty . Swded171de3-69
T2 Printer Port [LPT1) ACPIVPNP400

" Standard Enhanced PCI o USE Host Contraller - PCIWWER_154DED

i 5B Composite Device USEWid_DeDR:Pid
EQE USE Human Interface Device LSBSid_Oe0rPid

Et.ﬁ} USE Human Interface Device LSBYid_OeOmPid ——

i USE Mazz Storage Device USE\Wid_1370%Pic

i |JSB Root Hub USBWROOT_HUB:

i USE Foot Hub USESROOT_HUBE o

< | > < | &

dlclienten Properties

Gieneral | Drives | Devices | Group Policy| Encryption B | GroupPolicy || Encryption | Antvius |
i ; | | General || Drives || Devices | SmartPhones
Enciyption Licensed .
Full Disk Encryption [FDE]  Licensed Typs Serial number Wersion IMEI
FDE Status Mot installed
Installed FDE Version < hane »
Dirive enception status
Dinive Size  Encryphon state
|
5 li | »
ok ][ conce ] Canc oy

Use the other tabs to view information about currently used devices, smartphones and Group Policy Objects that
have been applied to the client computer and the status of Encryption 2-Go, Disk Protection and Antivirus.

Click OK to close the Properties window.
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20.2.5 Manually Updating the Policy

CLIENTZ Properties

| GowpPoicy |  Enenyption  Adtvies |
General | Drives I Devices SmartPhones |
n CLIENTZ2
Agent version 7.1.1.9532
Cument user DL\ Administrator
Member of domain dl.com

Cument Active Directory ste  Default-First-Site-Name
Last contact 1/18/2012 12:56:45 AM

Connection status Connected
Configured by local policy

[ Refresh palicy.. ]

I Unlock temporarily... |

L]
{uT)
=]
@
pac
=]

Close

To manually initiate a policy update on an Agent, right-click the computer and then click Properties. In the Agent’s
Properties dialog box, on the General tab, click Refresh policy. This is equivalent to refreshing the Group Policy by
using the Windows command “gpupdate /force” or re-loading settings from a configuration file or a centrally stored
policy from the DrivelLock Enterprise Service.
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20.2.6 Displaying Inventory Data

as

) CenterTools Drivelock - [.CentérT;)cﬂs Bl%vetock\:l.].perat'ingi..&geht remote control]
24 File Action View Window Help

AN ENEN 7|

m Device Scanner

> Local policy
E‘ Policies

Pl ES Operating

@ Agent remo
& Shadowed

o —

i [@] Product updates and suppert

b s Drivelock Enter

o
44 CenterTools DriveLock Remote computer Legged-on user

prise Services

te control

iles

Last contact

Unlock..

Stop unlock..,

Show RSOP...

FDE properties...

Antivirus properties..,

Display inventory

All Tasks

Properties

Help

Drivelock Vers..,

r

Comment

Temporarily unlocked

Temperarily unlock DriveLock on the selected computer,

To display the inventory data of a computer, right-click the computer and then click Display inventory. All software

and hardware

inventory data is displayed.

i’nven'tbiy_&a.ta'.i’r.opel.'tllis
General | Drives | Devices I Applications | Patches I Windows updates Netwnrks!
Computer identity -
[iata source Live connection to Agent
Computer name CLIENTZ2
Domain dl.com
ADS path CN=CLIENT2 0=Clierts, DC=d|, DC=com
ADS object ID {1bf43266-a07b-4461-b46effffiadlbeb 2}
Computer details -
Wendor VMware, Inc.
Product VMware Virtual Platform
Serial number VMware-56 4d 29 6 Be 7818 ce-B6fa 5293 cdeb 45 1d
PXEGUID E6254D56-783E-CEFS-86FA-9293C4EB451D
Speicher 0.595 GB {mapdmum installable 4.00 GB, 4 memony slots)
Operating system details - x
Installed version Microsoft Windows 7 Enterprise
Service pack 1
Serial number 55041-0459-81795593-86356
BIOS details
Vendor and name  Phoenix Technologies LTD PhoenixBIOS 4.0 Release 6.0
BIOS date 8/14/2008
Serial number VMware-56 4d 2926 Be 7818 ce-86fa 5253 cdeb 45 1d
Version 6.00
[ ok [ ceneal |

The data source information indicates whether the data was retrieved directly from the computer (when connected
using Agent Remote Control) or from the DrivelLock database via DES.

Click the appropriate tabs to view information about drives, devices, networks, installed applications and updates.
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Inventory data Pmperﬁis 2 Inventory data Properties il
| General | Dnves I Devices | Applications | Patches | Windows updates | Netwarks | | Genersl | Dves | Devices | Applications | Patches | Windows updates i_Netwurks!
Product N Version Vendor File name N Description
TB CenterTools Drivelock Agent x64 Edition 7118532  CenterTools Software GmbH &?KBE?WEB Update:
]'BCenlarTonls DriveLock Control Center x64 Editi.. 7.1.1.95556  CenterTools Software GmbH é.? KB976502 Update:
PBCEnlarTnnls Drivelock Managemert Console (.. 7.1.19532  CenterTools Software GmbH
Bﬂnagd 1001 1001 TechSmith Corporation
T2 Vhware Tools 78815075 VMware. Inc.
Software details
Installation path C:\Program Files\CenterTools\DriveLock".
Product code {13A3D1EC-582F-44FB-AEIC-ACFEADC23C75} Windows Update details -
Language English {United States) MSI package Yes Detail infformation
Installation date 14872012 Uninstallable Yes Installation date
Installed for All users Advedised Mo Installed by Cliert2\CenterTools
(o€ ][ Concel (o I Coned

Click OK to close the window.

20.2.7 Viewing the disk encryption status

To view a computer’s disk encryption status, including the status of recovery keys, right-click the computer and then
click Disk Protection properties.

P T

. 'Encwﬁiun F’imperﬁes
General Iusm

FDE Status

Encrypted
Fre-boot authentication active

Installed FDE Version Drivelock FDE7.0.0

Recovery key status Errvelope: Created and uploaded
Fep backup: Created and uploaded
Manual reconfiguration Mat active
Chive encryption status
Drive Size  Encryption state
- 293GE  Fully encrypted

Re-upload recovery keys | [ Reconfigure Agent... ]

| ok || cancel |

In the Encryption Properties dialog box, on the General tab, you can perform the following tasks (only DrivelLock Disk
Protection, not BitLocker Management):

e Re-upload recovery keys: If the recovery key status indicates that the keys have not been uploaded to a central
location (DES or file share) or if you need to upload they keys again for any reason, click Re-upload recovery
keys.
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e Reconfigure Agent: You can temporarily change the Disk Protection settings for a single Agent. Most often this
is used when you perform disk recovery to prevent the Agent to immediately start encrypting the disk again.
Click Reconfigure Agent to change the following settings for the computer:

e Qverride policy settings: Change the selected settings.

= Install Disk Protection: Clear the checkbox to uninstall Disk Protection from the computer. Before
Disk Protection is removed, all disks are decrypted and pre-boot authentication is disabled. This

process can take several hours.

= Enable pre-boot authentication: Clear this checkbox to disable pre-boot authentication on the

computer.

= Encrypt local disks: Clear this checkbox to decrypt all local disks. This process can take several

hours.

For the following options there are three settings :
= keep the policy value, v switch on, (I switch off.

On the Users tab you can view all user accounts that are currently in the pre-boot authentication database and that
can be used to authenticate when the computer starts (currently only for DriveLock Disk Protection).

20.2.8 Manually Uploading Disk Protection Recovery Data

If the uploading of Disk Protection recovery data to the DES or a file share has been enabled in your policy, this data
is automatically backed up to the specified location. If you have not configured this setting or if you notice that the
recovery data is missing for any reason (for example, when monitoring Agents using the Drivelock Control Center),
you can manually upload this data to the configured location. To do this, right-click the computer, point to All Tasks

and then click Recreate/Upload Disk Protection recovery keys.

=4 CenterToals Drivelock - [CenterTaols Dl"i\.'eLock\.Opera{mg\Agent remote control]
24 File Action View Window Help

e Al NEREN 7|

=5 e

2

44 CenterTools DriveLock Remote computer Logged-on user Last contact
m Device Scanner

» [@] Product updates and support, Disconnect
Local policy Unlock...
I policies Show RSOP...

> DriveLock Enterprise Services FiE &

- &g Operating PR

@ Agent remote control Antivirus properties...

@ Shadowed files Display inventory

Drivelock Vers...

Comment

o T | }

All Tasks k| Debug tracing

Properties Start inventory collection
Recreate/Upload FDE recovery keys

Help T

Starts re-creation and/or upload of Full Disk Encryption recovery keys to DES.
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20.2.9 Manually Uploading Encryption 2-Go Recovery Data

If the uploading of Encryption 2-Go (removable media encryption) recovery data to the DES or a file share has been
enabled in your policy, this data is automatically backed up to the specified location. If you have not configured this
setting or if you notice that the recovery data is missing for any reason (for example, when monitoring Agents using
the Drivelock Control Center), you can manually upload this data to the configured location. To do this, right-click
the computer and then click Properties. On the Encryption tab the number of container recovery sets is displayed.
Click Recreate/Upload Encryption 2-Go recovery keys.

P

Installed FDE Version

Recovery key status

Dirive encryption status

CLIENTZ Properties a2
[ General J Drives _' Devices | SmartPhones |
| Group Policy | Encryption i Antivinis |

Encryption Licensed

Full Digk. Encryption (FDE) Licensed

Cortainer recovery data 1 records Fie-upload records

FDE Status Encrypted

Pre-boot authentication active

Drivelock FOE B.1.1

Envelope: Created and uploaded
K.ey backup: Created and uploaded

Drive Size
& 299GE

Encryption state
Fully encrypted

[ oo

i
C
O
£

20.2.10 Viewing Disk Health Information (S.M.A.R.T.)

If you enabled the monitoring of Self-Monitoring, Analysis and Reporting Technology (S.M.A.R.T.) data in your
policy, you can view the health status of hard disks on a client computer. To view this information, in the Agent’s

Properties dialog box, on the Drives page, select a drive and then click Properties. The disk’s current status is
displayed under Self-test status.
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Froperties

&

Yendor
Product
Rewvizian
Serial rurnber
Bus

Self-test status

Statuz

Generel | Whiteistruks | Fiter templates |

5792504

045G

noo4

BVE2AZPL

RalD

OF. [Temperatur 43 *C)

Dirive is not locked.

Drrive iz acceszsible for curently logged-in uzer.

| oK || Cancel

20.2.11 Activating Tracing

For troubleshooting you can configure the DriveLock Agent to record detailed diagnostics information about all
operations. This is called Tracing. Tracing creates files that can help Drivelock technical support to identify the
source of problems you may encounter, such as policy settings not being applied as expected. You should activate

tracing on an Agent only for troubleshooting and de-activate it when the required data has been collected.
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'*-i CenterTocls [I).ﬁ"vei_ock - [‘CentérT;)cﬁs Dl:"rvél_'oci(.\'[l.perag'rngl\..ékgent remote cumf:'ro'[.l
24 File Action View Window Help

= EHENN |
¥4 CenterTools DriveLock Remote co’mput&r Logged-on user Last contact DriveLock Vers... Comment

m Device Scanner V/17/2012 955830 M. 7419532
i~ [@] Product updates and support .

=

DI\ Administrator

Disconnect

> Wl Local policy
Gy Y= Unlock...
E‘ Palicies
I g Driveleck Enterprise Services Show RSOP..
a %Q Operating FDE properties...

@ Agent remote control

Antivirus properties..,
P Shadowed files

Display inventory

All Tasks 4 Debug tracing

T Start inventory collection

Recreate/Upload FDE recovery keys

Help T

4 I—EF —“é »

Enables or disables debug tracing on the selected Agent.

To activate tracing on an Agent, right-click the computer and then click All Tasks -> Debug tracing.

A message appears, confirming that tracing has been activated.

l.-’ __‘-.I Debug tracing was enabled on the agent.
W ‘ou can find the log files at chtraceldrivelock.log and
citraceidlidevflt.leg,

oK

To de-activate tracing on an Agent, right-click the computer and then click All Tasks -> Debug tracing.

20.2.12 Displaying and Deleting Locally Learned Applications

This chapter remains in the Administration Guide until further notice, but it will not be updated. Please note
that the current documentation on application control can be found in a separate manual available at Drivelock
Online Help starting with version 2020.1.

If you use application control in combination with machine learning, a database with the application shared with
this computer is created on the client (local whitelist database). You can connect to an agent and view the contents
of this database.
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. ~
W Drivelock Remote computer Logged-onuser  Last contact Drivelock Versi... Agent cenfiguration  Comment
7% Device Scanner : 3 .
= - DLCLIEMT] Rk Centrally stored pol...
[@ Product updates and support _ Disconnect N =
- W DLSERVER
[T Policies Unlock...
Er Policy assignments Show RSOP
B9 Drivelock Enterprise Services [dlserver]s et s [ . .
Bh’ Drivelock Cloud riveLock Disk Protection properties...
& DriveLock File Protection Agent configuration...
~ B4 Operating Display inventory
Tl Agent remote control Display local application whitelist
& Metwork preboot computers
2 Shadowed files All Tasks >
Properties
Help

Select the computer where the agentis running, open the context menu and then click Display local application
whitelist, after having connected to the computer.

On computer's Properties dialog, you can also open the Application control tab and click Show local database:

DLCLIEMTO1 Properties ? *
General Drives Devices Smart Phones Group Palicy Encryption
File system filters Application control Applications Temporany unlock
Application control mode (ff

Predictive whitelisting rule Mot present
Local database created at 05.07 2018 11:00:47
Database statistics Ofiles, 0 hashes, 0 certificates

I Redeam local database...

Show local database...

Close Cancel Apphy

A window with a structure similar to Windows Explorer opens. Depending on the size of the database, it may take
some time to open.
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Local application control whitelist Properties ? ot
Executable files  Certificates
ﬁé] # || File name Size Version ™
=)~ Program Files Y
) CenterTodls o deployPlcg 103ME 83058
55 Common Fles || ) 90204l 176 ME 24820
] Intemet Bxplor. || @] 5ib-2.0I 131MB 24820
£ VMware | glibrmm-2.4 di 8I5KB 24401
-5 VMware T ) gmodule-2.0.dl ANGKE 24320
E] pluging E object-2.0.dl
w5 VMwa || @l gthread-2.0.dl 249KB 24820
(3] VMwa :e;' guestproxycerttool exe 514 KB
~E)win2 || & hafsdl 170KB 102071
(3] win64 ) iconv dI 935KE 11400
----- () Windows Defe o intl di 119KB 01463
----- () Windows Defe o libeay32.dl 225MB 1.0213
""" ) Windows Mail || [ o g 443K 84100
""" E] Windows Med :Q mectool exe 115 KE
D% ﬁfng“’ws ’r::'#“ o vmSetup exe MOKB 10207
- indows 5
----- £ Windows Phot v || (& 35520, oot 2l
£ > £ >
Cancel

Here you can see the applications contained in the database. You cannot add new applications in the MMC, but you
can remove applications that have been unintentionally unlocked (learned) from the database. Select the

application you want to remove and click the Delete button.

20.2.13 Checking the Defender Status

On the Defender tab you can check the status of the last Microsoft Defender scan on the agent, updateitand starta

new scan if necessary.

For more information about Drivelock Defender Management, see the related manual on Drivelock Online Help.
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20.2.14 Disconnecting from an Agent

“A CenterToels Drivelock - [CenterTools Drivel ocki Operating Agent remote contrel] o= [ ‘
9 File Action View Window Help [~ ][=]=
ez 0= H
#4 CenterTools DriveLock Remote cc:mputar Logged-on user Last contact DriveLock Vers... Comment
EB Device Scanner ﬁ, . 1172012100230, 7119532
a [@] Product updates and suppert Disconnect R T
('.]‘?'f Product packages and filg Urkoick...
3 LUc.a|.pc|ICj.' Show RSOP...
Er Pelicies ¢
b g Drivelock Enterprise Services FDE propertics..
a E! Operating Antivirus properties...
@ Agent remcte control Display inventery
@ Shadowed files
All Tasks 3
Properties
Help

h - | b

Disconnects from the selected Drivelock Agent.

To close the connection to an Agent, right-click the Agent and then click Disconnect.

20.3 Unlocking Agents

You can temporarily unlock Agents to temporarily disable restrictions that are configured in your policy. This lets
you respond quickly and flexibly to users who require access to a locked drive or device. For example, even though
you disable access to all USB flash drives, a user has a legitimate need to copy a presentation to such a drive.
Unlocking lets you temporarily give the user the required access without having to reconfigure your policy.

20.3.1 Configuring General Unlocking Settings

Different steps are required to initiate the process, depending on whether you unlock a single Agent or multiple
Agents, and whether you perform online or offline unlocking. The actions that are available for each of these
methods areidentical and are described in the following sections.

20.3.1.1 Unlocking Drives, Devices and Smartphones

Select the type of drive, device or smartphone to temporarily unlock. For example, to unlock USB-connected drives,
select the USB bus connected drives checkbox.
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Ternporarily unlock Agent

Temporarily unlock Agent |ﬂ L
Select which type of drive ar device you wart to unlock. _

Temporarly unlock Agert CLIENTZ2

%ct the drives or devices to unlock:
[ g Floppy disk drives
[CE2ICD-ROM drives
[¥] 4% 1USE bus conmected dives
[W] &= Firewire (12354) bus connected devices
il !« 5D card drives {S0-bus)
7] 5 Fixed disks [eSATA and other nonremovable, non-sy...
[W] Q Encrypted volumes
[¥] <@ Other removable dnves
] @ Metwork drives and shares
[T @ Wb DAV-based netwark drives x

[ *

L

Hack | et = ]| Cancsl

When you select a class of drives or devices, such as USB-connected drives, access to all drives of this class
will be enabled. Unlocking a specific drive or device is not possible using temporary unlocking. If you need this
functionality, you need to create a whitelist rule instead.

20.3.1.2 Setting Time Limits and Suspending Restrictions

In this step, you determine the period or time until which this temporary unlock is valid. The unlock is even
maintained during a computer restart, e.g. if you temporarily unlock USB drives for the next three days, the computer
can be rebooted in between.

Temporarily unlock Agent b
Temporarly unlock Agent n
Select unlocking behavior and other options O

Device control options

[ ] Disable file fitering during the unlock period

[ ] Unlock unencrypted portions of encrypted drives

] Force accepting usage policy before dive can be accessed

< Back Mest = Cancel
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When you unlock drives, you can select the following options to temporarily additional restrictions:

e Disable file filtering and auditing during unlock period: Users can read and copy files that would normally be
blocked based on file filtering rules. No auditing of file access is performed.

e Unlock encrypted portions of encrypted drives: Allow access to unencrypted portions of drives that are
encrypted using Encryption 2-Go. Commonly the Mobile Encryption Application (MEA) is stored on an
unencrypted portion of such a drive.

e Force accepting usage policy before drive can be accessed : The user must agree to a configured usage policy
before the driveis unlocked.

Click Next.
Tempeorarily unlock Agent X
Temporarily unlock Agent n
Select unlocking behavior and other options O

Application control options
Digable application control during the unlock period

Add applications launched during the unlock period to the local
hash database {eaming mode)

Executable files to add to the local hash database:

(") Files written to the computer during the unlock period

() Bxecutables {and DLLs) launched during the unlock period
(®) Both files written and executables launched)

[] Reguire user approval for all files after unlock period ends

< Back Mext = Cancel

If you are using application control, you can specify settings here, so that applications can be disabled during
unlock. You also specify whether and which application files are added to the local hash database during this
unlock period.

Use the Require user approval for all files after unlock period ends option to check the "learned" applications manually
after the unlock is finished before they are added to the local application database and thus unlocked.

If you have Defender Management licensed and are running Defender scans on your agents, you can disable
Microsoft Defender control in the Unlock wizard. For more information, refer to the Defender Management

documentation at Drivelock Online Help.

Click Next.
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Temporarily unlock Agent X
Temporarily unlock Agent h
Select for how long policy settings are disabled. O

Select for how long the target computer will be unlocked

(®) Time span min {ends with reboot)

Ountildate  [22:1737 3 ||p4072018 |

Reason for unlocking for reporting purposes)

|du:u:umentatiu:un| |

< Back Cancel

Finally, select the required unlock period, either in minutes or up to a specific date and time.

As administrator, you can also enter a text (for example, the reason for unlocking) at this point. This textis also
stored in the event and can be evaluated via reporting.

Unlocking starts as soon as you click Finish.
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20.3.2 Temporarily Unlocking a Single Online Agent

24 CenterTools Drivelock - [tentérT;)o?s Bl%vetock\:l.]perat'ingi..ﬂgeht remote control]
24 File Action View Window Help

&=|2 | Hi= -
#‘1 CenterTools DriveLock Remote cgmputar Logged-on user Last contact DriveLock Yers... Comment
m Device Scanner DLAAdministratng 3TN0 A
» [@] Product updates and support . i Disconnect
> Luc.al.pcllcy Hidock
Er Policies =
b s Drivelock Enterprise Services SRuRcliniscky
2 By Do Show RSOP...
@ Agent remote control FDE properties...

& Shadowed files Antivirus properties...
Display inventory
All Tasks L4

Properties

Help

I I—T— b

Temperarily unlock DriveLock on the selected computer,

To temporarily suspend drive or device controls on a client computer, click Agent remote control, right click the
remote computer and then click “Unlock”. (For more information about how to connect to Agents remotely, see the

v, ”

section “Connecting to a Drivelock Agent”)
Configure the unlocking settings as described in the section "Configuring General Unlocking Settings".
When you have configured all settings, click Finish to unlock the Agent. A confirmation dialog box appears.
Click OK to acknowledge the message.

If your policy is configured to notify users when an Agentis unlocked, a popup message appears on the computer
where you unlock drives or devices:

& Drivelesck

Some drives or devices are tempararily unlocked by wour

adrmirigtrator far the next 30 minutes.

You can cancel unlocking, for example if you temporarily unlocked an online Agent by mistake.
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“4 CenterTools Drivelock - [‘CentérT;)o?s Dr‘"rvel.‘uck‘\’[lpera{'rng.\.ﬂgent remote comtimlj
24 File Action View Window Help

il AN NERERN 71
¥4 CenterTools DriveLock Remote co’mput&r Logged-on user Last contact Drivebock Vers..  Comment
m Device Scanner DiAdminiiiatis 5747 /019 40040
»» [@] Product updates and support e 1 Disconnect
b Local policy Unlock..
Er Palicies =
> S Drivelock Enterprise Services YD,
i %ﬂ Operating Show RSOP...
@ Agent remote control FDE properties...

Y Shadowed files Antivirus properties..,
Display inventory
All Tasks [

Properties

Help

o i ] r

Temperarily unleck DriveLock on the selected computer,

Right click the remote computer and then click Stop unlock. A confirmation dialog box appears:

Click OK to acknowledge the message.

20.3.3 Temporarily Unlocking an Offline Agent

To unlock Agents that you cannot connect to over the network, use the following procedure. The process requires
both the user and the administrator to complete separate tasks. The user must start the “Unlock computer” wizard by
selecting “Control Panel (classic view) -> DriveLock” from the Start menu. The administrator must use the DrivelLock
Management Console.

The procedure for unlocking offline Agents is described below. The first part consists of the steps thata user must
complete. The second part describes the steps an administrator must complete.

20.3.3.1 User Procedure to Unlock an Offline Agent

The user procedure is described in the DriveLock User Guide.
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20.3.3.2 Administrator Procedure to Unlock an Offline Agent

2
w _D”VELDCk Remote computer Logged-on user  Last contact
i -
3 Ee";‘e S“”d”e' . B DLCLIENTDT DLSE\User!
I3 Prodict iipdates afid siipport WDLSERVER DLSE\Administ... 07.11.201913:27:55
@ Groups
w [T Policies
[- Centrally stored policies
[T Computer-specific policy customizations
[T Active Directory / Local computer policies
[T Configuration files
E Policy assignments
« [B DriveLock Enterprise Services [dlserver|root]
H Servers
Tenants
3 Product packages and files
~ & Agent push installation
E Per-server global settings
&t Automatic push groups / OUs
B DriveLock Cloud
& Drivelock File Protection
v 4 Operating
T Agent remote --=+--"
[ Network preb Connect...
<% Shadowed file Temporary unlock >
Encryption recovery ]
BitLocker Management recovery 3
BitLocker To Go recovery »
DriveLock Disk Protection recovery and tools 3
Additional helpdesk tools b3
All Tasks ]
View 3
Refresh
Export List...
Properties
Help

08.11.2019 10:06:43

Drivelock Versi...
19.2.0
19.2.1

In the Drivelock Management Console, right-click Agent remote control and then click “Unlock offline Agent”.

Unlock offline Agent
Provide information an how to encrypt request and response codes. B :a-]
! -—I._f
Agents are corfigured to encrypt unlock requests and responses using a
password or certfficate. Type the password or select the certfficate.
@ Use Password
Password FEEERRRRRRRRERRRRORRRRRE
1 Use Certfficate
Di <None >
Import Trom Tile oot T
[V] Agenits are configured to use short {weak) requast / response codes
Back | Mead = | | Cancel |

Type the offline unlocking password or provide the certificate thatis specified in your policy.

You can import the certificate from a file or use a certificate from the Windows certificate store on the local
computer. To import a certificate from a file, click Import from file and then select the certificate file.

To use a certificate from the certificate store, click Import from store.
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‘Select Certificate

Issuedto  Issuedby  Intende... Friendly.. Expiratio... Location *
5= Diryel ... Monie “1/17/2042 Mot ava i_
Elorivel... Driveloc... 1.3.6.1... Maone 1172042 Mot avai
lprote... ProtectD... 1.2.840.... Mane 1/17/2042 Mot avai—
!_?Prc-te. .. ProtectD... 1.2.840.... MNone 1/17/2042 Mot avai
Slrrote... ProtectD... 1.2.840.... Mone 1/17/2042 Mot avai
i_'gJProte... ProtectD... 1.2.840.... Mone 1172042 Motavai =
< | {1 | k

[ ok || cancel || viewcCertifiate

Select the certificate and then click OK.

Click Next to proceed.

P

: Unlnck ofﬂme A_gerﬁ

Offline unlock request code
Type the request code provided by the user.

==

AL

=l
T——

Computer name

% To start offine unlocking of an Agent, user must provide information
% fram the CerterTools Drivelock program in Control Panel.

(Offline unlocking requires Drivelock Agent version 5.0 or higher.

Request the following information from the user:

CLIENT2

Fequest code
VMFMD YEMAC 3FZ2F

[ <Back |[ Ned> | [ Cancel

Type the computer name and the request code provided by the user, and then click Next.

Depending on the configuration, the length of the request code may vary.
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Unlock offline Agent
Review the request code verfication results. I ;'-1
Request verfication results:

@ Code validation Yalid

e

%2 Codetime 04.01.2012 12:01:02

E?S' Computer name Yalid

et 2 | Cancel

Drivelock verifies the data. If the activation code was generated more than one hour ago, this is indicated under

“Code age”.

The code provided by the user for unlocking the DriveLock Agent is only valid for one hour. If this time has been
exceeded, the user has to start the “Unlock computer” wizard again.

Click Next to continue.

Configure the unlocking settings as described in the section "Configuring General Unlocking Settings".

Click Next to display an unlock code.

s

Unlock offline Aigent

Unlock code
Pravide the unlock code to the end user,

M 10 complete kemporany unlocking, the user must type the unlock
q‘ code in the wizard that generated the request code.

The unlock code only works with the conmezponding request code.

The unlock code i

FZXN3-HTZ21W-1MREQ-PZMCF

()

==
s

Provide the unlock code to the user. The user will type the code in the wizard on the client computer.

Depending on the configuration, the length of the response code may vary.
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Click Finish to close the wizard.

20.3.4 Temporarily Unlocking Multiple Agents

A CenterTools DriveLock - [CenterTaols i)!";tweLock\'OpEraﬁng\Ageﬁt remote control]
A File Action View Window Help

== 2| Bz H
a =
44 CenterTools DriveLock Rermote computer Logged-on user Last contact Drivelock Vers... Comment

1A Device Scanner W CLiENT2 DU\Administrator ~ 1/18/201212:41:45 .,  7.1.19532

b Local policy
Er Palicies

» S DriveLock Enterprise Services
a %ﬂ Operating
"@ Ag ent rerqnj:?.cnnt‘ml‘._
@ Shadnwedi Connect...
Unlock offline Agent...
Unlock multiple Agents...
Full Disk Encryption recovery..,
Full Disk Encryption remote wipe...
Full Disk Encryption disk recovery tools...

Container-based encryption recovery...
All Tasks »

View 3

New Window from Here

Refresh
Export List...

Properties

Help

o e ] b

Connects to a remote DriveLock Agent,

To temporarily suspend drive or device controls on multiple client computers, right-click Agent remote control and
then select “Unlock multiple Agents”.

‘Unlock multiple computers

Select computers to unlock |ﬂ L
Select all computers you want to unlock temporarily. b :1
1

Create a list of computers and groups to be unlocked:

Computer

B omin
BcyenT2

Add W ] [ Remove

| Active Directory Computer or Group...
Active Directory object from inventory...

By Name... ﬂ|

Click Add and then click “Active Directory Computer or Group” to select computers from Active Directory or click “By
Name” to type computer names. The computers you select will be added to the list.
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To remove a computer from the list, click the computer and then click Remove.

Click Next once you have selected all computers to unlock.

Unlock multiple computers
Set parameters for Agert connections. i :\:'1
1
Connect to Agents using port 5064 [l Use 551

Connect to Drivelock 5 agents using port 6061

[ Connect to Agerts as user
User name
Demain

Password

| < Back || Mg = || Cancel |

Type the port used to connect to the Agent if you configured a non-standard port for Agent communications. To
encrypt communications with the Agent, select the Use SSL checkbox.

To connect to an Agent by using a different user account, select the “Connect to Agent as user” checkbox and type the
user name, domain and password.

Click Next to continue.

Configure the unlocking settings as described in the section "Configuring General Unlocking Settings".

Click Next to unlock the computers.

After all computers have been unlocked, the results of the operation are displayed.

Unlock multiple computers
Review unlocking results ipJ i__
Unlocking haz finished, please review the results. k. :-1

Unlocking resulks:

Computer Status
& vet-muc- 786 The operation completed successfully.
@vc{muc-}qﬁ The operation completed successtully.

Finish

Click Finish to close the wizard.
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20.3.5 Configuring Default Settings for Agent Remote Control

Using Agent Remote Control

You can define the requirements and default settings for remote unlocking of Agents, either online or offline. To
configure these settings, in the DriveLock Management Console, go to Extended configuration -> Management console

-> Settings.

T = ll=)

=4 Cente:"l.'uok Drivelock - [CenterTaols .DI}NELOCk\MERDQEHHF\.t comul{\SEﬁingsi
=4 File Action View Window Help

oo |

%4 CenterTools Drivelock
3 @? Global configuration
i = Drives
b ip Devices
> ‘E‘ Metwork profiles
- [ Applications
a [Q Encryption
. "\E]‘ Remowvable media (contai
@ Full Disk Encryption
3 [I'J Antivirus
2 % Management console
J Settings|
fﬁ‘ Node permissions

il e "

Lo

Management Console policies

These settings define global settings and permissions.

fﬁ Drivelock Enterprise connection (Not configured)

Configures the connection from the Drivelock Management Conscle to a central DriveLock Enterprise Server,

fﬁ Remote control / Operating settings (Configured)

Configures permissions for performing operations and using the remote control feature,

Global settings

Configures global settings and permissions for the operation of the DriveLock
Management Console.

Event message transfer settings (Configured)

Configures which types of event messages the Drivelock Management Conscles generates and how these messages are
transferred. Events can be saved in the local Windows Event Log, or transferred to a Drivelock Enterprise Server.

e Classic WMC view

Done

Click Remote control / Operating settings.
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Properties
General

Femote control -

Maximum allowed unlock interval 34| min
[ Disable option "Unlock urtil <times"

[ Usze short {weak) request / response codes for offine unlocking

Agent remote control port 6064
S5L remote cortrol port 6065
Legacy remote control port 6061 {Drivelock 4, 5agents)

[ Erforce 55L connection for remote control

Shadow file viewer

Shadow files location
[T| Restrict management console access to this lacation only (dont allow
direct connections to client computers)

ok J[ cancl |[ Aesty |

Enter the maximum duration for which an administrator can temporarily unlock a DriveLock Agent remotely. To not
restrict the unlocking duration, enter 0.

Select, whether to make the option “unlock an Agent until a certain point in time” available for to administrators.

To enable shorter request and response codes used for offline unlocking, select the appropriate checkbox.

Using shorter request / response codes may prevent user errors, such as typing a wrong code, but they are
weaker and more vulnerable to brute force attacks.

Select the “Enforce SSL connection for remote control” checkbox to always encrypt any remote connections between
the Agent and the DriveLock MMC. To use non-default ports for communicating with Agents, type the port numbers in
the appropriate fields.
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21  Software Deployment and Update

With the push installation of Drivelock the Agent can be installed on all designated PCs. For a manual push
installation, you enter the names of the desired PCs manually in the DCC / Helpdesk. or, if you, in the MMC, determine
appropriate computer groups / OUs in the AD , you select the PCs for installation from the PC listin the DCC /
Helpdesk. 1f you, in the MMC, decide to use the automatic push installation, the configured PCs will beinstalled fully
automatic, synchronized with the determined groups.

Once Drivelock is installed on a client computer, automatic updates ensure that the DriveLock Agent on client
computers is automatically updated as newer versions become available. Once you enable automatic updates, the
Drivelock Enterprise Service (DES) regularly checks whether Agent updates exist and downloads them as they become
available. Client computers then download updates from the DES and install them. For more details about this
process, refer to the section "Fully Automatic Updates".

21.1 Manually Updating DriveLock

In the DriveLock Management Console, in the console tree, select Product updates and support to view or change
settings for updates and other online content.

% CenterTools DriveLock - [CenterTools Drivel ock\Product updates and support] =N Eoh |
8, Filei «Action, View  Window Help =[x
«=5 (7|0 R

4 CenterTools Drivelock
T Device Scanner
[ roduct updates and suppor|

Product support and updates
iveLock installation files, documentation and updates are published online and can

L olicies wnloaded by using this section. Access other online resources or start online
> Drivel ock Enterprise Service! & from here.

- @ Operating f 4 -

Product packages and files

View and download current versions of all DriveLock components,

Drivel ock website
The Drivel ock website offers many other online resources you might find useful when working with DriveLock, Check out
our knowledge base or use the DriveLock forum to get answers to your questions,

Drivelock video tutorials
Te get familiar with DriveLock we provide video tuterials that explain many aspects of DriveLock's functionality.

Start remote assistance tool
I CenterT aols support technicians need detailed infarmation about an issueyou are experiencing, you can start the
online remote assistance tool from here, Session infermation will have been provided by the support staff,

o i "

Done

To directly access available DrivelLock installation files without visiting the DriveLock Web site, click Product
packages and files.
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“ CenterTools Drivel ock - [CenterTaols Drivel ack\Product updates and support\Product packages and files] = =]
24 File Action View Window Help =]
en|#|HG=H

% CenterTools Drivel ock Package type & Version Platform Published at Size

T Device Scanner
4 [@] Product updates and suppos)
K.TP'I‘ Product packages and fil

T} Antivirus-Engine 53100 32 Bit 0212.2011 11:04:39 4,75 MB
i':f Antivirus-Engine 53100 64 Bit 0212.201111:05:26 713 ME

£ Policies [ DriveLock Control Center 7085154  32Bit 2511.2011 11:00:08 17,0 MB

: DriveL ock Enterprise Service: [ DriveLock Control Center 7088154 64 Bit 2511.2011 11:00:14 17,0 MB
& Operating FB DrivelLock Enterprise Service  7.0.89154 32 Bit 25.11.2011 10:59:56 11,5MB
iB Drivel ock Enterprise Service  7.0.8.9154 64 Bit 2511.2011 11:00:02 11,6 MB

[ DriveLock Management Co... 7.0.89277  32Bit 2511.2011 11:00:37 347 MB

[ DriveLock Management Co... 7.0.89277 64 Bit 2511.2011 11:00:42 36,0 MB

TS Drivel ock-Agent 7.0.88277 32 Bit 2511.2011 11:00:19 298 MB

E)! Drivel ock-Agent 7.0.88277 64 Bit 2511.2011 11:00:24 339 MB

[5] Full Disk Encryption 7.1.00 32 Bit 2511.2011 10:58:29 36,8 MB

[/ Full Disk Encryption 71.00 64 Bit 2511.2011 10:58:50 372MB

r:f Handbiicher und Dokumen... 7.0.88277 Deutsch 2511.2011 11:08:29 343MB
Tj Handbicher und Dokumen... 7.0.89277 Englisch 2511.2011 11:00:47 232 MB

Drivelock packages are Microsoft Installer (MSl) files that install a specific DriveLock component, such as the
DrivelLock Agent or the DriveLock Control Center. To download one of the available software packages, right-click it
and then click Download. Once you have downloaded a package, you can install it on a computer manually or by
using any automatic software deployment mechanism your organization employs. To view the details of a software
package, right-click the package and then click Properties.

21.2 Publishing Software Packages

To simplify the deployment of DrivelLock packages in organizations that use the Drivelock Enterprise Service (DES),
DES servers can automatically download new software packages as they become available and make them available
to computers running the DriveLock Agent or other DriveLock components.

By default, DES servers download all new update packages and then make them immediately available to computers
thatarein a staging network. Some organizations may prefer to have more control over the deployment process. To
enable or disable the automatic publishing of product updates, in the DriveLlock Management Console right-click
DriveLock Enterprise Services -> Servers -> <server name> and then click Properties. On the Update synchronization
tab, select or deselect the following checkboxes:
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PMSW2016.PMDLIocal Properties 7 *

COptions Pemissions Licenses Securty awareness packages
General  SMTP  Update synchronization  Schedules  Metworking

DriveLock software updates
Download Drivelock software updates from Intemet

Check for new updates eveny 1 + days

[ ] Automatically publish new updates to production environment
Automatically publish new updates to staging environment

Cancel Apply

e Automatically publish new updates to production environment (default: not selected)

e Automatically publish new updates to staging environment (default: selected)

e By default, the Download Disk Protection updates checkbox is not selected. Select this checkbox to
automatically download updates to the Drivelock Disk Protection (FDE) component. Downloaded FDE updates
are used for new installations but the FDE component on Drivelock Agents is not automatically updated.

The following diagram illustrates the typical process for updating software in a managed environment where
updates are tested in a staging environment before they are rolled out to the production network:
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To assign a client computer to the staging or production environment, run one of the following commands on the
client computer:

e drivelock.exe —-setstaging ->Assigns the client to the staging environment
e drivelock.exe —-setproduction ->Assigns the clientto the production environment (default setting)

To determine which updates are distributed to client computers, you configure the staging or production status of a
software package. When you change the status of a package, the change takes effect on all DES servers.
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4 CenterTools Drivelock - [CenterTools DriveLockiDrivelock Enterprise Services\Packages and definition files\Software packages] ‘E"E
B4 File  Action  Wiew  Window  Help ) [l
9| 7|Hi= H
" CenterTools Drivel ock Package type Wersion Platform  Published at Size Staging status  Production s...
Tli Uewice Sinner 13 DriveLock Agent 7028155 32-bit S5/20/2011101:20 &M 29.8 ME Obsolete {pu.. Obsalete (pu..
4 (9] Product updates and suppett || g ooy agent TALESS  6d-bit S/20/2011125850 ., MOMB  Obsolete (pu.. Obsolete (pu..
A Product parkagesiand s g0 i £/10/2011 232:24 AM blis Publi
Palicies ar = ;
¢ 22::;:; PRASBERORE | M Driveloek ControlCenter: 724155 agh] | Lol BRckae WE  Published Published
[5 DriveLock Control Center  T.028155  a-bi  Dowinload WB Published Published
13 DriveLock Cantrol Center 7.0.2.8298  32-bi Publish in staging ne Published Published
raDrweLock Cantrol Center T.0.3.8208 d-hij Fublish in production i Fublizhed Fublizhed
Ta Drivelock Enterprise Service  7.0.2.8155 32-bi T =] Obsolete (pu., Dhsalete (pu..,
13 DriveLock Enterprise Service  7.0,2.8155  fd-bi Propertiss e Obsolete (pu... Obsolete (pu..
T3 Drivelack Enterprise Service 7038208 32-bi Help ] Published Published
IB Drivelock Enterprise Service  7.0.2.8208 4-hir= R e R L e ] Published Published
TB Drivelock Managerment Co.. 7.0.2.8155 32-bit S/20/2011 1:03:26 AW 338 MB Obsalete (pu..  Obsolete (pu..
TB Drivelock Managerment Co., 7.0.2,81355 64-hit 572042011 1:05:12 AW 35,0 MB Obsalete (pu..  Obsolete (pu..
T"_}DHVELD[I{ Management Co...  7.0.3.8208 32-hit 671072011 1:00:19 A4 341 ME Published Published
EDnveLntk Management Co... 7.0.3.8298 fid-hit 67102011 1:02:20 AN 35.3 MBE Published Published
TE Manuals and docurnentation  7.0.2.8155 English 5/20/2011 1:06:45 A 211 MB Ohsolete (pu...  Ohsalete (pu..
F} Manuals and documentation  7.0.2.8155 German 5/20/2011 L0%01AM 240 MB Published Fublizhed
QManuals and documentation  7.0.3.8208 English 6/10/2011 12:56:44 ... 22.4 MB Published Published
T} Manuals and documentation  7.0,3.8298 German 6/10/201112:58:24 ... 255 MB Fublished Fublished

The staging and production status can be one of the following:

Published: Clients will download the package and install the update.
Downloaded: Package has been downloaded to the DriveLock Enterprise Service butis not available to clients.

Obsolete (downloaded): Package has been downloaded to the DES butis superseded by a newer package. The
packageis not available to clients.

Obsolete (published): Package has been downloaded to the DES but is superseded by a newer package. The
package s still available to clients until the newer version is published.

Drivelock installs a package only if the status is Published and a previous version of the same packageis
already installed on the computer. For example, a published DriveLock Control Center (DCC) 7.0.9 package will
beinstalled on a client where version 7.0.8 of the DCC is installed but not on a client where the DCC is not
installed.

To change the status of a package, right-click the package and then click one of the following:

Delete package: Remove the package from the DES. You can only delete packages that are not currently
published.

Download: Download the package to the DES. Once the package has been downloaded, you need to publish it
to make it available to clients.

Publish in staging / production: Make the package available to the staging or production environment.

Unpublish from staging / production: Make the package unavailable to clients in the staging or production
environment.

21.3 Push Installation of DriveLock

The push installation of DriveLock supports you, to deploy the DriveLock Agent on your user's PCs.

For the push installation, the DriveLock Enterprise Server regularly checks, if all PCs from the configured AD groups /

OUs have an agentinstalled. If not, the administrator can select this PCs in the DriveLock Control Center DCC /
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Helpdesk and initiate the installation. Alternative he can configure in the MM(C, that the installations will be started
fully automatic

The manual push installation also can be started by the administrator in the DCC for particular PCs independent of
AD groups / OUs.

The push installation uses an administrative account to push a DriveLock update service (D/UpdSvc) to the PC and
startit. The DIUpdSvc downloads the published Drivelock Agent package from DES executes the installation.

The push installation only starts, if there are both, a 32-bit as well as a 64-bit agent package published for
staging and for production.

21.3.1 Per-Server Global Settings

The global settings for the push installation will be configured in the MMC independent for each DES. So the settings
for several organization can be easily separated.

Open MMC / DriveLock Enterprise Services / Agent push installation / Per-server global settings / <server name>

General

O Enable synchronization with Active Directory: if checked DES identifies the designated PCs form the
configured AD groups / OUs. The PCs without a DriveLock agent can be selected and installed from
DCC / Helpdesk.

CJEnable automatic push deployment: if checked, identified PCs without a DriveLock agent will be
installed fully automatic.

Default Settings: this settings will be used for the automatic push installation and also as default for the execution
of the push installation from the DCC.

Account for installation: this account requires administrative permissions on the local PC.
Oinstall in staging environment: if enabled, the PCs to be installed will be set to staging environment.

O Force reboot after installation: if enabled, the PCs will be rebooted after agent installation without user
interaction.

Configuration type: select the type of policy and the policy to be used for the PCs.

21.3.2 Automatic Push Groups / OUs

Open MMC / DriveLock Enterprise Service / Agent push installation / Automatic push groups / OUs
Select the computer groups or OUs from the AD to be used for automatic push installation

Right click / New opens the dialog window.

21.3.3 Execute Push Installation

DriveLock Control Center / Helpdesk
Open DCC / Helpdesk to start a manual push installation.

If you want to install one or more PCs, which are not listed as known PC, open Install agent, select the appropriate
DES and enter the names of the PCs in Computer or use the Computer Selection dialog to add Computers, Groups or
OUs from the Active Directory, from an IP-Network scan or from the Network Neighborhood to the list.

If you have configured Enable synchronization with Active Directory and Automatic push groups / OUs in the MMC,
all PCs without an agentinstallation will be listed in Helpdesk with status not installed or installation failed. You can
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filter and select this PCs. Right click / Install opens the same dialog as for Install agent with the names of the PCs
already filled in.

Install agent

Published Agent Version: shows the published versions to be installed in staging and production environment.

Advanced: The values configured in MMC / DriveLock Enterprise Services / Agent push installation / Per-server
global settings are set as default. To change this values, open the Advanced settings.

Account for installation: this account requires administrative permissions on the local PC.
Oinstall in staging environment: if enabled, the PCs to be installed will be set to staging environment.

O Force reboot after installation: if enabled, the PCs will be rebooted after agent installation without user
interaction.

Configuration type: select the type of policy and the policy to be used for the PCs.

Repair Settings: use only, e.g. on request of the DrivelLock support, if a former installation failed and a regular update
or de-installation does not work.

I Force removal of installed DriveLock Agents: the DriveLock installation directory, the registry and Microsoft
Installer entries we directly deleted.

Clignore other running installations: possibly still running installations will be ignored, installation will be
tried anyhow.

21.4 Configuring Automatic Updates

The Drivelock Agents can automatically update themselves and other components to newer versions:

Open Global configuration / Settings / Automatic updates.

General

Enabled automatic updates
DriveLock Agent

[] DriveLock Management Console
[] DriveLock Control Center
Update schedule

Automatic updates will be fetched from Drivelock Enterprise Service. The
default schedule verfies for shorthy after the Agent starts.

Use explict schedule
Every 2 hour(s) from 8:00 PM for 8 hour(s) every day, starting

2/2/2015
Edit schedule
Randomize automatic update interval

Start updates at a random offset after the scheduled time and

6D minutes afterwards

-

Perform reboct after Agent update

Show user information far |6 = | minutes

Allow the user to defer installation for a total of |600 = | minutes

QK Cancel Apply

Check Enable automatic updates for the components you want to be updated.
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By default, a DriveLock Agent then checks the DES for newer versions of installed components within the first 60
minutes after the Agent service starts and every 60 minutes after the initial check. If a new update is available, the
client will immediately download it. To distribute downloads from multiple clients over time, by default clients wait
for a random time interval before starting the initial update check.

You can also create your own schedule and select to use your random offset for the initial update.

During the update process, DrivelLock is inactive for a short period. If you want to assure that the update runs while
the systemis notin use, check Perform reboot to update. Then the user can delay the update for a maximum of N
minutes. If they accept or the timeis over they will be logged off and the update will be performed before the reboot.

21.4.1 Configuring Fully Automatic Updates

When you configure Drivelock for fully automatic updates, DriveLock components are automatically updated
without an administrator’s intervention when a new version is made available by DrivelLock.

To ensure that fully automatic updates can work correctly, ensure that the DES is configured to automatically
download and publish software packages and that clients are configured to automatically download updates from a
DES server.

By default, DES servers automatically download all new packages from the Internet. This is configured in the
Properties dialog box of the DES server on Update synchronization tab by selecting the Download Drivelock software
updates from the Internet checkbox.

PMSW2016PMDLIocal Properties 7 X

Options Permissions Licenses Security awareness packages
General SMTP  Update synchronization  Schedules = Networking

Drivelock software updates
Download Drivelock software updates from Intemet

Check for new updates eveny 1 | days

[ Automatically publish new updates to production environment
Automatically publish new updates to staging environment

Cancel Apply

21.4.2 Configuring Semi-Automatic Updates

If you need more control over which packages are downloaded and made available to clients, you can disable
automatic publishing, as described in the section Publishing Software Packages, and instead manually publish the
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packages and antivirus definitions you want to make available to clients.

An alternative method to configure semi-automatic updates is to configure the DES server to not check for updates.
You can then manually download updates or definition files and add only the ones you want to the DES server. To do
this, perform the following steps:

1. Disable the automatic downloading of software packages, as described in the section Disabling Automatic
Package Downloading.

2. Check for available packages and download them, as described in the section Manually Updating Drivelock.

3. Go to DriveLock Enterprise Services -> Packages and definition files -> Software packages. Right-click Software
packages and then click Upload software package. Select the package you have manually downloaded and
then click Open.

4 CenterTaols DriveLock - [CenterTools DriveLack\DriveLack Enterprise Services\Packages and definition filesiSoftware packages] ==
%4 File Action View Window Help _=

% |znBczH

¥4 CenterTools Drivelock ‘ Package type Wersion Platform Published at Size Staging status  Production 5.,
T, Device Scanner [ DriveLock Agent 7028155 32-bit 5407201110173 A 298ME  Obsolete {pu... Obsolete (pu.
"-‘-‘-’jﬁ'\m”d”pdatﬂa"d“pp”" [ Drivelock Agent 7028155  64-bit 5/20/201112:50:50 .. 34.0 ME Obsolete (pu... Ohsolete {pu..
E,";0":"::”“"““9‘“"“"“ 13 Drivelack Agent T.038208  32-bit 6/10/2011 23224 AM 30,4 ME Published Published
T [ DriveLack Agent fd-bit 6/10/2011 20452 4 345ME  Downloaded  Downloaded
& Servers [ DriveLock Control Center 3-bit SO0/201112:48:34 . 188MB  Published Published
& Tenants 3 DriveLack Contral Center fa-bit 5002010 1250:21 . 18OMB  Published Published
+ () Packsges and defirtion files || [ DrveLock Contral Center -bit 6/10/2011 10040 A 19.0ME  Published Published

& Antwinis definmions [ DriveLock Contral Center fa-bit 6/10/2011 11038 4 19.0MB  Published Published
R S padage [ DriveLock Enterprise Senice  TO.20155  32-bic SAILIIEIT . WSMB  Obsolete (pu Obsolete (i,
B Operating  mmmomme [ Nrivel nrk Fotemrise Service  7.0.28155  64-bit S0/2011125251 .. 147ME  Obsolete (pu..  Obsolete (pu..

Upload software package | Semice 7038208 32-bit GA0/2011 L1LSLAM 153MB  Published Published

i , pSic TO3E  6dbic G/10/2010 11340 A 152MB Published Published
fentCo.. 7.028155  32-bit S0/2011 10326 &M 339ME Obsolete (pu..  Obsolete (pu..

Tevim e hentCo. T.0ZBISS  B4-bit SALL0SIEAM ISOME  Obsolete Obsolete

e fentco.. 7038208  32-bit /102010 10010 AW 34LME  Published Published

ot hentCa.. 7038208 6dbit 6/10/2011 10220 A 35IMB Published Published
hentation 7.028155  English S20/2011 L0645 &M 2LIME  Obsolete (pu.. Obsolete (pu..

Properties hentation 7028155  Gemnan 5202011 1080LAM 240MB  Published Published

hentation 7039298 English 6/10/2011 12:56:44 . 224MB  Published Published

_ |ile entation 7.0.38208  German  6/10/201112:58:24.. IS5MB  Published Published

4. The package status Downloaded is displayed for the package. You need to publish the package before it
becomes available to clients.

21.4.3 Disabling Automatic Package Downloading

By default, DES servers automatically download all new packages from the Internet and make them available to
clients based on your publishing configuration. To disable automatic downloads, in the Properties dialog box of the
DES server on the Update synchronization tab, deselect the Download DrivelLock software updates from the Internet
checkbox.
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PMSW2016.PMDLIocal Properties ? bt

COptions Pemissions Licenses Securty awareness packages

General  SMTP  Update synchronization  Schedules  Metworking
DriveLock software updates

Download Drivelock software updates from Intemet

Check for new updates eveny 1 + days

[ ] Automatically publish new updates to production environment
Automatically publish new updates to staging environment

Cancel Aoply
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22 Using DriveLock in Terminal Server Environments

DrivelLock can be used in terminal server environments. The drive locking and application control components are
availablein such configurations. Because terminal server sessions may allow access to drives that are connected to
USB ports on the client, Drivelock was designed to control the access to such drives inside a terminal server session.

Terminal server environments may include various forms of client connectivity. The following sections cover each of
these environments and explain various scenarios and differences between them, including any limitations of
Drivelock’s functionality.

22.1 Terminal Server Connections

The following table illustrates which drive control functionality DriveLock provides for different connection types:

Fat Clients Windows Virtual-clients | Thin clients by Thin clients
Embedded clients Wyse running by other
Linux V6 vendors

Access control based on
users and groups

Access control based on
drive letter

Access control based on
hardware data, incl. serial
number

Yes Yes

File filter incl. Header
inspection

File auditing Yes Yes Yes Yes Yes
Shadow copies Yes Yes Yes Yes Yes

Requires local DriveLock Plugin for Wyse
Yes Yes Yes i No
Agent Linux V6

Yes Yes Yes Yes

Requires DriveLock Agent Virtual client
on terminal server No No used instead of Yes Yes
terminal server

When using application control on a terminal server, the DriveLock Agent must be installed on the terminal
senver itself in all environments.

22.1.1 Fat Clients / Desktop Clients

Afat client or desktop clientis a regular computer running Windows XP or higher from where you initiate a terminal
server client session. When you install the Drivelock Agent on such a computer, device control is enforced at the
point where a device is connected, i.e. the client computer. Only the drives and devices that can be accessed
according to the computer’s Drivelock policy can be used inside a terminal server session.
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If the client computer belongs to a domain, the configuration settings can be applied using Group Policy. In other
environments, centrally stored policies are recommended.

22.1.2 Windows Embedded Clients

A Windows Embedded clientis a client running Windows Embedded XP, Windows Embedded Vista or Windows
Embedded 7 that establishes a connection to a terminal server. To enable drive control, the DriveLock Agent must be
included in the Windows Embedded image or installed on the client. The local DriveLock Agent controls access to
drives and devices and policy settings thatare applied to it also apply inside a terminal server session.

If the client computer belongs to a domain, the configuration settings can be applied using Group Policy. In other
environments, centrally stored policies are recommended.

22.1.3 Virtual Clients

Avirtual clientis a virtual machine running Windows XP or higher thatis running on a virtual server and is
accessed using a thin client or client software. Using a USB-mapping driver, locally attached USB devices can be
made available inside the virtual machine.

The Drivelock Agent must be installed on the virtual client. The DrivelLock configuration on the virtual client
determines which drives a user can access.

If the client computer belongs to a domain, the configuration settings can be applied using Group Policy. In other
environments, centrally stored policies are recommended.

22.1.4 Thin Clients

Athin clientis a specialized computer running a minimal operating system that lets users establishes client
sessions to terminal servers. To use DriveLock with thin clients you need to install the DriveLock Agent on the
terminal server. The Drivelock configuration on the terminal determines which drives a user can access inside a
terminal server session, including any mapped local USB drives.

If the terminal server belongs to a domain, the configuration settings can be applied using Group Policy. In other
environments, centrally stored policies are recommended.

22.1.5 Thin Clients by Wyse Running Linux V6

Wyse is a manufacturer of thin clients. Several models of these thin clients are running a hardened version of the
Linux V6 operating system. Drives connected to local USB ports on the thin client can be made availableinside a
terminal server session.

When using such clients, DriveLock must be installed on the terminal server. The DrivelLock configuration on the
terminal server determines which drives a user can access.

Drivelock has developed a plugin for Wyse Linux V6 (ICA channel only!) that can read hardware data from local USB
devices and transmit them to the terminal server using a Virtual ICA-Channel Extension. This allows for the use of
whitelist rules that are based on a USB-connected drive’s hardware characteristics, such as manufacturer, model
and serial number.

To obtain the Drivelock plugin for Wyse clients (for ICA only!), contact Drivelock technical support at
support@drivelock.com.

If the terminal server belongs to a domain, the configuration settings can be applied using Group Policy. In other
environments, centrally stored policies are recommended.
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22.2 Configuring Drive Control

Once you have identified your client environment and connections, you can configure the rules that are required to
control access to drives. Based on the type of connection, these rules need to be configured for the client or the
terminal server.

When designing your access control rules you need to identify which types of drives to lock and which exceptions
arerequired. This includes how detailed the rules and exceptions need to be and whether drives need to be locked
based on users and groups, drive letter, hardware characteristics or a combination of these factors. When designing
these rules you also need to account for any client limitations. For example, rules thatinclude hardware
characteristics (such as allowing only Kingston Data Traveler drivers) are not available for all types of clients.

In general, itis recommended to maintain separate Drivelock policies for terminal servers and clients that connect
to terminal servers, for example by using separate Group Policy settings.

22.2.1 Global Permissions

The easiest way to assign permissions to locally connected drives is to assign them to all drives, regardless of
whether they are CD-ROM drives, hard drives or USB flash drives. You can assign these permissions for each of the
following terminal server environments under Extended configuration -> Removable drive locking:

e Windows Terminal Services (RDP) client drive mappings: All drives in client sessions using Remote Desktop
Protocol (RDP). This protocol is used by Windows Terminal Services.

e Citrix Presentation Server (ICA) client drive mappings: drives in client sessions using Independent Computer
Architecture (ICA). This protocol is used by Citrix. This requires Citrix Presentation Server 4.5 (64-Bit) or XEN 5
or higher.

“4 CenterTools Drivelock = ’E@l

File Action View Help
|7 H|H @

%A Drivelock Standard CSP - Centrally storec
X ”53 Global configuration
a o Drives

"\:_;‘] Settings

include e5A 1A disks. =
Fixed disk containing system files (Windows operating system, page files) will never be locked,

Encrypted volumes

= Removable drive locking £ Mot configured
g Drive whitelist rules Defines the basic locking policy for all volumes encrypted with removable media (container-based) encryption.
> @ File filter templates This includes volumes created using enforced encryption,
'\'\ij Authorized media
. P Devices
. S Network profiles .._Eéi ’ —Tf_ﬁm'k d'fi‘"“ ad“d shares
» [(3] Applications b e \gu.ré i
. m Encryption Defines the locking policy for network drives and network shares (UNC paths).

> [D Antivirus

B Managerient carehle WebDAV-based network drives

5 Mot configured
Defines the locking policy for network drives based on the WebDAV protocol.

©

Windows Terminal Services (RDP) client drive mappings
£ Mot configured

Defines the locking policy for mapped local client drives that are accessed in Windows Terminal Services sessions
using the RDP protocol. This policy controls all drives mapped from a computer or thin client into a Terminal
Services session,

n

Citrix XenApp (ICA) dlient drive mappings
£ Met configured

Defines the locking policy for mapped local client drives that are accessed in a Citrix session using the ICA
protocaol. This policy controls all drives mapped from a computer or thin client into a Citrix XenApp session.

Done

22.2.2 Rules Based on Mapped Drive Letter

To control drives by type (for example, USB-connected drives), you need to configure the terminal server client
session so that each drive typeis always assigned the same drive letter. Depending on your environment, you may
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need to configure this on the thin client or in a central session configuration. Once you have ensured that drive
letters in client sessions always point to the same types of local drives you can create terminal services rules that
apply to these drive letters. Each of these rules can allow or deny access for users and groups or enforce time

restrictions.

For example, if a thin client is configured to always make locally connected USB flash drives available using the
drive letter U:, you can create a terminal services rule that only lets helpdesk personnel access drive U:. In effect, this

restricts the use of all USB flash drives to helpdesk personnel.

To create a new whitelist rule thatis based on drive letters, under Removable drive locking -> Drive whitelist rules,

right-click, point to New and then click Terminal services rule.

[E=R E=0 )

Comment
| Entertext here

Rule type
7| Enter text b

<A CenterTools Drivebock
File Action View Help
5|2z H dHl8F
44 Drivelock Standard CSP - Centrally storec | VendorID / Rule type  Product ID/ Condit... Status
» P Global configuration Enter text here ?’] Enter text here 7| Entertext h...
Drivi I
‘ u@m:esttings f’{‘ﬂWh\tEl\st templat...
5 Removable drive Jocking
- [1g) Dpaeewhitelist mules]
. %3 Fi New 3l Vendor/Product ID rule...
@ Ay . MNetwaork drives rule...
W Dewd! b 3 -
f o 1 WebDAV-based network drives rule...
. Y Netw| <
B | Bipoit L Drrive size rule...
v (&3] Appli
! D En(ry{ Properties Baze rule...
3 @ Antiv| Terminal services rule...
| Help
- o Mana_ Rule from template...
| Folder...
i I " ¥
Creates a new rule based on terminal services client drive letter,

Select the appropriate drive letter and then select the protocol or protocols used in your network. You can configure

access permissions on the Permissions tab.
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Mew drive exception Properties )

Geners| | Pemmissions | Fitter / Shadow I Time Iim'rtsl

| _:) Rule applies to teminal services client drive mappings.

. o The nule is based on the drive letter within the teminal session.
Ise yourthin cliert management software to define fived drive letters
far specific device types.

Dirive letter 1 - |

Client protocols [#] RDP (Windows Temminal Services)

| ICA [Citric Prezentation Senver)

Comment

[ UK H Caricel H Apply ]

22.2.3 Rules Based on Hardware Characteristics

If the type of client connection supports rules based on hardware characteristics, such as device model or serial
number, you can create hardware-dependent whitelist rules as you would for any other Drivelock client under ->
Removable drive locking -> Drive whitelist rules -> Vendor/Product ID rule. When specifying the device that the rule will
apply to, connect to the client or terminal server (depending on the connection type) and then select the desired
drive. You can configure access permissions on the Permissions tab.

22.2.4 Using the File Filter

The Drivelock Agentincludes a file filter component that can control and audit access to files based on the file type,
such as DOC or PDF. You can configure any rule to use the file filter and apply file filter templates. In general, if the
terminal server connection type allows for a local installation of the Drivelock Agent, such a configuration is
preferable because it provides better file filtering capabilities than a DriveLock Agent running on a terminal server.
For more detail about limitations, refer to the table in the section “Terminal Server Connections”.

If the type of client connection supports use of the file filter, you can enable file filtering and auditing under Drives ->
Removable Drive locking -> Windows Terminal Services client drive mappings or Citrix ZenApp (ICA) client drive mappings
on the Filter/Shadow tab.
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P

Citrix Presentation Server I'_I'C.A] client drive mappings Prope... | @
| Pemmissians:| Fiter / Shadow
[] Fitter files read from or writter to drives of this type
[] Audit and shadow files read from or wiitten to drives of this type
Filter / audit / shadow files using template
| Block programs. audting -
[ UK ] | Caricel l I Apply ]

22.3  Using Application Control

Because terminal servers are designed for multiple users to run applications concurrently, using DriveLock
Application Control is an important component of a terminal server security strategy. For example, you can use
Application Control to block even system programs, such as cmd.exe, wscript.exe, cscript.exe and mmc.exe for
regular users but allow administrators to access these programs.

Configuring Application Control on a terminal server is identical to the configuring it for other Drivelock clients. For
more information about this configuration, refer to the chapter DriveLock Application Control.
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23 Troubleshooting and Tools

The complete Drivelock installation includes a command-line based diagnostic tool. Use this tool to diagnose the
devices and drives on a computer.

The command line tool “dlemd.exe” is installed in the DriveLock installation folder. DICmd.exe can display various
types of diagnostic information, as described in this chapter.
23.1 Viewing Information about Drives and Containers

You have two options for obtaining information on the current status of the agent and its configuration, both for
administrators and users:

e Command line

e AgentTray lcon

Command line

Open the Command Prompt and enter drivelock -showstatus:

Production
No
i [o]
Mo

e (NoStore)

terTools DrivelLock\Configh 2¢ f@4_152 384.db3

iments

Cont ion type: Policy : ignments

You get detailed information about the licenses, the configuration and the status of the individual components.
Tray lcon
Right-click the DrivelLock Tray Icon to open the context menu:

Drivelock Encryption 2-Go »

Drivelock File Protection >

Temporarily unlock...

User interface language...

Agent status..,
About DrivelLock...
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Select Agent status....

This opens a new window where you get the same information as above:

Troubleshooting and Tools

Status

Application control:

Security awareness:
Encryption 2-Go:
File Protection:
Disk Frotection:
Lagacy O3 option:

Current agent status

Environment:

FDE special config:
Appl. terminal sIv.:
Reboot pending:

Temporary unlock:

Local config source:
Database file:
Object ID:
Version:

Configuration type:

Agent configuration

Configuration type:

Subscription expires:

Folicy config source:

Bunning

Smart AppFuard
Running

Ho

Ho

Ho

Licensad

Production

Ho

Ho

Ho

208 .02.201%

Hot actiwve

Hot available [Ho3tore]}
Database
C:\ProgramData'CenterTools

o
CIF assignments

Policy assignments

DriveLock\ConfighRIOPCIF_20180€22 1:

You can select the text in this window and copy & pasteit, if you need to.

23.2 Commands for Troubleshooting

To install DriveLock Event Log message sources, use the command dlcmd -r. Use this command if you encounter
“The description for Event ID ( 0 ) in Source ( DriveLock ) cannot be found...” messages in the Event Viewer.

To run the Drivelock service from a command prompt, use the command dlcmd -1.This starts the DriveLock

service, but allows you to stop the program by pressing Ctrl-C.

To release all devices, use the command dlcmd -x

23.3 Troubleshooting Network Adapters

If you configured a policy that blocks all network adapters, the client can no longer receive updates to its
configuration over the network. To recover from such a configuration mistake, modify the Windows registry and
remove the network adapter configuration.

Before modifying the registry, ensure you have a working backup in case a problem occurs. For information
about how to back up, restore and edit the registry, in Windows online help refer to “Restoring Windows
registry”. If you use Registry Editor incorrectly, you may cause serious problems that may require you to
reinstall your operating system. Use Registry Editor at your own risk. DriveLock is not responsible for any
consequences of modifying the Windows registry and does not provide support for editing the registry.

Open the Windows registry and navigate to the following registry key:

HKEY Local Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BF

To unlock all network adapters, delete the value “UpperFilters” and then restart the computer.
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' Registry Editor = || E
File Edit View Favorites Help
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Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Contrel\ Class\[4D36E972-E325-11 CE-BFC1-08002BE10318}

23.4 Creating a Trace File
Drivelock support staff may ask you to create a trace file, which contains detailed information about the internal
processing of DriveLock. DriveLock can generate several trace files, including the following:

e Drivelock trace file. This file is helps in analyzing general problems.
e Drivelock driver trace file. This file helps in analyzing device driver-related problems.

You can create a trace file by using a command line or the DriveLock Management Console. You can also activate
tracing by using the Drivelock Support Tool, DLSupport.exe, which is located in the folder where you installed the
DriveLock Management console.

Trace files are created in the root (“C:\trace”) of the connected computer. If needed, you can create your own trace
path with the following registry key: HKEY_LOCAL_MACHINE\Software\CenterTools\Tracelog - value: GlobalLogPath
(REG_SZ)

23.4.1 Creating a DriveLock Driver Trace File by Using the Support Tool

The easiest method for creating a trace fileis by running the DriveLock Support Companion on the computer thatis
experiencing a problem. To start this program, run one of the following files:

e DISupport.exe: Installed with the DriveLock Management Console. Contains the Team Viewer component for
remote access by Drivelock support.

e DISupportAgent.exe: Installed with the DriveLock Agent. Contains no remote access component. In most cases
you will use this program
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Drivelock Support Companion x
P, .
Soy| %4 riveLock
Support Companion
é;ii ﬂ Enable diagnostic tracing

@
== 2] Collect system information
6 \_ﬂ Transmit diagnostic trace files
‘\ ﬂ Support functions

E._ || Test connection

r
‘é.‘ Contact us }_ll \ﬂ Exit

Once you have located the Drivelock Support Companion, perform the following steps:

1. Startthe Drivelock Support Companion as a local administrator and then click Enable diagnostics tracing.
2. Restart the computer.

3. Reproduce the problem you are experiencing. This may require you to log on using the account of an affected
user.

4. Startthe DrivelLock Support Companion as a local administrator and then click Collect system information.
The DriveLock Support Companion collects data to help analyze the problem, stores itin the folder C:\Trace
and transfers it to the DrivelLock support server.

Trace data contains the following information:

All tracing files, which include detailed information about DrivelLock operations

Several registry files and hardware details

Group Policy settings (GPresult.log)

System information (Sysinfo.csv)

Windows Application Log events

Contents of the DrivelLock working directory and cache

23.4.2 Creating a DrivelLock Driver Trace File by Using the Command Line

To create a driver trace file, perform the following steps:

e Stop the Drivelock service.

e Open a command prompt window.
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e Navigate to the Drivelock installation folder (defaultinstallation path for an administrative installation: “C:
\Program Files\CenterTools\DriveLock”, defaultinstallation path for a client-only installation: “C:\Program
Files\CenterTools\DriveLock”)

e Type the command drivelock.exe -enabledrivertracing
e Startthe “Drivelock” service

e Perform the steps required to re-create any problems
e Tracing creates the file "c:\dldevflt.log” .

e Send this file to DriveLock support.

e To disable tracing, stop the “DrivelLock” service and then type the command
drivelock.exe -disabledrivertracing

e Startthe “Drivelock” service again

23.4.3 Creating a DriveLock Trace File by Using the Management Console

To enable trace file creation by using the DriveLock Management Console, connect to the remote PC using “Agent
remote control”.

L] CenterTools DriveLock - [CenterTaols DﬁveLock\:Operaiing\Agent remote control] | [[ B ‘
24 File Action View Window Help EEE
"% 2|0 = B

#4 CenterTools DriveLock Remote c(;mputer Logged-on user Last contact DriveLock Vers...  Comment

m Device Scanner

pr 1/10/2012103743 .. 7119532

Disconnect

i [@] Product updates and suppor
ﬁr Policies Unlack...
B - -
> DrlveLn.clc Enterprise Service! Show RSQP...
4 % Operating AL 1
@ Agent remote control ; All Tasks » | v Debug tracing |
U Shadowed files .
Properties
Help

i (T &l 5

Enables or disables debug tracing on the selected Agent.

Right click the connected computer and then click “All Tasks -> Debug tracing”.

This option creates the Drivelock trace file and the DrivelLock driver trace file. Trace files are created in the root
directory of the remote client computer. To disable creation of trace files, deselect “Debug tracing”.
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23.4.4 Generating BitLocker-specific system information

DLSupportAgent.exe collects additional information about customer systems to help diagnose errors with BitLocker
Management, DriveLock PBA and Disk Protection. The following commands are evaluated:

BitLocker Management:

e manage-bde -status

e echolistvol | diskpart

e echolistdisk | diskpart

e bdehdcfg -driveinfo

Disk Protection / DriveLock PBA:
e dlfdeuser /I
o dldispefs /all

BitLocker Management, Disk Protection / DriveLock PBA:

e bcdedit /enum all

23.5 Manually Refreshing the Policy

You can force a refresh of the Group Policy on a remote client computer or instructitto re-load its configuration file
by using the DriveLock Management Console. To perform this task you must be connected to the remote computer.
For more information about this task, refer to the section "Using Agent Remote Control".
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